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*Disclaimer:  In the following documentation, dates, screen captures and data are not necessarily reflective of the current year. Settings will vary by district.

Overview
[bookmark: _Toc179170206]Beginning with MUNIS Version 7.0, program security transitioned from a user-based, to a role-based methodology.
Role Based Access Control is a system of controlling which users have access to resources based on the role of the user.  Roles are created and assigned a group of permissions.  The Roles are then assigned to users.  Along with this change to a role-based security model, MUNIS has adopted a deny-all-except security policy, meaning users must be initially granted specific rights through his or her roles to gain access to secured resources.
Role Maintenance
A role is a function within an organization that has clearly defined responsibilities (typically a job title) and a corresponding need to access specific data in MUNIS in order to carry out those responsibilities.  Assigning permissions to these roles allows administrators to more effectively manage user security settings.  The first step in creating roles is to identify the common user functions.  

As an example role in this document, we will use the role of APCLERK.  The role, “APCLERK” represents any user who would typically need to enter Accounts Payable invoices, but does not need permissions to access any MUNIS Setup programs or any other MUNIS modules besides Accounts Payable.
[bookmark: _Toc165451023][bookmark: _Toc166927915][bookmark: _Toc169596944][bookmark: _Toc235854690][bookmark: _Toc235854704][bookmark: _Toc235854735][bookmark: _Toc235868897]Add a role					
Use the following steps to add a role.	

1. Open Role Maintenance: 
[image: ]	System Administration > Security > Role
2. On the MUNIS toolbar, click Add.  
3. Enter the following for the fields in order to create a role.

[bookmark: _Toc372520023][bookmark: _Toc380478448][bookmark: _Toc380570937][bookmark: _Toc179170207]

	Field
	Action or Description

	Role Key
	Name to define the role (no spaces can be used in the name).  The system will force all letters to upper-case.

	Description
	Full description of the role.  The system will force all letters to upper-case.

	Menu access
	When determining the menu access that is assigned to a role, the system administrator has three options:
NONE – this option has no menu access and is typically used to limit data access (such as General Ledger restrictions or access).  Therefore, the Menu Security tab would be blank and users would have to be assigned an additional role with menu access.  
MUNIS Main menu – enables permissions, data access and security to be assigned to MUNIS programs.  By default, the role will have access to all menus within the MUNIS Main menu but can be modified to restrict access.
Quick link – can be used as a default “start menu” instead of the main menu or to add custom menus (created in Menu Maintenance) to a role instead of adding them to the MUNIS Main Menu.  It can also be used to limit a role to a single MUNIS program (such as Bill Inquiry or Spool F/M).

	Quick link
	[bookmark: _GoBack]Not Required. This box assigns a quick link menu option to the user. Enter a menu item identifier (for example, hrmain for the Human Resources/Payroll menu) or click the field help button to select a menu or program from Menu Quick Link Help.
These fields are available when the Quick Link menu access option is selected.  Click Field Help for a list of menu options.

	Role Status
	Active – role is in use and assigned to users.  When adding a new role the status defaults to active.
Inactive – role is no longer in use.

	Last updated
	The date and time of the last changes made to the role. 



[bookmark: _Toc169596946][bookmark: _Toc235854692][bookmark: _Toc235854706][bookmark: _Toc235854737][bookmark: _Toc235868898]Module View Tab
The Module View tab provides administrators with the ability to assign role-specific parameters and the permissions associated with them for individual MUNIS modules.  In keeping with a deny-all-except security policy, all module permissions are defaulted to the least amount of access when adding a module to a role.  If a specific user is assigned multiple roles, access permissions from each role for the same module will be combined to allow the most access for that user within that module.
To add a module and permissions to a role:
1. Click on the Module button you want to add permissions to (we’ll select Accounts Payable for the APCLERK role in this example).
2. On the MUNIS toolbar, click Add.
3. Enter the Role ID or select the Role ID from the list, if it exists (APCLERK)
4. Tab through the individual permissions and check/populate as necessary for the role.  Here is an example of typical permissions for an AP Clerk, however each district may have different requirements and vary permissions.
[image: ]

5. [image: ]Click on the Data Access tab to grant or limit access to data within a module even further.  By default, data access is set to NONE for any new role.
6. Select one of the Access buttons:
· Full – to grant access to all data 
· Limit – to grant access to only selected data.  If Limit is selected the entry table section will be available to grant access to only selected data.   In the case of vendor maintenance, it would limit access to specific Vendor types.  Click the field help button to display the list.  
· None- no access is granted

7. Select the Accept button.

[bookmark: _Toc166927917][bookmark: _Toc169596947][bookmark: _Toc235854693][bookmark: _Toc235854707][bookmark: _Toc235854738][bookmark: _Toc235868899]Role Permissions Tab
The Role Permissions tab provides a summarized table view of all the permissions assigned to the role by Product, Module, Permission and Permission value.  The scroll bar to the right allows administrators to easily scroll up and down to view all permissions associated with a role. 
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