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Cloud Admin 2.0 provides greater control over administration functions and includes features such as:
· Access to the utility via the web
· Direct creation of user accounts
· Password reset, account disable/enable
· Improved management of Cloud Admin permissions via groups
· Ability to refresh both the Training and Test environments
· Well documented pages with a help [image: C:\Users\ben.simard\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\help[1].png]icon for additional information
· Activity Log to track changes made in Cloud Admin

Accessing Cloud Admin 2.0
To access the new Cloud Admin perform the following:
1. Open Internet Explorer and go to https://cloudadmin.tylertech.com
2. Enter your Munis login and password.  Be sure to use “datacenter\” preceding your login ID
3. After logging in, create a desktop shortcut.  To do this click File > Send > Shortcut to Desktop.  The desktop icon is created with the label Munis Cloud Admin



Cloud Admin 2.0 Functions
The initial Cloud Admin screen:
[image: ]

Change Passwords
[image: ]This function is only for password reset of users of Munis report writers (Crystal Reports, TRS) or an ODBC connection.  See Manage User Accounts to change the regular Munis user account.
· Complete the fields and click the Submit button to submit the changes
· Password must meet the requirements noted at the bottom of the panel



Create User Account
[image: ]This function is used to create new user accounts for Munis and report writing/ODBC.
· User Name only requires the 4 lower case characters of the ID.  Use the first letter of the first name and first 3 letters of the last name (e.g. ffli for Fred Flintstone)
· Enter First/Last name to identify the user
· Check the Active Directory box to create a Munis user account.  Also check the Reporting box if the user runs a Munis report writer or ODBC connection
· Password: enter an initial password for this user.  The user is required to change the password upon initial login.
· Passwords must meet the requirements noted at the bottom of the panel
· Add the new ID to the Munis User Attributes program to provide Munis access


NOTE/TIP 	The user account is created within moments of clicking Submit

[image: ]Upload Employee Images
Munis Payroll allows employee pictures to appear in the Employee Inquiry, Employee Central, Workforce Central and other programs.  Instructions at the bottom of the panel explain file naming and picture requirements.




Manage Groups
Cloud Admin 2.0 employs managing Cloud Admin users in Groups.  By default an Administrators group is created.
Groups are used to group individual users with differing Cloud Admin capabilities.  For example if you allow others to perform a mucopy, create a Mucopy group.  If you have a group where all users in the group can perform a few basic functions create a group for these individuals.  You may wish to review Manage Permissions before creating additional groups.
NOTE/TIP 	Consider creating an account for your CIO and including them in the Administrators group.  This individual can reset the password of others in your absence.

[image: ]The Groups function combines an area to not only add and delete groups but to determine members of the group and manage group permissions.


[image: ]Add Group
· Simply provide a group name and description





[image: ]Delete Group
· Use caution in deleting a group
· NEVER delete the Administrators group unless you have created a group and members with administrative capabilities


[image: ]Members
· Available Users column shows all users excluded from the group noted in “Select Group:”
· Group Members shows users included in group noted in “Select Group:”
· To move a user from one column to the other click a user then click [image: ] or [image: ] to move from one column to the other.
· To move all users click [image: ] or [image: ]
· Click the Submit button once all changes are made to a group

[image: ]Logon Hours
· Limits the hours each day a group is allowed to login and use Munis





Manage Permissions
This function allows administration of group permissions.
[image: ]
To select permissions for a different group click the dropdown arrow and select a group
· Each option listed, when checked, allows users in the group to perform this function in Cloud Admin.
· Remember you must click Submit to apply the changes to each group!

Note: 	The Exempt From LockOut option is no longer functional as this function is now performed within the Munis System Settings program.

[image: ]
· This option enables email messages to both users and a designated Primary Contact indicating their Munis password is close to expiring.  Users must have a valid email address on their account in User Attributes in order to be notified.  Check the Enable box to send emails to users and optionally select a Primary Contact (also a user in User Attributes).


Manage User Accounts
This function allows you to manage a user account (login ID).  Upon selecting this option the following appears listing all user accounts:
[image: ]
Each column provides information about the account:
· User Id - the user login ID
· Password Expired – notes if the password is expired.  If the password has been reset but not changed by the user or “No” appears, the password is OK
· Disabled – indicates if the account is disabled (Yes) or enabled “No”.
If you have a large number of users enter a specific ID in the User ID box and the Filter button
The Remove Disabled box in the upper left is checked by default to exclude disabled users.  To see disabled users uncheck the box and click refresh[image: ]
Clicking the Select button adjacent to the User ID presents detailed information on the account:
[image: ]
· Click Unlock to unlock an account after several failed attempts.  This retains the previous password.  Use this option if a user remembers their password but mistakenly entered the incorrect password a few times.
· Enable/Disable is used to disable a login ID.  Doing this prevents a user from logging into Munis and should be used in conjunction with disabling their account in User Attributes in Live/Train & Test.
· Reset AD Password is used to reset the user password to “NeedNew1”.  Users are required to change their password upon next login.

User Account Review
This program provides an opportunity to review all enabled and disabled user login accounts that may have access to Munis.   It is suggested you periodically review the users and their account status to ensure employees no longer employed by your district have their Munis login account disabled.  Here are a few considerations when reviewing accounts:
· In order for a user ID to have Munis access, the user must also have an entry in the Munis User Attributes program and an assigned role(s).
· Certain user ID’s should remain enabled as they provide support or services to your district.  Disabling any of these accounts may result in limited support or operation of certain Munis services:
· 9###supp – Munis Support account
· 9###web – Munis Web Services account
· 9###impl – Munis Implementation account
· 9###schd – Munis Scheduler service account
· 983klamb – KDE Support account for Kristin Lambert
· 983smill – KDE Support account for Sheila Miller
Note: 9### refers to your district Munis customer number

View Current Users
This option no longer displays the current users in Munis.  If you select this option it presents information on how to get a list of users in Munis.  Here is how to determine users in Munis:
[image: ]
· In the Munis menu select System Administration > General Administration > Diagnostic Utility & Run-time Information
· It will take a few moments for the program to open and gather information
· Click the Database tab
· Click the Munis Connections tab
· A list of users in Munis programs appears.  Only users in a Munis program (not the Munis menu) appear on the list.
· Click the Refresh Connections button to refresh the list of users in Munis


Lock/Unlock Munis
Locking Munis is now performed form within a Munis prorgam.  If you select the Lock/Unlock option you see the following message:
[image: ]
· Click the Launch button or go into Munis System Administration > General Administration > System Settings.
· The System Settings program appears with a green dot to the left of the Munis Access button indicating no restrictions:[image: ]

To Restrict Access to Munis:
· Click the Munis Access button to restrict access and the Munis Access panel appears:
[image: ]
· With full access (enabled) a green triangle appears to the left of the Full button.
· To limit access click the Limited button then select one or more User Id’s and/or Roles that will have access during the restricted access period.
Note: 	Always include the User 9XXXweb and 9XXXsupp (where XXX is your district number) to access all Munis programs, exit and reenter Munis and provide access to Munis Support while in limited access mode.
· After selecting users/roles that will have access click the OK icon[image: ] to restrict access
· The Munis button on the System Settings screen will show a red dot indicating limited access
To Allow Access to Munis:
· Click the Munis access button (now with a red dot) to open the Munis Access panel
· Click the Full button to allow full access to all valid Munis users

During the Restricted Access Period:
What does a “locked” user see after Locking Munis?
· If a user logs in the Menu will appear blank however their My Programs will still show
· If a user in Munis tries to open a program they will receive the message:
[image: cid:image001.png@01CF1DB0.6375FC40]
· Users in a Munis program are allowed to continue to work in the programs they have open however they cannot open additional programs.  We suggest following the steps in View Current Users to determine who is still in the system and ask them to exit the programs they are running if you need exclusive access.


Refresh Database
This function allows Live to be copied to Train or Test!
[image: ]
The panel provides the following:
· A list of the environments available to copy from Live
· The size of your district Live environment
· Options to copy to either Train or Test
Clicking Select adjacent to the database name reveals this panel:
[image: ]
· Click the Backup box if you wish to create a backup (same backup as the Year End Backup) while copying to Train or Test
· You can enter a Notify email address to be notified when the copy process is complete
· Click the Refresh button to launch the copy.
· Live can only be copied to an environment on the same version of Munis.  If a different version is detected you are notified that the copy cannot be completed.  If you need to refresh an environment on a different Munis version please contact ASP Support at 800-772-2260 to perform this task.
KY Transfer
Note: 	Per an email from KDE on 5/20/15, submission of CDIP and Project Budget reports should now be sent via email to kdecdipreports@education.ky.gov.  The KY Transfer program may be disabled in the future.

Year End Backup
[image: ]This function is used to make a temporary backup of your Live environment prior to Year End or Month End processing.
· Backups are retained for 7 days






Activity Log
The activity log shows all changes made and functions performed in Cloud Admin.
[image: ]
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User passwords must meet the following requirements:

+ Be at least six characters long.

+ The password must contain characters from at least three of the following
four categories:
= English uppercase characters (A -Z)
= English lowercase characters (a - 2)
= Base 10 digits (0 - 9)
= Non-alphanumeric (For example: 1, $, #, or %)

« The password does not contain three or more characters from the user's
account name.
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Note:

System and Reporting accounts will be created automatically. You will add
the user acount in Munis and assign it roles before the user will be able to

access Munis. If you do not provide a password then the password wil be
set to the default NeedNew1

User passwords must meet the following requirements:

+ Be atleast six characters long.
+ The password must contain atleast one character from each of the
following categories:
= English uppercase characters (A - )
= English lowercase characters (a - 2)
= Base 10 digits (0 - 9)
+ The password does not contain three or more characters from the
user's account name.
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Instructions:

Employee image files must be be in jpg format, images not in this format are not displayed
and will be deleted. The image files must be named to match the Munis Employee ID
(Number).

Ex. - John Doe, ID# 12345 = 12345 jpg

You can upload a compressed (.zip) file containing many images or a single image (jpg)
file. Zip files are automatically unzipped after upload. The image files are then resized down
so the longest edge is 430 pixels long and moved to your Live Central folder

\Employeelmages.
Maximun file size for either the zip or jpg is 100MB

You may upload as many files as necessary but only 1 file at a time. Please allow 20
minutes after upload for processing to complete before uploading another file.
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EMail Expiration Notification

Enable: ® (Enables expiration emails for all users in Munis, and primary contact)
Primary Contact:
(This contact will receive a daily email report of users that have a password that will
expire soon.)

Submit

This functionality requires all users have a valid email address in the Munis software.
You can also specify a primary contact that needs to exist in Munis and have a valid
‘email address. This contact will receive a daily emall report of users that have a
password that will expire soon. If you want to send the notifications to an email
group you need to create a user in Munis with the distribution groups email address.
The user account does not need any Munis permissions or even be enabled.

An email will be sent to all users in Munis when the following conditions are true.

+ 1) Password expires in 14 days.
+ 2) Password expires in 7 days.
+ 3) Password expires in 3 days.
+ 4) Password expires in 2 days.
- 5) Password expires in 1 day.

An email with a summary of the accounts that are going to expire will be sent to the
selected primary contact daily.
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Your Munis user account has been disabled by the System Administrator.
. ‘Access to the Munis system is denied.

Please contact your System Administrator.
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Note: Database information may take up to 15 minutes to update.
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