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Introduction

This document describes the operations districts must complete to maintain the MUNIS Cloud System, and the avenues available to access Tyler and KDE support.  It is directed at technology staff who must support district MUNIS users.  This document is a supplement to Tyler-provided documentation and focuses on the integration of the MUNIS Cloud System into the KETS environment.
Update History

7 February 2013 – Initial Release
17 July 2013 – Updated proxy exception information due to Tyler datacenter changes
20 August 2013 – Updated proxy exception information (within browser only) related to Tyler datacenter changes

21 August 2013 – Corrected proxy exception list entry notation

Overview of Environment

User Interface
The MUNIS Dashboard is the primary user interface.  It is web-based and is designed to be accessible to both financial staff and administrative staff at districts and schools (program directors, principals, etc.).
Network

Tyler provides a Virtual Private Network (VPN) device to encrypt network traffic for the Core applications between the district network and the MUNIS Cloud system.  This device is located in the district’s KEN rack and will be supported by Tyler, though if a device must be replaced or moved district staff will be asked to complete the physical disconnections and connections.
Tyler also provides a browser-based SSL VPN utility that can be used to securely access the Core applications of the MUNIS Cloud system from remote locations.
In addition to the MUNIS Core applications, Tyler offers a MUNIS Self-Service web application, which provides a convenient interface for employees to check pay statements, make vacation requests, etc.  This web application’s network traffic travels over the same pathways as other web traffic and does not utilize the Tyler VPN device.

District Network Configuration

VPN Device
A Tyler-provided VPN device is installed on a shelf in each district’s KEN rack.  Tyler is responsible for monitoring, configuring, and troubleshooting this device.

If this device fails and must be replaced, Tyler will configure and ship a replacement device to the District CIO.  A member of the district’s technology staff will be asked to physically swap the devices and ship the failed device back to Tyler.
If a KEN rack must be moved, KDE will coordinate graceful shutdown of the VPN device, and Tyler testing of the device after the move, as part of the overall coordinatoin of the  move.
Network Configuration
Some configuration of the district’s network and web proxy and/or filtering systems may be required to support the MUNIS Cloud System.  The exact configuration requirements vary depending on the type of proxy/filter system used.  Note that related browser configuration requirements are described elsewhere in this document.

1) For districts that use an explicit web proxy/filter in which the browser is configured with the web proxy server address (the traditional ISA and TMG configuration), the proxy server itself will NOT require any configuration changes. 

2) For districts that use a transparent web proxy/filter in which the browser is NOT configured with the proxy server address (in which routing is used to direct web traffic through the web proxy/filter), adjust your network routing configuration so that traffic to 208.64.234.0/24, 208.64.235.0/24, 172.17.17.0/24, and 207.245.128.0/21 bypasses the web proxy/filter.  The specific settings will depend on the routing device; consult your device documentation or vendor for more information. 
3) For districts that use a port mirroring web proxy/filter in which the browser is NOT configured with the proxy server address, configure the web proxy/filter to whitelist traffic to *.tylertech.com, 208.64.234.0/24, 208.64.235.0/24, 172.17.17.0/24, and 207.245.128.0/21 on all ports.  The specific settings will depend on the web proxy/filter device; consult your device documentation or vendor for more information.
4) For workstations that use an in-line web proxy/filter in which the browser is NOT configured with the proxy server address (in which all Internet traffic passes through the web proxy/filter), configure the web proxy/filter to whitelist and NOT cache traffic to *.tylertech.com, 208.64.234.0/24, 208.64.235.0/24, 172.17.17.0/24, and 207.245.128.0/21 on all ports.  If the system also implements NAT or PAT, those features must NOT be applied to traffic to *.tylertech.com, 208.64.234.0/24, 208.64.235.0/24, 172.17.17.0/24, and 207.245.128.0/21 on ANY port.  The specific settings will depend on the web proxy/filter device; consult your device documentation or vendor for more information

PLEASE NOTE: If the district is using a combination of the techniques described above, staff will need to carry out the configuration work described in each related section.  Tyler Support is able to assist with diagnosing web proxy/filter issues but will not be able to provide specific configuration steps for any particular products.  The KETS Service Desk is able to assist with configurations 1 and 2 if the district is using Microsoft Threat Management Gateway but for other configurations or products district staff will need to get assistance from the product vendor.  

Workstation and Browser Configuration

System Requirements

Windows XP, Vista, or 7

1 GB RAM

50 MB Free disk space

Monitor with 1024 X 768 resolution

IE 7, 8 or 9 (32-bit)

Workstation Configuration
1) Microsoft Silverlight 4 is required on all workstations that will use MUNIS. Silverlight is provided through the Windows Server Update Service (WSUS) (for all districts that accept the KDE-approved updates) for all workstations in the “Dist Workstations” and “Dist Special Deployment” WSUS groups.  If MUNIS workstations that need Silverlight do not meet these criteria, Silverlight may be manually installed; more information is available here: http://www.microsoft.com/getsilverlight/Get-Started/Install/.  If Silverlight is not installed in advance, Internet Explorer will attempt to install it when the user accesses the MUNIS website for the first time, but this may require higher Windows permissions than the user has and can therefore require manual intervention by district technical staff.
2) Microsoft .Net Framework 3.5 SP1 is required on all workstations that will use MUNIS.  The .Net Framework 3.5 SP1 will be installed through WSUS (for all districts that accept the KDE-approved updates) for all workstations in the “Dist Workstations” and “Dist Special Deployment” WSUS groups.  If MUNIS workstations that need .Net 3.5 SP1 do not meet these criteria, it may be manually installed using the download and instructions at http://www.microsoft.com/downloads/en/details.aspx?FamilyID=ab99342f-5d1a-413d-8319-81da479ab0d7.  If .Net 3.5 SP1 is not installed in advance, Internet Explorer will attempt to install it when the user accesses the MUNIS site for the first time, but this may require higher Windows permissions than the user has and can therefore require manual intervention by technical staff.
Browser Configuration

1) Web proxy/filter adjustments may be required for any workstations that will be used to access MUNIS, such that all MUNIS traffic will bypass filtering and caching.  The configuration required will depend on the district web proxy/filtering approach.  Note that related network configuration requirements are described elsewhere in this document.
a. For workstations that use an explicit web proxy/filter in which the browser is configured with the web proxy server address (the traditional ISA and TMG configuration), the web browser proxy exception list must be adjusted.  The proxy exception list (found in Internet Explorer under Tools-> Internet Options-> Connections-> LAN Settings-> Advanced) should include *dashboard.tylertech.com, cloudadmin.tylertech.com, 208.64.234.*, 208.64.235.*, 172.17.17.*, 207.245.128.*, and 207.245.132.*.  For Internet Explorer this can be accomplished using Active Directory Group Policy; the KETS Service Desk can provide assistance if needed.  If using AD Group Policy, be sure to verify that the exceptions have been correctly applied to browsers.  

b. For workstations that use a transparent web proxy/filter in which the browser is NOT configured with the proxy server address (in which routing is used to direct web traffic through the web proxy/filter), web browsers will NOT require any configuration changes.

c. For workstations that use a port mirroring web proxy/filter in which the browser is NOT configured with the proxy server address, web browsers will NOT require any configuration changes.

d. For workstations that use an in-line web proxy/filter in which the browser is NOT configured with the proxy server address (in which all Internet traffic passes through the web proxy/filter), web browsers will NOT require any configuration changes.

PLEASE NOTE: If the district is using a combination of the techniques described above, staff will need to carry out some combination of the configuration steps described in each section.  Tyler will be able to assist with diagnosing web proxy/filter issues but will not be able to provide specific configuration steps for particular products.  The KETS Service Desk will be able to assist with configurations 1 and 2 if the district is using Microsoft Threat Management Gateway but for other configurations or products district staff will need to get assistance from the product vendor.  
2) Web browser configuration adjustments may be required for all workstations used to access MUNIS.  The default Internet Explorer Security Level for the Local Intranet zone is Medium Low, which is sufficient for proper MUNIS operation.  For any browsers on which district staff are configuring a proxy exception, the MUNIS websites will automatically be treated as part of the Local Intranet zone in Internet Explorer; for browsers on which district staff are NOT configuring a proxy exception, instead specifically add the *.tylertech.com to the Local Intranet Zone.  If the district customizes the Internet Explorer Local Intranet zone security settings, the following settings must be set to Enabled or Prompt:

a. ActiveX controls and Plugins

i. Automatic prompting for ActiveX controls

ii. Download signed ActiveX controls

iii. Run ActiveX controls and plug-ins

iv. Script ActiveX controls marked safe for script

b. Downloads

i. Automatic prompting for file downloads

ii. File Download

c. Miscellaneous

i. Software channel permissions – medium or low safety

ii. Use Pop-up Blocker (disable)

iii. Userdata persistence

iv. Scripting

v. Active Scripting (recommend “Enable”)

vi. Allow cookies


3) Browser add-ons (such as Google Toolbar) may interfere with web applications such as MUNIS.

ActiveX Client Installation

The ActiveX client will install automatically on a new workstation upon opening a Munis program.  Technology staff may perform the installation after first following the steps identified in the previous section to test the configuration.  Then:

1) Login to the Munis Cloud (http://aspdashboard.tylertech.com/default.aspx) using a valid user ID/password

2) Click the Live link.  This will prompt for credentials again.  Use the same credentials as above.  Successful connection to the Live database will appear:
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3) Click the Menu tab then select Departmental Functions > Account Inquiry.  This will open a MUNIS Application Launcher window and after a few moments attempt to install the ActiveX client.  A counter will appear indicating the process is running.  Within a minute or two a pane will appear prompting to install the gdc23.cab program.  Click Install.  Once the install is complete, the Account Inquiry program appears (shown below) indicating a successful installation of the client.  This process may take a few minutes.  In addition, if the Windows Firewall is in use, upon first use of the Dashboard the user may be prompted to unblock the ActiveX  control (identified as Genero Desktop Client) and must click the button to unblock the software.
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Application Customization
District staff are responsible for implementing or overseeing the implementation of any district-specific customizations to the MUNIS system.  In some cases districts may have to work with third-party providers of customizations.   Districts should plan to implement any customizations as desktop applications that access the MUNIS database using ODBC.  District staff may contact Tyler for advice and suggestions regarding options for implementing require customizations.

Alternate Access
Districts should have a plan in place for alternate accesss to MUNIS in case of issues with the local or KETS network infrastructure.  The Tyler document Alternate Connections to the Cloud provides an overview of the methods available.

Support Contacts
	Supported function
	Who to contact
	Contact info (during business hours)

	MUNIS core application usage - Financials
	MUNIS Help Desk
	800.772.2260, #3, #1
financialsupport@tylertech.com

	MUNIS core application usage – Payroll
	MUNIS Help Desk
	800.772.2260, #3, #2
payrollsupport@tylertech.com

	MUNIS core application support – Reporting Services/Crystal Reports
	MUNIS Help Desk
	800.772.2260, #3, #7
tylerreportingservices@tylertech.com

	MUNIS core application support – TylerForms
	MUNIS Help Desk
	800.772.2260, #3, #9
formunissupport@tylertech.com

	MUNIS Cloud/System Functionality

-Printing

-New users

-Training/Test Database Refresh

-Data Restorations

-Assistance with MIU Updates

-Remote Access support
	MUNIS Help Desk
	800.772.2260, #3, #6
asp@tylertech.com


	MUNIS business assistance for:

- policies

- procedures

- codes

- reporting

- data collection

- audits

- web form submissions

- KY-specific Financial, Payroll (including Personnel) application usage
	MUNIS Help Desk
	Refer to the respective Financials, Payroll,or Reporting Services contact information above 

	Network or workstation support (cannot reach the Munis login page and cannot access external websites, cannot configure browsers or install required workstation software updates)
	KETS Service Desk
	866.538.7435 or ketshelp@education.ky.gov



For emergency support only outside normal business hours (Weekdays, 8 – 6 ET), contact Tyler on-call staff as follows:
Nick Marcoccio
207.831.1360
Nathan Kulas

207.423.9790
Joe Latuscha

207.577.6243
Tom Lowrie

207.869.0129

John Hill

207.712.3765

Danelle Daley

207.233.9543
Security Considerations

Because the MUNIS Cloud system uses browser-based authentication, the system itself cannot prevent users from saving their passwords within their web browsers.  Users should be instructed to NOT click the checkbox to save credentials when prompted by the browser.  Note that even if a user does click this checkbox, their stored MUNIS credentials will only be usable when they are logged into the workstation; other users logging into the workstation with different workstation/Active Directory credentials will NOT be able to use the first user’s stored MUNIS credentials.
Digital Document Archiving

Tyler offers a number of options to support districts that use the TylerForms blank stock printing solution and wish to maintain their financial record archive using digital copies rather than paper copies.  The Tyler Content Manager solution provides a searchable repository hosted and maintained by Tyler.   If districts instead choose the option to have Adobe PDF copies of Tylerforms documents transferred to a district-owned FTP server, they should keep in mind the following:
1) The KETS Service Desk must be contacted to make firewall adjustments

2) The district will be responsible for the provision and operation of the FTP server

3) The district will be responsible for securing the FTP server and its confidential contents
Tyler Reference Documents

Tyler documentation for MUNIS is posted within the MUNIS Knowledgebase on the Tyler support site, http://support.munis.com.
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