>>>THIS DOCUMENT MUST BE REVISED BEFORE INCLUSION INTO AN RFP OR CONTRACT. DO NOT USE THIS DOCUMENT AS IS. IT IS THE RESPONSIBILITY OF EACH DISTRICT TO REVIEW AND REVISE THIS DOCUMENT<<<< 



FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT
If during the course of this agreement, DISTRICT discloses to the contractor any data protected by the Family Educational Rights and Privacy Act of 1974 (FERPA), as amended, and its regulations, and data protected by the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) and Child Nutrition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA)  the contractor is bound by the confidentiality, security and redisclosure requirements and restrictions stated in FERPA, NSLA and CNA and will enter into a confidentiality agreement and ensure its employees and contractors execute affidavits of nondisclosure as required by DISTRICT. The confidentiality agreement and affidavits will then become part of this original agreement.  


DISTRICT
EMPLOYEE OR CONTRACTOR GENERAL AFFIDAVIT OF NONDISCLOSURE


Employee or Contractor Name________________________________________
		
Title________________________________________	

Office________________________________________	

Supervisor________________________________________	

Address	________________________________________

Phone________________________________________	


If, in the performance of my official job duties, I am provided access to confidential information (information designated as confidential by FERPA, NSLA, CNA, KRS 61.931(6), or other federal or state law), by signing this document I agree to the following:

•	I will not permit access to confidential information to persons not authorized by the DISTRICT. 

•	I will maintain the confidentiality of the data or information.

•	I will not access data of persons related or known to me for personal reasons.

•	I will not reveal any individually identifiable information furnished, acquired, retrieved, or assembled by me or others for any purpose other than statistical purposes specified in a DISTRICT survey, project, or proposed research.

•	I will report, immediately and within twenty-four (24) hours, any known reasonably believed instances of missing data, data that has been inappropriately shared, or data taken off site 
o	to my immediate supervisor, Associate Commissioner, and
o	to the Division of Human Resources if I am a DISTRICT employee or
o	to the DISTRICT Office for whom I perform work under the contract if I am a DISTRICT contractor or an employee of a DISTRICT contractor. 

I understand that procedures must be in place for monitoring and protecting confidential information. 

•	I understand and acknowledge that FERPA-protected information obtained under provisions of Family Educational Rights and Privacy Act of 1974 (FERPA) as an employee or contractor of DISTRICT is confidential information. DISTRICT protects information in students’ education records that are maintained by an educational agency or institution or by a party acting for the agency or institution, and includes, but is not limited to the student's name, the name of the student's parent or other family members, the address of the student or student's family, a personal identifier, such as the student's social security number, student number, or biometric record, other indirect identifiers, such as the student's date of birth, place of birth, and mother's maiden name, and other information that, alone or in combination, is linked or linkable to a specific student that would allow a reasonable person in the school community, who does not have personal knowledge of the relevant circumstances, to identify the student with reasonable certainty.

•	I understand that any unauthorized disclosure of confidential information is illegal as provided in FERPA and in the implementing of federal regulations found in 34 CFR, Part 99.    The penalty for unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. 3571) or imprisonment for not more than five years (under 18 U.S.C. 3559), or both.
•	I understand and acknowledge that children’s free and reduced price meal and free milk eligibility information or information from the family’s application for eligibility, obtained under provisions of the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts, is confidential information.

•	I understand that any unauthorized disclosure of confidential free and reduced price lunch information or information from an application for this benefit is illegal as provided in the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts, specifically 7 C.F.R 245.6. The penalty for unlawful disclosure is a fine of not more than $1,000.00 (under  7 C.F.R. 245.6) or imprisonment for up to one year (under  7 C.F.R. 245.6), or both.

•	I understand that KRS 61.931 also defines “personal information” to include: 
o	an individual's first name or first initial and last name; personal mark; or unique biometric or genetic print or image, in combination with one (1) or more of the following data elements: 
o	An account number, credit card number, or debit card number that, in combination with any required security code, access code, or password, would permit access to an account;(b) A Social Security number;
o	A taxpayer identification number that incorporates a Social Security number;
o	A driver's license number, state identification card number, or other individual identification number issued by any agency;
o	A passport number or other identification number issued by the United States government; or
o	Individually identifiable health information as defined in 45 C.F.R. sec. 160.103, except for education records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. sec. 1232g.

•	I understand that other federal and state privacy laws protect confidential data not otherwise detailed above and I acknowledge my duty to maintain confidentiality of that data as well. 

•	I understand that any personal characteristics that could make the person’s identity traceable, including membership in a group such as ethnicity or program area, are protected.

•	In addition, I understand that any data sets or output reports that I may generate using confidential data are to be protected.  I will not distribute to any unauthorized person any data sets or reports that I have access to or may generate using confidential data.  I understand that I am responsible for any computer transactions performed as a result of access authorized by use of sign on/password(s).



Employee Signature________________________________________
		
Date________________________________________


			
Division of HR Representative Signature________________________________________	
	
Date________________________________________





