[image: image7.png]e |8 Sk Q€ s e U O @ gt R b Syt Sy <

- Bremineesr - Bion

B0 e ey T @0

Tyler Technologies

N b o e e b e
C = =l o
o ey
T T Daise
T Dastue

T




MUNIS INFRASTRUCTURE MIGRATION DISTRICT REFERENCE GUIDE

9/12/12
Table of Contents

4Introduction


4Update History


4Overview of Environment


4Multiple Databases


4User Interface


5Network


5Preparing for Migration


5Staff Time Required


5Task Checklist


5Two or more months prior to day 1 of migration month


6Two months prior to day 1 of migration month


6One to two months prior to day 1 of migration month


6One month prior to day 1 of migration month


6Two weeks prior to day 1 of migration month


7One week prior to day 1 of migration month


7First week of migration month


7Second week of migration month


7One week before the Final Production Cutover


7Day before Final Production Cutover


7Day of Final Production Cutover


8After Final Production Cutover


8Task Details


8Two or more months prior to day 1 of migration month


8Two months prior to day 1 of migration month


10One to two months prior to day 1 of migration month


10One month prior to day 1 of migration month


11Two weeks prior to day 1 of migration month


11One week prior to day 1 of migration month


16First week of migration month


16Second week of migration month


16One week before the Final Production Cutover


16Day before Final Production Cutover


17Day of Final Production Cutover


17After Final Production Cutover


18Sample Test Plan


18System-Wide Tests


19Module-Specific Tests


23Operations in the Windows Environment


23Payments for the MUNIS Cloud Service


23Support Contacts During Migration


23Support Contacts After Migration


25Security Considerations


25Tyler Reference Documents


25File Transfers


25Annual KTRS File (Mag Media)


25Technology Activity Report


25Open Enrollment/Qualifying Events


25Health Insurance Federal Reimbursement


26Health Insurance Termination


26Project Budget Report


27District Signoff




Introduction

This document describes the activities districts must complete in preparation for migration of their existing MUNIS installation to the MUNIS Cloud environment.  It also provides information about ongoing operations in the MUNIS Cloud environment.  This document is directed at both finance and technology staff, as both groups have critical tasks to complete.
Update History

29 July 2011: 

Added request for district to describe web proxy server plans

Changed timing and description of district training on MUNIS 9.1

Added information about Pomeroy’s secure data removal service

6 September 2011:


Update browser proxy exception information

Added suggestion to remove/configure browser add-ons


Added recommendation for users to NOT store credentials in the browser

14 October 2011:


Added emergency after-hours support contact information

6 January 2012:


Corrected URL for COT Secure Data Removal standard

25 January 2012:


Clarified information about secure data removal

2 July 2012:


Updated Emergency Support phone numbers

12 September 2012:


Added information about Digital Document Archiving

Overview of Environment

Multiple Databases

Each district will have three databases available for their use: Production, Training, and Test.  Training will be kept at the same version of the MUNIS software as the Production database and is used to train new users, learn new functionality, and experiment with features and processes.  Test is used when a new release of MUNIS is available.  It is upgraded to the new MUNIS release before Production or Training, and the district is then expected to verify that their normal procedures function as expected in the Test database before Production and Training are upgraded to the new version. 

User Interface
With the MUNIS Cloud environment the MUNIS Dashboard will be the primary user interface.  It is web-based and is designed to be accessible to both financial staff and administrative staff at districts and schools (program directors, principals, etc.), though the user interface for the core MUNIS programs is the same as the traditional 4Js/GDC client.
Network

Tyler will provide a Virtual Private Network (VPN) device to encrypt network traffic between the district network and the MUNIS Cloud system.  This device will be placed in the district’s KEN rack and will be supported and maintained by Tyler.

Tyler will also provide a browser-based utility that can be used to securely access the MUNIS Cloud system from remote locations.
Preparing for Migration

Staff Time Required

Districts should expect to devote a certain amount of staff effort to supporting the migration.  Work will fall into the following categories:

1) Project Management to coordinate efforts of district staff and Tyler staff.  About 4 hrs/week for 8 weeks.

2) Analysis and any required recreation of customizations.  About 20 – 60 hours depending on the number and complexity of customizations.

3) Data cleanup of data issues discovered during migration.  About 5-40 hours depending on district size and data complexity.
4) Application testing to verify expected functionality.  About 20 – 40 hours depending on size of district and complexity of MUNIS usage. 

5) Workstation and network configuration.  About 5 – 20 hours depending on number of MUNIS users and use of centralized workstation management tools.
Task Checklist
This checklist is defined in terms of weeks or months in advance of the Migration Month, which is the month that district staff have scheduled with their KETS Engineers for the Final Production Cutover; or, for the later tasks, in terms of weeks or days prior to the Final Production Cutover, which is the date the district will completely switch to the MUNIS Cloud service.  Exact dates will be collaboratively determined for each district early in the process.

A detailed description of each task is found following this checklist.

Two or more months prior to day 1 of migration month

___1) CIO/CFO submit authorization form

___2) CIO/CFO receive Tyler/MUNIS Contract

___3) CIO/CFO submits signed MUNIS Contract; this is pre-requisite for all remaining tasks
___4) CIO/CFO receives notification of VPN Device shipment

___5) CFO has conference call with Tyler Project Manager

Two months prior to day 1 of migration month

___1) CIO receives VPN Device

___2) CIO schedules the VPN Device installation

___3) CFO communicates the plan to district staff

___4) CFO assigns preparation and migration tasks

a. Provide forms (if using preprinted forms)

b. Determine if new printers are required
c. Collect printer information (if using TylerForms)

d. Collect User Information 

e. Collect information about existing custom reports, 3rd-party applications, or other customizations connected to MUNIS.

f. Verify that workstations meet the system requirements
g. Determine what web proxy/filter products and configurations will be used by your MUNIS workstations
___5) CFO sends collected information to Tyler.

One to two months prior to day 1 of migration month

___1) District staff analyze and make plans for customizations

___2) CFO provides update on project to district staff
One month prior to day 1 of migration month

___1) CFO has second conference call with Tyler Project Manager

___2) Pomeroy installs VPN Device

___3) CFO and CIO develop an alternate access plan
___4) KDE staff give root level access to MUNIS AIX server
Two weeks prior to day 1 of migration month
___1) Tyler Project Manager confirms receipt of required information and sends CFO information about data cleanup
___2) The CFO will review the Role Changes information and prepare any changes. 

___3) CFO and district staff finalize Test Plan
___4) CIO implements any new printers
___5) CFO provides update on project to district staff

One week prior to day 1 of migration month

___1) CIO ensures that workstations have proper software and configuration
a. Microsoft Silverlight 4
b. Microsoft .Net Framework 3.5 SP1
c. Web proxy/filter adjustments 

d. Browser add-on adjustments

e. Web browser configuration settings
f. Test connection to MUNIS Cloud

g. (Optional) Install ActiveX client on workstations

___2) CFO provides update on project to district staff

___3) Tyler retrieves a copy of the MUNIS database and does the first trial migration
First week of migration month

___1) District gets access to Test MUNIS Cloud installation

___2) District users learn the MUNIS 9.1 user interface
___3) CFO provides connection information to district staff for testing

Second week of migration month

___1) District staff implement customizations

___2) District users test the MUNIS Cloud installation

___3) CFO schedules Production Cutover

One week before the Final Production Cutover

___1) CFO provides update on project to district staff

___2) CIO reviews and tests remote access
Day before Final Production Cutover

___1) CFO executes lockmunis utility at close of business

___2) Tyler starts data migration
Day of Final Production Cutover

___1) Tyler finishes the data migration and alerts the District CFO

___2) CFO provides connection information to district staff
After Final Production Cutover

___1) District reuses or disposes of the MUNIS pSeries/AIX server

Task Details
This section provides more information about each of the steps of listed above, with corresponding numbering.
Two or more months prior to day 1 of migration month

1) District Finance Officer/CFO and District Technology Coordinator/CIO will receive this document, review it completely, complete the authorization/signoff sheet at the end of and submit to the district KETS Engineer
2) CIO and CFO will receive Tyler/MUNIS Contract for Cloud Service.

3) CIO and CFO will submit signed MUNIS Contract to Tyler representative.  This task must be completed before Tyler can proceed to further tasks.
4) CIO and CFO will receive notification of VPN Device shipment, including shipment tracking information.  VPN Device will be addressed to the District CIO.
5) CFO will receive a call from the Tyler Project Manager to cover: Introductions, VPN Device shipment status, review of this Reference Guide, review of information required from district.
Two months prior to day 1 of migration month

1) VPN Device will arrive in district.

2) CIO will receive call from Pomeroy to schedule the VPN Device installation.

3) CFO will communicate the overall migration plan and timeline to impacted district staff.
4) CFO will assign preparation and migration tasks to district staff members (collecting examples of forms, assessing/researching printers, determining user list, data clean up, review, testing).

a. If currently using pre-printed forms (e.g. payroll checks, accounts payable checks, purchase orders etc.) and printing directly from the MUNIS application, collect a photocopy of each type of blank form as well a printed form of each type to be provided to Tyler.
b. Determine if any new printers will be required.  Dot matrix printers are not supported in the KETS MUNIS Cloud environment; we require laser printers compatible with PCL 5 or higher. If the existing MUNIS printer does not meet these requirements, the district must decide if a different printer can be used or if a new printer must be acquired.
c. If using TylerForms, collect the following information for each printer currently used to print TylerForms:

i. Printer make/model

ii. Printer IP address

d. Collect Information on Users.  For each person that will need access to the district’s MUNIS Cloud installation, provide the first name, last name, and current MUNIS user id.  Note that Tyler will automatically create user ids for certain KDE staff.  If other non-district staff (consultants, etc.) require user ids, you must specify these along with the actual district staff.  One approach to developing this list is:

i. From the MUNIS Main Menu, select Admin->Security->User Account Maintenance

ii. Select Find and select “Enabled” in the User account status field

iii. Click OK to obtain a list of users

iv. Click the Browse button to view the users in summary

v. While in the Browser pane, click the Excel button to export the list to an Excel spreadsheet

vi. Update the spreadsheet as desired and save for later submission to Tyler

e. Collect information about existing custom reports, 3rd-party applications, or other customizations connected to MUNIS.  For each item:

i. Determine if the item’s functionality is still required by the district

ii. Collect whatever information is available about how the item is implemented and operates

iii. If a 3rd-party vendor is responsible for the customization, contact the vendor to make them aware of the district migration schedule and determine if their product will be compatible with the MUNIS Cloud environment.  Tyler will provide a document describing how such customizations can be connected to the district’s database via an ODBC connection.

f. Verify that workstations that will access MUNIS meet the MUNIS 9.1 hardware/OS/browser requirements:

i. Windows XP, Vista, or 7

ii. 1 GB RAM

iii. 50 MB Free disk space

iv. Monitor with 1024 X 768 resolution

v. IE 7 or 8 (32-bit)

g. Determine what web proxy/filter products will be used by your MUNIS workstations, and whether these will be implemented in a traditional, transparent, port-mirroring or in-line configuration
5) Send collected information about forms, printers, web proxies and users to Tyler.

a. User, printer and web proxy information can be emailed to Tyler (randall.walls@tylertech.com and David.Sawyer@tylertech.com)

b. Pre-printed forms should be mailed (U.S. mail) to Tyler
Tyler Technologies
370 US Route 1
Falmouth, ME 04105
Attn: Randall Walls

One to two months prior to day 1 of migration month

1) District staff will determine how the business needs underlying any existing customizations will be met, either by modifying the customization or using MUNIS 9.1 functionality.  In some cases districts may have to work with third-party providers of customizations to implement new versions; depending on the customizations, this could require new equipment and/or software.  Districts should plan to implement any customizations as desktop applications that access the MUNIS database using ODBC.  District staff may contact Tyler for advice and suggestions regarding options for implementing require customizations.
2) District CFO will send update regarding the overall migration plan and timeline to impacted district staff.
One month prior to day 1 of migration month

1) District CFO will receive a call from the Tyler Project Manager to finalize the district-specific schedule and review collected district information regarding forms, printers, web proxies, and users.
2) Pomeroy will install VPN Device and verify successful installation with Tyler.  Installation will not require any interruption of existing MUNIS or network services and should take about 1 hour.
3) CFO and CIO will develop a plan for alternate access to MUNIS in case of a district power or network outage.  Look for a solution that is unlikely to be affected by the same outages that affect the district.  Some options to consider:

a. Establish a reciprocal agreement with a neighboring district to use a district office or school facility.
b. Find a facility that offers public Internet access such as a public library, the business center of a local hotel, or a local merchant. 

c. Identify a district staff member with a nearby home that has broadband Internet access.
d. Determine if a district staff member has a mobile phone with WiFi hotspot/tethering capabilities.
4) KDE staff will make configuration adjustments so that the existing Tyler support account on the MUNIS AIX server (ccssupp) has root level access to the district MUNIS AIX server for data migration purposes.  Tyler staff activities using this account will be auditable.
Two weeks prior to day 1 of migration month
1) The Tyler Project Manager will confirm receipt of required information about forms, printers, and users and will send the CFO a report regarding any transaction dates that need correction.

2) The CFO will review the Tyler-provided information about changes to role-based security in MUNIS 9.1 and will determine any required changes to role assignments. 

3) The CFO and assigned district staff will make any needed adjustments to the Test Plan included in this document to develop a district-specific test plan.  
4) The CIO will implement any new printers that are required.
5) The CFO will share a status update with impacted district staff.

One week prior to day 1 of migration month

1) The CIO will ensure that all workstations that require access to the MUNIS Cloud service have appropriate software and updates installed and configuration set.
a. Ensure that Microsoft Silverlight 4 is installed for users that will use MUNIS. Silverlight will be installed through Windows Server Update Service (WSUS) in May 2011 (for all districts that accept the KDE-approved updates) for all workstations in the “Dist Workstations” and “Dist Special Deployment” WSUS groups.  If MUNIS workstations that need Silverlight do not meet these criteria, Silverlight may be manually installed; more information is available here: http://www.microsoft.com/getsilverlight/Get-Started/Install/.  If Silverlight is not installed in advance, Internet Explorer will attempt to install it when the user accesses the MUNIS website for the first time, but this may require higher Windows permissions than the user has and can therefore require manual intervention by district technical staff.
b. Ensure that Microsoft .Net Framework 3.5 SP1 is installed for users that will use MUNIS.  The .Net Framework 3.5 SP1 will be installed through WSUS in May 2011 (for all districts that accept the KDE-approved updates) for all workstations in the “Dist Workstations” and “Dist Special Deployment” WSUS groups.  If MUNIS workstations that need .Net 3.5 SP1 do not meet these criteria, it may be manually installed using the download and instructions at http://www.microsoft.com/downloads/en/details.aspx?FamilyID=ab99342f-5d1a-413d-8319-81da479ab0d7.  If .Net 3.5 SP1 is not installed in advance, Internet Explorer will attempt to install it when the user accesses the MUNIS site for the first time, but this may require higher Windows permissions than the user has and can therefore require manual intervention by technical staff.
c. Arrange for web proxy/filter adjustments for any workstations that will be used to access MUNIS, such that all MUNIS traffic will bypass filtering and caching.  The configuration required will depend on the district web proxy/filtering approach, as follows:

i. For workstations that use an explicit web proxy/filter in which the browser is configured with the web proxy server address (the traditional ISA and TMG configuration), create proxy exceptions within the web browser on any such workstation that will be used to access MUNIS.  The proxy exception list (found in Internet Explorer under Tools-> Internet Options-> Connections-> LAN Settings-> Advanced) should include *dashboard.tylertech.com, cloudadmin.tylertech.com, 208.64.234.*, 208.64.235*, and 172.17.17.*.  For Internet Explorer this can be accomplished using Active Directory Group Policy; the KETS Service Desk can provide assistance if needed.  If you do use AD Group Policy, be sure to verify that the exceptions have been correctly applied to browsers.  For this configuration the proxy server itself will NOT require any configuration changes. 
ii. For workstations that use a transparent web proxy/filter in which the browser is NOT configured with the proxy server address (in which routing is used to direct web traffic through the web proxy/filter), adjust your network routing configuration so that traffic to 208.64.234.*, 208.64.235*, and 172.17.17.* bypasses the web proxy/filter.  The specific settings will depend on the routing device; consult your device documentation or vendor for more information.  In this case, web browsers will NOT require any configuration changes.

iii. For workstations that use a port mirroring web proxy/filter in which the browser is NOT configured with the proxy server address, configure the web proxy/filter to whitelist traffic to *.tylertech.com, 208.64.234.*, 208.64.235*, and 172.17.17.* on all ports.  The specific settings will depend on the web proxy/filter device; consult your device documentation or vendor for more information.  In this case, web browsers will NOT require any configuration changes.

iv. For workstations that use an in-line web proxy/filter in which the browser is NOT configured with the proxy server address (in which all Internet traffic passes through the web proxy/filter), configure the web proxy/filter to whitelist and NOT cache traffic to *.tylertech.com, 208.64.234.*, 208.64.235*, or 172.17.17.*  on all ports.  If the system also implements NAT or PAT, those features must NOT be applied to traffic to *.tylertech.com, 208.64.234.*, 208.64.235*, and 172.17.17.* on ANY port.  The specific settings will depend on the web proxy/filter device; consult your device documentation or vendor for more information.  In this case, web browsers will NOT require any configuration changes.

PLEASE NOTE: If you are using a combination of the techniques described above, you will need to carry out the configuration work described in each section.  Tyler will be able to assist with diagnosing web proxy/filter issues but will not be able to provide specific configuration steps for your particular products.  The KETS Service Desk will be able to assist with configurations 1 and 2 if you are using Microsoft Threat Management Gateway but for other configurations or products you will need to get assistance from the product vendor.  If your configuration is at all complex, you are strongly advised to carry out the connection testing described in section 1.e below.
d. Make any required adjustments to web browser configuration settings.  The default Internet Explorer Security Level for the Local Intranet zone is Medium Low, which is sufficient for proper MUNIS operation.  For any browsers on which you are configuring a proxy exception, the MUNIS websites will automatically be treated as part of the Local Intranet zone in Internet Explorer; for browsers on which you are NOT configuring a proxy exception, you may specifically add the *.tylertech.com to the Local Intranet Zone.  If you customize the Internet Explorer Local Intranet zone security settings, the following settings must be set to Enabled or Prompt:

i. ActiveX controls and Plugins

1. Automatic prompting for ActiveX controls

2. Download signed ActiveX controls

3. Run ActiveX controls and plug-ins

4. Script ActiveX controls marked safe for script

ii. Downloads

1. Automatic prompting for file downloads

2. File Download

iii. Miscellaneous

1. Software channel permissions – medium or low safety

2. Use Pop-up Blocker (disable)

3. Userdata persistence

4. Scripting

5. Active Scripting (recommend “Enable”)

6. Allow cookies

e. Consider removal or configuration of any browser add-ons (such as Google Toolbar) that may interfere with web applications such as MUNIS.

f. Upon completion of the previous setup/installation steps, you should test the connection to the MUNIS Cloud.  To do this, open Internet Explorer and navigate to http://kydashboard.tylertech.com.  This should present a login/password credentials pane.  Login using the following login/password combination:

               Login ID:               datacenter\983actvx
               Password:           Cloud123

Successful login will result in the following pane appearing:


[image: image2]
If you have multiple workstation or network configurations you should test MUNIS Cloud connectivity from an example of each configuration.
g. (Optional) If desired, install the ActiveX client into Internet Explorer on each workstation that will use MUNIS.  Completing this now will allow users to skip the ActiveX installation step when they first connect to the MUNIS Cloud installation as part of testing or the production cutover.  To install the ActiveX control, first follow the steps identified in the previous section to test the connection.  Then:

i. Click the Live link.  This will prompt for credentials again.  Use the same credentials as above.  Successful connection to the Live database will appear:

[image: image3]
ii. Click the Account Inquiry option to the left within the My Programs pane.  This will open a MUNIS Application Launcher window and after a few moments attempt to install the ActiveX client.  A counter will appear indicating the process is running.  Within a minute or two a pane will appear prompting to install the gdc23.cab program.  Click Install.  Once the install is complete, the Account Inquiry program appears (shown below) indicating a successful installation of the client.  This process may take a few minutes.  In addition, if the Windows Firewall is in use, upon first use of the Dashboard the user may be prompted to unblock the ActiveX  control (identified as Genero Desktop Client) and must click the button to unblock the software.

[image: image4]
2) The District CFO will share a status update with impacted district staff.

3) Tyler migration engineers will retrieve a copy of the district’s production MUNIS database and do the first trial data migration.
First week of migration month

1) Tyler will make the district’s Test MUNIS Cloud installation available for district access.

2) All district MUNIS users will learn the MUNIS 9.1 user interface and navigation using their own Test MUNIS Cloud installation via a live webinar.  These webinars will include the following topics:
Overview of 9.1 Features
Overview of the Dashboard
Overview of Central Program
Overview of Roles Management
KY Cloud Administration
KY Cloud Transfer

Webinars will be presented by Tyler representatives.

3) The District CFO will adjust user roles and provide connection and login information to district staff assigned to carry out testing.  An ActiveX control will be installed on the first visit to the MUNIS Cloud installation.  Installing this ActiveX control may require elevated permissions.  In addition, if the Windows Firewall is in use, upon first use of the Dashboard the user may be prompted to unblock the ActiveX  control (identified as Genero Desktop Client) and must click the button to unblock the software.
Second week of migration month

1) District staff will complete or supervise any work required to implement customizations.  
2) District MUNIS users assigned to carry out testing will test the MUNIS Cloud installation using the district’s customized Test Plan.  Depending on the case, issues may require Tyler work to correct the data migration process, district work to clean up invalid data, and/or district work to modify customizations.  The data migration and testing processes will be repeated if necessary to verify that process or data corrections have been successful.
3) In conjunction with the MUNIS Project Manager, District CFO will schedule the Production Cutover and communicate the schedule with district staff.

One week before the Final Production Cutover

1) The District CFO will share a status update with impacted district staff.

2) The District CIO will test remote access (outside the district’s own network) for key staff that will require such access.

Day before Final Production Cutover

1) The District CFO will run the lockmunis utility at the end of the business day to prevent accidental entry and posting into MUNIS on the existing MUNIS pSeries/AIX server.  To run lockmunis, login as root, type “lockmunis” at the command line and follow the prompts.
2) Starting at 7 PM ET, Tyler staff will retrieve a copy of the production MUNIS database and initiate the data migration and installation into the new MUNIS 9.1 Cloud environment.
Day of Final Production Cutover

1) On the scheduled cutover day, the existing district MUNIS installation will be shut down and unavailable.  Tyler staff will verify and finalize the data migration and installation into the new MUNIS 9.1 Cloud environment.  Tyler will then alert the District CFO.   Downtime is expected to be up to one day.

2) The District CFO will adjust user roles and provide connection and login information to all district staff that require MUNIS access.  An ActiveX control will be installed on the first visit to the MUNIS Cloud installation (a detailed description of the process is found in the “One week prior to day 1 of migration month” section above).  Installing this ActiveX control may require elevated permissions.  In addition, if the Windows Firewall is in use, upon first use of the Dashboard the user may be prompted to unblock the ActiveX  control (identified as Genero Desktop Client) and must click the button to unblock the software.  If these steps were completed on a workstation during the testing process, they will NOT need to be repeated on that same workstation at this time.
After Final Production Cutover
1) Districts are free to reuse or dispose of the previously used MUNIS pSeries/AIX server.  District staff should ensure that sensitive data are securely removed from the server disk drives before allowing them to leave district control.  Backup tapes should also be securely stored, erased or destroyed.

The Commonwealth Office of Technology provides guidelines for secure data removal in COT standard CIO-077, which can be found at https://gotsource.ky.gov/docushare/dsweb/Get/Document-17661.  

Pomeroy also offers a service to securely remove data.  Contact Brett Kiser (859.586.0600 ext. 1174) for more information on this option.  Note that districts choosing to rely on a third party for data removal assume certain risks, such as data interception in transit or a third party’s failure to execute the task properly. 
Sample Test Plan

System-Wide Tests

This list describes non-module specific functions that must be performed and tested prior to Go-Live.  You may skip items in the “What to Test?” column in blue italics if they are not used within your district. This is not a complete list.  Please test all processing that may pertain to your daily procedures

	TESTED
(YES/NO/ NA)
	What to Test?
	DESCRIPTION

	
	Connectivity
	Test every PC that has MUNIS installed to assure they can connect, login and bring up the new version of MUNIS for testing.

	
	Configuration
	Review Release Configuration guide provided for new settings and features.  These setting must be addressed prior to testing the new version of MUNIS.

	
	Menus and security
	Make sure all users have their applicable menus and MUNIS programs available to them.  Also, make sure menu security is in place for menus that users should not be able to access.

	
	Custom Menus
	Test any custom menus that your site uses.  This may require making the custom menu accessible as you have done with past MUNIS upgrades.

	
	Audits
	Review new audit functions; enable those that match your internal security requirements and test resource usage and performance impacts of additional auditing.

	
	Remote Users
	Test connectivity for all remote users who use VPN, Terminal Server, or some other means of accessing MUNIS remotely.

	
	Workflow
	Test business practices to identify any potential changes to office workflow from implementing new features.

	
	Printers
	Test all printers for all users.  Local and network printers.  Keep in mind that dot matrix/pin-fed printers may not work with the new version of MUNIS.

	
	Spool Files
	Check the spool files via spool file maintenance to ensure all files were transferred and are accessible.  Spool a report – can be conducted as part of the module testing.

	
	Forms
	Print samples of the different forms used.  Example: Purchas Order, AP Check, Payroll Check, Direct Deposit Advice etc.  This can be conducted as part of the module testing.

	
	TylerForms
	Print samples of any TylerForms.  This can be conducted as part of the module testing.

	
	Custom Form Definitions
	Perform a review of user modified form definitions (Admin > Printer/Device Control > Forms Definition F/M > Review)

	
	Crystal Reports
	Test common Crystal reports to validate connectivity to the new MUNIS database.

	
	3rd Party software
	Test all 3rd party products that interface with MUNIS such as Tyler Content Manager, MUNIS Self Service, eSchoolMall, PSST software etc.

	
	MUNIS Scheduler
	Test the MUNIS Scheduler functionality with the new version of MUNIS, if used.

	
	Imports/Exports
	Test any and all import and export files to/from other software.  This may include Health Insurance imports, Submission of State reports, direct deposit files, check reconciliation files, and any other files that are interfaced with MUNIS.

	
	Performance
	Test key time-dependent processes to validate server performance with the new release.  Can be conducted as part of the module testing.

	
	MUNIS Internet Update (MIU)
	Open the MIU against the test area.  Identify key items and apply in test; make a note to apply the same items in live.

	
	Custom Features
	Test all custom enhancements added to MUNIS for your site.

	
	Anticipated Changes
	Test all fixes and features expected with the new release.

	
	Data Entry
	Test routine data entry functions to validate user interface and existing procedure documents.  Can be conducted as part of the module testing.


Module-Specific Tests

The Module Specific Testing Checklist is intended to be a guide to verifying many of the most frequently used programs, functions and processes for modules provided by KDE.  At a minimum, please perform all of the tasks listed if they are applicable.  This is by no means an exhaustive test.  Include any tasks or processes frequently performed in your district.  If you own additional modules, please conduct appropriate verification.

	TESTED 
(YES/NO/ NA)
	DESCRIPTION

	Financials – General Ledger

	
	Verify all Chart of Account Changes for GASB 54 are completed before system migration.

	
	GL Tables Validation: Perform a full tables validation noting the amount of time required to perform this task.  Compare this report to the one produced on your Unix server

	
	Open the G/L Account F/M program.  Query all accounts and note the number of accounts retrieved.  View several accounts.

	
	GL Account Inquiry: Query and view several accounts.  Drill down into detail.

	
	Journal Inquiry/Print: Find journals using date find.  Find all Unposted journals.

	
	Reports: Produce a YTD Budget report, Draft/Tentative or Working Budget and Monthly Trial Balance by Fund.

	
	Run the GL Comply utility: Run system update and run the GL Comply utility. Verify the glcomply.csv import file could be processed.

	Financials – Project Accounting

	
	Project Master Maintenance: Review a few projects.  Drill down using the Accounts button and review accounts on select projects/grants.

	
	Project Budget Report: Produce reports including a CDIP report.

	Financials - Budget

	
	Next Year Budget Entry: Open a recent budget projection and review various accounts.

	
	Next Year Budget Reports: Create a 1 – Next Year/Current Year Budget Analysis report on a recently completed or in progress budget projection.

	Purchasing/Payables (Requisition, Purchase Order, Accounts Payable) - Processing

	
	Enter a requisition (optional if your district does not use requisitions)

	
	Approve the requisition (if utilizing MUNIS Workflow, ensure an email or message was sent to an approver, approved by this individual and forwarded to the next approver)

	
	Convert the requisition to a Purchase Order

	
	Post the Purchase Order

	
	Print the Purchase Order.  Verify the printing and alignment of the PO on the form.  A print test must be performed and validated on whatever print solution in use by the district.

	
	Enter invoice against a purchase order

	
	Post the invoice.

	
	Produce a Warrant Report

	
	Print checks. Verify the printing and alignment of the AP check on the form.  A print test must be performed and validated on whatever print solution in use by the district.

	
	eSchoolMall/Third Party Purchasing System: If your district uses a third party solution that integrates with MUNIS, process a transaction and ensure they appear in MUNIS.

	Purchasing/Payables (Requisition, Purchase Order, Accounts Payable) - Reporting

	
	Vendor Maintenance: Query and view a few vendors.

	
	Vendor Inquiry/Reports: Query and view a few vendors.  Drill down into vendor checks, purchase orders and invoices.

	
	Purchase Order Inquiry: Query and review a few PO’s

	
	Vendor Invoice List: Query and produce any report

	
	Open PO Report: Report on all open PO’s

	Fixed Assets

	
	New Assets & General Maintenance: Enter a new asset

	
	Assign Asset Accounts: Run the System Update program to assign Asset, Contra, Depreciation and Accumulated Depreciation to the new asset.

	
	Asset History by GL Account: Run the report. Export to Excel.

	
	Asset Depreciation Schedule: Process the report. Monitor to see if processing time has improved (warning: some districts on UNIX server can take over 8 hours).

	Payroll/HR - Inquiry

	
	View Deduction master

	
	View Pay Type Master

	
	View Employee Master – Perform drill down to deductions, pay etc.

	
	View Employee Inquiry – Perform drill down

	
	View Position Table (if utilized)

	
	View Terminated Employee Table

	Payroll/HR - Reports

	
	Employee Detail

	
	Employee Accrual

	
	Detail Check History Report

	
	Payroll Register

	
	Produce a Federal Reimbursement, PSD, CSD, KY Workers Comp and/or other state required reports.

	Payroll/HR – Processing

	
	Add a new Employee.

	
	Add pay records in Employee Job/Salary FM.

	
	Add deduction records in Employee Deductions.

	
	Add accrual records in Employee Accruals.

	
	Start a new Payroll in Payroll Start/Status.

	
	Optionally create a Time & Attendance batch and add records using your normal entry method.  Be sure to include the various types of transactions typically included in a Time & Attendance batch.

	
	Import a Time & Attendance file.

	
	Generate Earnings/Deductions for the new payroll and note the time required to perform this task.

	
	Enter exceptions in EDFM for the new payroll, including accrual time.

	
	Print a Final Proof.

	
	Run the Employee Update and note the time required to perform.

	
	Print checks and/or advices.  Verify the printing and alignment of printed checks and advices.  A print test must be performed and validated on whatever print solution in use by the district (preprinted forms, TylerForms etc.).

	
	Check a direct deposit file and verify file validity.

	
	Run the GL Distribution Journal, validate the proof report and post to the GL.

	
	Verify the bank check reconciliation import through the Payroll Check Reconciliation program.

	
	Import and process a Health Insurance import file.

	
	Update health insurance deductions to payroll

	
	Create a Termination file and verify the process designed to send it to KHRIS is working. (May not be on place for KDE testing)

	
	Test Other interfaces utilized by your district: Timeclock, employee import, deduction import, exports etc

	
	Verify mail merge for payroll and human resources.

	Payroll/HR – Human Resources (if used)

	
	Add an Action through Actions Entry and Post it to “live’.

	
	Verify Applicant Tracking job postings.

	
	Employee Self Serve: Login as employee and perform various inquiries (check, W-2, balances etc.).  Apply for a job, request and process a time off request.

	
	Test to see if Pictures can be easily added to the employee master.

	Workflow

	
	Business Rules File Maintenance

	
	Pending Action Inquiry

	
	Distributed Entry with Workflow

	MUNIS Office

	
	Export from Employee Inquiry into Excel

	
	Export from Employee Inquiry in Word


Operations in the Windows Environment

Payments for the MUNIS Cloud Service
The MUNIS Cloud system will become a billable service at the beginning of the month following the district Migration Month.  Details will be available in the contract provided by Tyler.
Support Contacts During Migration
During the migration process, support for the existing AIX-based, on-premise MUNIS system will follow existing protocols.  

Issues specific to the migration process should be directed to the Tyler Migration Engineer assigned to the district.  If the Migration Engineer cannot be reached, districts should contact the following in order

David Sawyer, david.sawyer@tylertech.com, 800.779.4494 x139

Randall Walls, randall.walls@tylertech.com, 800.772.2260 x4884

John Hill, john.hill@tylertech.com, 800.772.2260 x4467
 As a last resort if migration issues are not being addressed in a timely or appropriate manner, districts may contact the KDE Project Manager for this project, Terry Orr, at 502.564.2020 ext 205, 704.649.6262, or terry.orr@education.ky.gov

Support Contacts After Migration

Support contacts in the MUNIS cloud environment will be somewhat different than the current environment, reflecting Tyler’s responsibility for the MUNIS infrastructure.
	Supported function
	Who to contact
	Contact info (during business hours)

	MUNIS core application usage - Financials
	MUNIS Help Desk
	800.772.2260, #3, #1
financialsupport@tylertech.com

	MUNIS core application usage – Payroll
	MUNIS Help Desk
	800.772.2260, #3, #2
payrollsupport@tylertech.com

	MUNIS core application support – Reporting Services/Crystal Reports
	MUNIS Help Desk
	800.772.2260, #3, #7
tylerreportingservices@tylertech.com

	MUNIS core application support – TylerForms
	MUNIS Help Desk
	800.772.2260, #3, #9
formunissupport@tylertech.com

	MUNIS Cloud/System Functionality

-Printing

-New users

-Training/Test Database Refresh

-Backups & restorations

-Assistance with MIU Updates

-Remote Access support
	MUNIS Help Desk
	800.772.2260, #3, #6
asp@tylertech.com


	MUNIS business assistance for:

- policies

- procedures

- codes

- reporting

- data collection

- audits

- web form submissions

- KY-specific Financial, Payroll (including Personnel) application usage
	MUNIS Help Desk
	Refer to the respective Financials, Payroll, Reporting Services, or TylerForms contact information above 

	Network or workstation support (cannot reach the Munis login page and cannot access external websites, cannot configure browsers or install required workstation software updates)
	KETS Service Desk
	866.538.7435 or ketshelp@education.ky.gov



For emergency support only outside normal business hours (Weekdays, 8 – 6 ET), contact Tyler on-call staff as follows:
Tom Lowrie

207.869.0129

Jesse Willard

207.229.7903

Jason Labbe

207.229.9643

John Hill

207.712.3765

Danelle Daley

207.229.2688
Security Considerations

Because the MUNIS Cloud system uses browser-based authentication, the system itself cannot prevent users from saving their passwords within their browsers.  Users should be instructed to NOT click the checkbox to save credentials when prompted by the browser.  Note that even if a user does click this checkbox, their stored MUNIS credentials will only be usable when they are logged into the workstation; other users logging into the workstation with different workstation/Active Directory credentials will NOT be able to use the first user’s stored MUNIS credentials.
Tyler Reference Documents

Tyler documentation for MUNIS is posted within the MUNIS Knowledgebase on the Tyler support site, http://support.munis.com.

File Transfers

The existing non-web file transfers (those using KYTransfer and others) will operate differently in the Cloud environment.  The existing KYTransfer utility will no longer be used.
The existing web-based file uploads will continue unchanged in the MUNIS Cloud environment.

Annual KTRS File (Mag Media)
The Annual KTRS (Kentucky Teachers’ Retirement System) File (Mag Media) will be submitted directly to KTRS via a web upload process.  KTRS staff will contact districts with information about how to make this submission.

Technology Activity Report
The annual Technology Activity Report will be submitted through a web upload process starting in fall 2011.  The KDE KETS Funding Administrator will contact districts with information about how to make this submission.

Open Enrollment/Qualifying Events

Transfer of Open Enrollment/Qualifying Events data will continue to work as it does today. 

Health Insurance Federal Reimbursement

The Health Insurance Federal Reimbursement report will continue to be submitted by districts using a tool similar to the existing KYTransfer utility.  Tyler will provide districts with more details on this process.

Health Insurance Termination

Districts will continue to produce this report from MUNIS though the transfer of Termination data will be automatic and will not require district staff intervention.

Project Budget Report
The Project Budget report will continue to be submitted by districts using a tool similar to the existing KYTransfer utility.  Tyler will provide districts with more details on this process.

Digital Document Archiving

Tyler offers a number of options to support districts that use the TylerForms blank stock printing solution and wish to maintain their financial record archive using digital copies rather than paper copies.  The Tyler Content Manager solution provides a searchable repository hosted and maintained by Tyler.   If districts instead choose the option to have Adobe PDF copies of Tylerforms documents transferred to a district-owned FTP server, they should keep in mind the following:
1) The KETS Service Desk must be contacted to make firewall adjustments

2) The district will be responsible for the provision and operation of the FTP server

3) The district will be responsible for securing the FTP server and its confidential contents
District Signoff

This Authorization Form signifies that appropriate district staff have read and understood the entire MUNIS Infrastructure Migration District Reference Guide and will complete the necessary steps to successfully assist in your MUNIS Migration.  The undersigned affirms that:

· District will complete all of the district tasks in the Reference Guide according to the schedule indicated.

· District will coordinate a migration month with respective KETS Engineer.

· District understands that all MUNIS Servers will now be located in Tyler’s Datacenter and they will be maintained by Tyler.  The local district will still be responsible for day-to-day MUNIS administration of users, permissions, etc. 

· District will comply with all existing and future KETS design and architectural standards regarding the MUNIS Application. 

· District understands that it will need to participate in initial meetings / Conference Calls with Tyler to plan the migration.

· District will perform the testing described in the Reference Guide to ensure the data is migrated correctly.  

· District will need to sign the Tyler contract and return it to Tyler at least one month prior to their migration month.
· District will identify a backup plan for accessing the MUNIS Cloud service in the event of a temporary loss in direct access within the district (cellular, neighboring district, local Wi-Fi hotspot, etc.).

· District will coordinate any other technology changes (Network, Desktop, etc.) so as to avoid conflicts with the MUNIS Migration.

_____________________________



_____________

Chief Financial Officer





Date

_____________________________



_____________

Chief Information Officer




Date

_____________________________



_____________

Superintendent





Date
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