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Memorandum of Understanding (MOU)
Description of Exhibits
To authorize the release and use of confidential data under the FERPA Audit and Evaluation Exception

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the final MOU.  Exhibits include:
· Exhibit A: Specifics of data being requested
· Section I- the initial data request that describes the study and the data being requested.
· Section II- describes the need for Personally Identifiable Information (PII)
· Section III- is required if requesting Free and Reduced Lunch information.
· Exhibit B:  Designation of Authorized Representative and Confidentiality Agreement (one for each data custodian and for authorized representative)
· Exhibit C: Authorized Representative’s data security policy.
· Exhibit D: Data destruction plan at completion of audit/evaluation.
· Exhibit E: Identification of data custodians .


Please refer to The U.S. Department of Education, Family Policy Compliance Office’s Guidance for Reasonable Methods and Written Agreements for additional information on requirements for data sharing under the Family Educational Rights and Privacy Act (FERPA).  Linked here.  



Exhibit A:  
Contact Information 
Primary Contact Name      						Phone      
Email       					

Secondary Contact Name      						Phone      
Email       

Section I- to be completed by all requestors:

	Purpose, Scope and Duration Use of data received under this MOU is limited to purpose and scope defined.

	Completely describe the purpose and scope of the audit/evaluation.

	Click here to enter text.
	
	

	Please describe how the results will be used. 

	Click here to enter text.
	
	

	Duration of Audit/Evaluation:		Start Date:      		End Date:      



	Data Being Requested

	Provide specific data elements that are needed to complete audit/evaluation.






	Click here to enter text.
	Years included in Audit/Evaluation	|_| 2013-14	|_|2012-13	 |_| 2011-12	|_|2010-11	
                                                                         |_|2009-10	|_|2008-09

	Level of detail/aggregation: 		 |_|Student	|_|School 	|_|District 	|_|State

If requesting Personally Identifiable Information (PII), check Student box. For aggregate level select School, District, or State

	Please complete Section II if requesting PII detail.


Section II- Complete if Personally Identifiable Information (PII) is being requested:

	

	Justify your request for student level data 
Explain why audit/evaluation could not be completed by using aggregate-level data without PII






	Click here to enter text.



Special requirements for requests for Personally Identifiable Information (PII)
· Student-Level detail from education records can only be used to meet the purpose or purposes of the study as stated in this MOU for duration as defined.
· Rquestor agrees to conduct the audit/evaluation in a manner that does not permit the personal identification of parents and students by anyone other than designated data custodians.
·  Researcher agrees to destroy all PII from education records 
· If Free & Reduced Lunch Status is needed on PII data, complete Section III.



Section III- Complete if free or reduced -price lunch eligibility data is required for PII records.
				
Prototype Agreement:
Disclosure of Free and Reduced Price Information

I.  Purpose and Scope
[bookmark: Text7][bookmark: Text8][bookmark: Text9]Kentucky Department of Education, KDE, and       acknowledge and agree that children’s free and reduced price meal and free milk eligibility information obtained under provisions of Richard B. Russell National School Lunch Act (42 USC 1751 et. seq.) (NSLA) or Child Nutrition Act of 1966 (42 USC 1771 et. seq.) (CNA) and the regulations implementing these Acts is confidential information. This Agreement is intended to ensure that any information disclosed by the KDE to the       about children eligible for free and reduced price meals or free milk will be used only for purposes specified in this Agreement and that the KDE and      recognize that there are penalties for unauthorized disclosures of this eligibility information.

II. Authority
Section 9(b)(6)(A) of the NSLA (42 USC 1758(b)(6)(A)) authorizes the limited disclosure of children's free and reduced price meal or free milk eligibility information to specific programs or individuals, without prior parent/guardian consent. Except that, the parent/guardian must be provided the opportunity to decline to share eligibility information prior to the disclosure for identifying children eligible for benefits under or enrolling children in the State Medicaid Program and the State children's health insurance program. Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of children's parents/guardians must be obtained prior to the disclosure.

The requesting agency certifies that it is currently authorized to administer the following program(s) and that information requested will only be used by the program(s) indicated.
	Check all 
that Apply
	Program
	Information
Authorized

	

☐
	Medicaid or the State children’s health insurance
program (SCHIP), administered by a State or
local agency authorized under titles XIX or XXI of
the Social Security Act.
[bookmark: Text10]Specify Program:     
	All eligibility
information unless
parents elect not to
have information disclosed.

	
☐
	State health program other than Medicaid/SCHIP,
administered by a State agency or local education
agency.
Specify Program:      
	Eligibility status only; consent not required

	☐
	Federal health program other than Medicaid/SCHIP
Specify Program:      
	No eligibility information unless parental consent is obtained.

	☐
	Local health program
Specify Program:      
	No eligibility information unless parental consent is obtained.

	☐
	Child Nutrition Program under the National School Lunch Act or Child Nutrition Act
Specify Program:      
	All eligibility information; consent not required.

	☐
	Federal education program
Specify Program:      
	Eligibility status only; consent not required.

	☐

	State education program administered by a State agency or local education agency
Specify Program:      
	Eligibility status only; consent not required.



Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only, without parental consent. Parental consent must be obtained to disclose any additional eligibility information. Section 9(b)(6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and given opportunity to elect not to have information disclosed. Social security numbers may only be disclosed if households are given notice of the disclosure and the uses to be made of their social security numbers as required by Sec. 7 of the Privacy Act.

III. Responsibilities
Kentucky Department of Education will:
When required, secure parents/guardians consent prior to any disclosure not authorized by the National School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving agency and made available to the determining agency;

For State Medicaid and SCHIP notify parents/guardians of potential disclosures and provide opportunity for parents/guardians to elect not to have information disclosed;

Disclose eligibility information only to persons directly connected to the administration or enforcement of programs authorized access under the National School Lunch Act or regulations under the Act or to programs or services for which parents/guardians gave consent.

[bookmark: Text11]      will:
[bookmark: Text12]Ensure that only persons who are directly connected with the administration or enforcement of the       (program) and whose job responsibilities require use of the eligibility information will have access to children’s eligibility information:

Specify by name(s) or title(s) 
	Click here to enter text.








Use children’s free and reduced price eligibility information for the following specific purpose(s):
	Click here to enter text.

Describe:
Inform all persons that have access to children’s free and reduced price meal eligibility information that the information is confidential, that children’s eligibility information must only be used for purposes specified above, and the penalties for unauthorized disclosures.

Protect the confidentiality of children’s free and reduced price meal or free milk eligibility information as follows:
	Click here to enter text.


Specifically describe how the information will be protected from unauthorized uses and further disclosures.
	Click here to enter text.



IV. Effective Dates

This agreement shall be effective during the dates of duration for the audit/evaluation.

V. Penalties
Any person who publishes, divulges, discloses, or makes known in any manner, or to any extent not authorized by Federal law (Section 9(b)(6)(C) of the National School Lunch Act; 42 USC 1758(b)(6)(C)) or regulation, any information about a child’s eligibility for free and reduced price meals or free milk shall be fined not more than a $1,000 or imprisonment of not more than 1 year or both.

VI. 
VII.  Signatures

The parties acknowledge that children's free and reduced price meal and free milk eligibility information may be used only for the specific purposes stated above; that unauthorized use of free and reduced price meal and free milk information or further disclosure to other persons or programs is prohibited and a violation of Federal law which may result in civil and criminal penalties.



Requesting Agency/Program Administrator

Printed Name: ____________________________________________________

Title: __________________________________Phone: ___________________

Signature:_______________________________________________________

Date: __________________________________________________________

Determining Agency Administrator

Printed Name: ___________________________________________________

Title: __________________________________Phone: __________________

Signature: ______________________________________________________

Date:__________________________________________________________

*Any attachments will become part of this agreement.


Exhibit B: 
Please provide a copy of Confidentiality Agreements (as applicable FERPA and Free and Reduced Lunch) for each data custodian with access to PII.  KDE versions below can be used if Researcher does not have existing agreements. Attach all agreements labeled as Exhibit B.

KENTUCKY DEPARTMENT OF EDUCATION
CONTRACTOR’S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT (FERPA)


[bookmark: Text1][bookmark: Text2]Contractor	     						Title      

[bookmark: Text3]Name		     						Telephone      

[bookmark: Text4]Address		     						

I understand that the performance of my duties as an employee or contractor, of a contractor for the Kentucky Department of Education (KDE), may involve a need to access and review confidential information, including data protected by the Family Educational Rights and Privacy Act of 1974 (FERPA) and its implementing federal regulations found at 34 C.F.R. Part 99; that my request for access to this information will be evaluated under the federal and state requirements under FERPA; and, that I am required to maintain the confidentiality of this information and prevent any redisclosure prohibited under the law as stated below.
Access to Confidential FERPA-Protected Information
By signing this document I acknowledge my responsibility to maintain the confidentiality of this information and agree to the following:
· I will not permit access to confidential FERPA-protected or other confidential information to persons not authorized by the KDE and its contractor. 
· I will maintain the confidentiality of the data.
· I will not reveal any individually identifiable information furnished, acquired, retrieved or assembled by me or others for any purpose other than statistical purposes specified in the KDE survey, project, or proposed research.
· I will report any known instances of missing data, data that has been inappropriately shared, or data taken off site to the KDE Office of Knowledge, Information & Data Services and the KDE Office of Assessment & Accountability and to the contractor.

I understand that procedures must be in place for monitoring and protecting confidential information. 
· I understand and acknowledge that FERPA-protected information obtained under provisions of FERPA, as a KDE contractor’s employee or contractor, is confidential information.
· I understand that any unauthorized disclosure of confidential FERPA-protected information is illegal as provided in the FERPA. The penalty for unlawful disclosure is a fine of not more than $250,000.00 (under  18 U.S.C. 3571) or imprisonment for not more than five years (under  18 U.S.C. 3559), or both.
· I understand that any personal characteristics, that could make the student or his/her family’s identity traceable or re-identifiable, are protected.
· In addition, I understand that any data sets or output reports that I may generate using confidential data are to be protected.  I will not distribute to any unauthorized person any data sets or reports that I have access to or may generate using confidential data.  I understand that I am responsible for any computer transactions performed as a result of access authorized by use of sign-on/password(s).

_________________________________________________

       Contractor’s Employee or contractor printed name 


_______________________________________________				____________
Contractor’s employee or contractor signature					Date	

_______________________________________________				
Contractor’s authorized agent printed name		

_______________________________________________				_____________
Contractor’s authorized agent signature						Date		

KENTUCKY DEPARTMENT OF EDUCATION
CONTRACTOR’S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT (Free and Reduced Lunch)


Contractor 	     					Title 	       
Name 		     					
Address		     					Telephone      
I understand that the performance of my duties as an employee or contractor, of a Kentucky Department of Education (KDE) contractor, may involve a “need to know” confidential free or reduced price lunch information; that my request for access to this information will be evaluated under 7 C.F.R. 245.6; and, that I am required to maintain the confidentiality of this information as stated below.
Access to Confidential Free and Reduced Price Lunch Information
By signing this document I acknowledge my responsibility to maintain the confidentiality of this information and agree to the following:
· I will not permit access to confidential free and reduced price lunch information to persons not authorized by the KDE and the KDE contractor. 
· I will maintain the confidentiality of the data.
· I will not reveal any individually identifiable information furnished, acquired, retrieved or assembled by me or others for any purpose other than statistical purposes specified in the KDE survey, project, or proposed research.
· I will report any known instances of missing data, data that has been inappropriately shared, or data taken off site to the KDE Division of Child Nutrition Programs and to the contractor.

I understand that procedures must be in place for monitoring and protecting confidential information. 
· I understand and acknowledge that children’s free and reduced price meal and free milk eligibility information obtained under provisions of the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts is confidential information.
· I understand that any unauthorized disclosure of confidential free and reduced price lunch information is illegal as provided in the NSLA and CNA and in the implementing of federal regulation 7 C.F.R 245.6. The penalty for unlawful disclosure is a fine of not more than $1,000.00 (under  7 C.F.R. 245.6) or imprisonment for up to one year (under  7 C.F.R. 245.6), or both.
· I understand that any personal characteristics, that could make the student or his/her family’s identity traceable, are protected.
· In addition, I understand that any data sets or output reports that I may generate using confidential data are to be protected.  I will not distribute to any unauthorized person any data sets or reports that I have access to or may generate using confidential data.  I understand that I am responsible for any computer transactions performed as a result of access authorized by use of sign-on/password(s).

_______________________________________________	
       
       Contractor’s Employee or contractor printed name 

_______________________________________________				____________
Contractor’s employee or contractor signature					Date		

_______________________________________________				
Contractor’s authorized agent printed name	

_______________________________________________				_____________
Contractor’s authorized agent signature						Date		



Exhibit C: Please describe the measures you take to ensure the protection of PII released to you.  If you have a policy please, attach or copy/paste here as Exhibit C. (Include information on the delivery method, how we should deliver the data to you , if you have a secure ftp/dropbox site, etc.)
	Click here to enter text.

Exhibit D: Please use the space provided to describe the methods used to destroy all confidential data at the completion of your work. Please specify the date of destruction. If you have a policy that describes it can be attached as Exhibit D.  
	Click here to enter text.

Exhibit E: Please provide the contact information for those persons designated as data custodians.  This should include anyone with access to confidential data.  A minimum of four is requested.  Attach if more space is needed.  Each data custodian should also have signed non-disclosure agreement labeled as Exhibit B.

[bookmark: Text15]Name: 		     
Phone:		     
Email: 		     
Employer:	     
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Employer:	     
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Memorandum of Understanding for Audit and Evaluations- Exhibits	Page 14

image1.png
Kentucky Department of Education

Every Child Proficient and Prepared for Success





