[bookmark: Text1][bookmark: _GoBack]MEMORANDUM OF UNDERSTANDING BETWEEN      AND THE 
KENTUCKY DEPARTMENT OF EDUCATION
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA 
FOR STUDIES

*** *** *** *** *** *** *** *** *** *** *** *** *** 

[bookmark: Text2]THIS AGREEMENT is made and entered into by and between the Kentucky Department of Education (“KDE”) and      , collectively the “parties,” and establishes the procedures relating to an exchange of information between the parties.

WHEREAS, the KDE is a public agency organized under KRS 156.010 and its duties include conducting research to identify or develop the best education practices to be used in public schools of the Commonwealth of Kentucky;

[bookmark: Text3][bookmark: Text4]WHEREAS,             (“Researcher”) is a researcher performing data analysis, or studies, is an eligible entity with a “need to know” the free and reduced price lunch eligibility data of students under a state-level education program;

WHEREAS, various elements of the data maintained by the agencies are protected by the Privacy Act of 1974, 5 U.S.C. 552 et seq.; the Kentucky Family Education Rights and Privacy Act, KRS 160.700 et seq.; the Family Education Rights Privacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National School Lunch Act, 42 U.S.C. 1751 et seq.; the Child Nutrition Act of 1966, 42 U.S.C. 1771 et seq.; and the Kentucky Open Records Act, KRS 61.820 et seq.;

NOW THEREFORE, the KDE and the Researcher hereby mutually agree as follows:
Section 1. Identification of the Researcher as Organization to Which the KDE can Disclose  Confidential Data under the FERPA Studies Exception and under 7 C.F.R. 245.6 (f). 
A.	The KDE and the Researcher hereby agree that the Researcher is an organization to whom the KDE can disclose, upon written request, personally identifiable information from an education record of a student, as defined in 34 CFR 99.3, under the “studies exception” of FERPA, 34 C.F.R. 99.31 (a)(6), because the disclosure is to conduct studies for, or on behalf of, the KDE to: develop, validate, or administer predictive tests; administer student aid programs; or improve instruction.
B.	The KDE and the Researcher hereby agree that, if free or reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data which is the student poverty indicator for most education programs) is to be released to the Researcher, then the KDE shall identify the Researcher as a contractor acting in the place of the KDE; shall ensure that the Researcher has demonstrated that the research is on behalf of KDE, under a federal or state-level education program initiative; shall ensure that the research includes a “need to know” this data as required by 7 C.F.R. 245.6.; and shall ensure that the data will only be disclosed to the Researcher upon written request utilizing the U.S. Department of Agriculture prototype request and confidentiality agreement. The completed USDA prototype request and confidentiality form shall be attached in Exhibit A and incorporated into this agreement as if set forth fully herein and KDE’s agreement that the Researcher meets the requirements for disclosure set forth in 7 C.F.R. 245.6 (f) and that the Researcher has demonstrated a “need to know” shall be evidenced by the KDE’s agreement to enter the USDA prototype request and confidentiality form.
Section 2. Acknowledgment of Release of Confidential Data under the FERPA Studies Exception and under 7 C.F.R. 245.6 (f), Requirements for Release of Confidential Data to the Researcher, Identification of Confidential Data to be Released to the Researcher and Description of Use of Data by the Researcher.  
A.	The KDE shall disclose to the Researcher, upon written request, confidential, personally identifiable information from an education record of a student, as defined in 34 C.F.R. 99.3, under the “studies exception” of FERPA, 34 C.F.R. 99.31 (a)(6), when the disclosure is to conduct studies for, or on behalf of, the KDE to: develop, validate, or administer predictive tests; administer student aid programs; or improve instruction. The confidential data to be disclosed is described in a document attached to this agreement as Exhibit A. The Researcher will use personally identifiable information from education records in order to perform the studies described in Exhibit A. The description of the studies, as included in Exhibit A, shall include purpose and scope of the studies, the duration of the studies, specific description of the methodology of disclosure and an explanation as to the need for confidential data to perform these studies. The Researcher shall notify the KDE and the KDE shall provide written consent, if approved, of any changes to the list of disclosed data necessary for the studies or any changes to the scope, purpose or duration of the studies themselves. Any agreed upon changes to the data disclosed or to the studies shall be reduced to writing and included in Exhibit A to this agreement. 

B.		If free or reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data which is the student poverty indicator for most education programs) is to be released to the Researcher, then the KDE shall disclose this data to the Researcher, upon written request utilizing the U.S. Department of Agriculture prototype request and confidentiality agreement, and upon the KDE agreeing that the Researcher has demonstrated that disclosure is allowed by 7 C.F.R. 245.6. A description of any data protected by 7 C.F.R 245.6 which is to be disclosed under this agreement shall be included in Exhibit A. Any agreed upon changes to the data disclosed or to the studies shall be reduced to writing and included in Exhibit A to this agreement.
Section 3.  The Researcher and the Authorized Users’ Obligations.
1. The Researcher shall not share these confidential data with anyone, except those employees of the Researcher and the Researcher’s subcontractors, (“Authorized Users”) that are directly involved and have a legitimate interest or a “need to know” (as defined in 7 C.F.R. 245.6 in the case of disclosure of free or reduced price lunch eligibility data which is the student poverty indicator for education programs), in the performance of the studies according to the terms of this agreement or any overarching agreement between the KDE and the Researcher in which the Researcher agrees to perform these studies on the KDE’s behalf (“Master Agreement”).
1. The Researcher shall require all Authorized Users to comply with FERPA and other applicable state and federal student privacy law. The Researcher shall require and maintain confidentiality agreements or the KDE’s Non-Disclosure Statement(s) with each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is used which is different from the KDE Non-Disclosure Statement(s), then the terms of the Researcher’s confidentiality agreements shall contain, at a minimum, the terms and conditions of this agreement and a copy of the current Researcher’s confidentiality agreement or the KDE’s Non-Disclosure Statement(s), as appropriate, shall be attached to this agreement as Exhibit B.
1. The Researcher shall protect confidential data in a manner that does not permit personal identification of students and their parents by anyone except those bound by this agreement and the KDE. The Researcher shall store all confidential data on secure data servers using current industry best practices. The Researcher shall notify the KDE as soon as practicable if the Researcher learns of any security breach to the server containing the confidential data or of any disclosure of confidential data to anyone other than the Researcher’s Authorized Users or the KDE officials authorized to receive confidential data. The Researcher shall cooperate and take all reasonable means prescribed by the KDE to secure any breaches as soon as practicable.
1. The Researcher shall not redisclose the KDE’s confidential data to any other party without the prior consent of the parent or eligible student except as allowed by applicable federal and state law.
1. The Researcher certifies that it has the capacity to restrict access to confidential data solely to Authorized Users and to ensure that the confidential data is accessed only for the purposes described in this agreement. A copy of the Researcher’s data security policies and procedures is attached to this agreement as Exhibit C.
1. The Researcher shall destroy all confidential data within forty-five (45) days after it is no longer needed to perform the studies described in this agreement, upon KDE’s request or upon termination of this agreement, whichever occurs first unless agreed otherwise in writing. The Researcher’s description of the method(s) which will be used to destroy all confidential data shall be attached to this agreement as Exhibit D. The Researcher shall provide written verification of the data destruction to the KDE within forty-five (45) days after the data is destroyed. 
1. The Researcher shall permit the KDE, at the KDE’s cost and upon written reasonable request, to audit the Researcher to confirm that the Researcher is complying with the data security policies and procedures in Exhibit C and/or that the Researcher has destroyed the data as verified.
1. The Researcher shall collect and use these confidential data only for the purposes and related to the activities outlined in this agreement or in any Master Agreement. 
1. The Researcher shall obtain prior written approval from the KDE before accessing confidential data for activities beyond the scope specified in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a Master Agreement shall be consistent with federal and state law requirements. Any confidential data collected by the Researcher under activities approved by the KDE under this section, which are not regularly collected within the scope of this agreement but are consistent with the activities described in this agreement, shall be subject to the terms and conditions of this agreement. 
1. If the Researcher becomes legally compelled to disclose any confidential data (whether by judicial or administrative order, applicable law, rule or regulation, or otherwise), then the Researcher shall use all reasonable efforts to provide the KDE with prior notice before disclosure so that the KDE may seek a protective order or other appropriate remedy to prevent the disclosure or to ensure the KDE’s compliance with the confidentiality requirements of federal or state law; provided, however, that the Researcher will use all reasonable efforts to maintain the confidentiality of confidential data. If a protective order or other remedy is not obtained prior to the deadline by which any legally compelled disclosure is required, the Researcher will only disclose that portion of confidential data that the Researcher is legally required to disclose.
1. The Researcher shall abide by and be bound by the requirements of the U.S. Department of Education, Family Policy Compliance Office’s Guidance for Reasonable Methods and Written Agreements issued pursuant to the requirements of the Family Educational Rights and Privacy Act (“Guidance”). The Guidance is attached to this agreement as referenced in Exhibit A and made a part of this agreement as if stated fully herein. 
1. The Researcher shall also, if the data shared by the KDE includes data protected by 7 C.F.R. 245.6 (i.e., free or reduced price lunch eligibility data which is the student poverty indicator for most education programs), abide by the restrictions of disclosure and confidentiality requirements contained in 7 C.F.R. 245.6 (f) applicable to the KDE. 
Section 4. Disclosure of Data not an Endorsement of the Studies.
The KDE is not required to agree with or endorse the conclusions or results of the studies.
Section 5. Transfer Protocol.
The KDE and the Researcher shall work cooperatively to determine the proper medium and method for the transfer of confidential data between each other. The Researcher shall confirm the transfer of confidential data and notify the KDE as soon as practicable of any discrepancies between the actual data transferred and the data described in this agreement. The same protocol shall apply to any transfer of confidential data from the Researcher to the KDE.
Section 6.  Breach of Data Confidentiality. 
The Researcher acknowledges that the breach of this agreement or its part may result in irreparable and continuing damage to the KDE for which money damages may not provide adequate relief. In the event of a breach or threatened breach of this agreement by the Researcher, the KDE, in addition to any other rights and remedies available to the KDE at law or in equity, may be entitled to preliminary and permanent injunctions to enjoin and restrain the breach or threatened breach. If the United States Department of Education’s Family Policy Compliance Office determines that the Researcher has violated paragraph 34 C.F.R. 99.31(a)(6)(iii)(B). , the KDE may not allow the Researcher access to personally identifiable information from education records for at least five (5) years. If the Researcher breaches the confidentiality requirements of 7 C.F.R. 245.6 relative to any confidential free or reduced price lunch eligibility data, then the Researcher shall be responsible for any consequences or penalties which result from such breach.
Section 7.  Amendment and Assignability.

The terms and conditions of this agreement may only be amended by mutual written consent of both the KDE and the Researcher and the Researcher shall not assign its respective rights or obligations under this agreement without prior written consent of the KDE. The rights and obligations of each party under this agreement shall inure to the benefit of and shall be binding upon that party and its respective successors and assigns.
Section 8. Choice of Law and Forum. 

All questions as to the execution, validity, interpretation, and performance of this agreement shall be governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action arising from this agreement, or any actions thereunder, is the Franklin Circuit Court, Frankfort, Kentucky.

Section 9.  Waiver.

The failure by one party to require performance of any provision shall not affect that party's right to require performance at any time thereafter, nor shall a waiver of any breach or default of this agreement constitute a waiver of any subsequent breach or default or a waiver of the provision itself. No modification, amendment, waiver or release of any provision of this agreement or of any right, obligation, claim or cause of action arising from this agreement shall be valid or binding for any purpose unless in writing and duly executed by the party against whom they are asserted.
Section 10.  Severability. 
Any provision of this agreement that is declared invalid by a court of competent jurisdiction or by operation of law, shall not affect the validity or enforceability of any other provision of this agreement.
Section 11.  Authority to Enter the Agreement.

 The KDE and the Researcher represent and warrant, by the signatures of their duly appointed representatives, that they are legally entitled to enter into this agreement.

Section 12. Data Custodians.
The individuals who are the designated data custodians for the Researcher with respect to this agreement are listed with their contact information in Exhibit E.
Section 13. Termination. 
Either party may cancel this agreement at any time for cause or may cancel without cause on thirty (30) days written notice.
Section 14. Effective Date and Term of the Agreement.

This confidential data release and use agreement will become effective once the KDE and the Researcher have both signed it and it shall remain in effect until terminated or cancelled by one of the parties pursuant to the terms herein.


APPROVED:



_________________________________	________________________________
Terry Holliday			Date		Researcher Entity’s authorized agent       Date 
Commissioner					Title 
Kentucky Department of Education	 	Research Entity’s Name
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