ATTACHMENT A

CONTRACT FOR
KETS SERVER & STORAGE HARDWARE & SERVICES

BETWEEN

THE COMMONWEALTH OF KENTUCKY
KENTUCKY DEPARTMENT OF EDUCATION

* AND
Dell Marketing, LP
MA 758 1500000872

Vendeor contact information:
Namea: Tara Thomas
One Dell Way
Round Rock, TX 78882
Phone: {512) 513-9116
Fax: (512) 283-0050

Emaijl: Tara Thomas@dell.com

This Master Agreement (‘Contract”, “Award”, or “Agreament’) is entered inio, by and
between the Commonwealth of Kentucky, Kentueky Department of Education the
Commanwealth”, “Customer”, *KDE™} and Dell Marksting, LP {“Contractor”, “Vendor®, or
*Dell") as the Prime Caontractor to establish a Contract for KETS Server & Storage
Hardware & Senvices.

The Commonwealtft and Contractor agree to the following:
I. Scope of Contract

The purpose of this Contract is to provide KETS SERVER & STORAGE HARDWARE
& SERVICES for usage by Kentucky public schooi districts, the Kentucky Schoo) for the
Blind {KSB), the Kentucky school for the Deaf (KSD) and the Kentucky Education and
Workiorce Development Cabinet which includes bt is not limited to the Kentucky
Depariment of Education {KDE), the Education Professional Standards Board (EPSB),
Keggldiy Education Television (KET) and the Council on Postsecondary Education
(CFE}.

il. Contract Corponents and Order of Precedence



The Commonwealth's acceptance of the Conbraciors offer in rasponse to the
Solicitation RFP 758 1500000230, indicated by the issuance of a Contract Award by the
Office of Pracurement Services, shall create a valid Contract between the Parties
consisting of the fellowing:
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Any written Agreement between the Parties:

Any Addenda to the Solicitation RFP 758 1500000230, .
Soiicitation RFP 758 1500000230 and al| altachments thereto, inciuding Saction
40--Terms and Conditions of a Contract with the Commonvealth of Kentucky:
General Conditions contained in 200 KAR 5:021 and Offica of Procurement
Services' FAP110-10-00; '

Any Best and Final Ofer:

Any clasificaiions concemning the Contractor's proposal In response Io Solicitation
RFP 758 1500000230:

The Contractor's proposal in response to Solicitation RFF 758 1500000230,

In the event of any conflict between or arnong the provisions contained in the Contract,
the order of precedence shall be as enumerated above.

il. Nagotiated items

&

Executive Order 11246 — Addition of Section 40.032 - Discrimination {Effective
Aprit 8, 2015)

Compiiante with Expori Coniral Laws. The parlies acknowledge that the
preducts provided Lnder this Agreement are subject to the customs and export
control laws and regulations of the Unitad States ("U.8."). Each parly agrees to
abide by those laws and regulations applicable to such party in the course of
performance of its obilgations under this Agrsement. The Commonwealth also
may be subject to import or re-export restrictions In the event It transfers the
Products, Software or Deliverables from the coundry of delivery and is
responsible for complying with applicable restrictions, Contractor's acteptance
of any order may be contingent upon the issuance of any applicable export
license required by the U,S, Govemment or any other applicabte nationat
government. Contractor is not liable for delays or failure to deliver Solutions.
resuiting from Customer's faffure to obtain such license or o provide such
certification.

V. Terms and Conditions (Per Section 30 — 50 of RFP 758 1502000230}

309

Commonwealth Information Technology Policies and Standards
The Vendar and any subcontractors shall be requined to adhere to applicable
Commonweaith palicies and standards related to technology use and security.



30.2

30.3

304

30.5

Compllance with Commonwealth IT Enterprise Architecture and Standards
The Commonwealth IT Enterprise Architeclurs and Standards reflect a set of
principles for infarmation, technology. applications, and viganization. These
standards provide guidelines, policies, directionsl statements and ssts of
standards for information technology. it defines, for the Commonwsalth,
functionat and information needs so that technology choices can be made based
on business objectives and servica delivery. The Vendor shall stay
knowiedgeable and shail abide by these standards for all related work resulting
from this RFP.

hito:/echnalegy. xv cowigovemance/Pagsesiarchitecture aspx

Compliance with Commonwealth Security Standards

The software deployment and all Vendor services shall abide by security
standards as guiiined in the Commonwealth’s Enterprise information Technology
Policies,

Enterprise Policies

Financa and Administration Cabinet Commonawealih Office of Techncilogy
Entarprise IT Policies
hitofifinance. kv .govisengees/oolicies!iPa

Compliance with Industry Accepted Reporting Standards Based on
Security Controts and Trust Principles

The vendor must empioy a comprehensive risk and threat management
approach based on defined industry standards for service organizations such as
the Statement on Standards for Aftestation Engagements (SSAE 18). The
vendor must undergo annual comtrols reviews based on these standards and
have the abiiity to demonstrate compliance through the applicable reporting
mechanisms associated with these reviews. This shall inciude providing access
to any publicly available reports (i.e. SSAE 16 SOC 3) as well as on site reviews
of reports available specifically for business partners (i.e. SSAE 16 SOC 2).

ezidefault sspx

System Vulnerability and Security Assessments

The Commonwealth reserves Hie right to conduct exiemal non-invasive
vulnerability and securlty assessments of the software and infrastructurs used to
provide services prior io implementation and periodically thereafter, Upon
completlon of these assessments, the Commonweslth will communicate any
findings to the vendor for action. Any cost relating to the alleviation of the
findings will be the responsibility of the vendor. Mitigations will be subject to re-
evaluation after complefion. In cases where direct mitigation cannot be
achieved, the vendor shall communicate this and work closely with the
Commonwealth to identify aceeptable compensating controls that will reduce risk



ihie and agreed upon level. An accredied thind parly sgurce may
y the vendor ip address findings, provided they will acknowledge all
fide valid documentation of mitigation strategies in.an agreed upon

fidentiality-and Ownership of information

rveaith Offica of Technology (COT) is the designated owner of all
it approve all access to that data. The Vendor shall nat have
! Commonwealth data at any Gme: The Véndor shall be in
ith privacy poficles established by governmental agencles or by
al law. Privacy policy statements may be developed and amended
me by ihe Commanweaalth and will he appropriately displayed on
wealth portal {Ky.gov). The Vendor should provide sufficient
rect the Commonwealth and COT data in nefwork ransit, storage,
H sensitive data, as defined in Enterprise Standards, must be
dransit

rglopmant

or software develdped or modified by the Vendor specifically for the
th shall become properly of the Commonwealth. This is not meant
or medifications to the vehdor software to configure the software
veaith use. This is meant to include software written lo add
) the vendor product specifically to meet the requirements of the
th where tha Commenwealth bears the entire cost of creating that

ements _

dded by the Vendor to the Commonhwealth shouid contain a
serpetual licensing with Y upgrade aptions. Llicense agreemenis
ntain 2 provigion for the Camrmonwealth to maintain 2 version of

1 855r0w in the event the Yendor Is unable to confinue buginess for
2 business reasons.

iton Requirements

Ry supporied and Commonwsalth approved software components
sting systeny (O8), Database software, Application software, Web
®, Middle Tier softwarg, and other anciflary sofiware must be kept
event that 5 patch interferes with the solution, the vindor must
for compfiance ko the Commonweaith outlining the constraints and
: plan of action to bring the solution in to compliance to allow this
ppilad fn {he shorest timeframe possible, not o exceed three
s othernise negofiated with the Commonwealth,

nall keep scftware in compliance with industry standards to suppori
endencies such as Java, Adobe Flash, intemet Explorer, Mozilla



30.10

30.11
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Firefox, efe. at currently supported version, relesse, and patch levels. inthe event
that a third patty dependency interfenes with the solution, the vendar must prasant
a plan for compliance to the Commonwealth cuflining the constralnts and an
appropriste plan of action to bring the sclufion into compiiance ta allew this third
party dependengy to be updated In tha shartest tmeframae possible, not to sxceed
three months, unless othervisa negotiated with the Coatnimonwealih,

Section 508 Compliance

AR user inferiaces to the salufon{s) provided. shafl be warranied by the venador to
comply with Secton 808 of fie Rehablitation Act of 1873 (29 U.S.C. 7944) and
the World Wide Web Censoriium's (W3C) Web Cantent Accessiility Guldeines
(WCAG) 1.0, conformance lave! Double-A or greater,

No Surreptitioys Code Warranty .

The Coniracior represenis and warranis that no copy of ficensed Software,
provited o Sie Commonwealth canlains or will contein any Seif-Help Coda or
any Unauthorized Code as dafined belew. This wamanty is refered o in thiz
Coniract as the "No Surreptitious Code Warranty™,

As used in this Confract, "Self-Help Code” means any back door. time bomb,
trop dead device, or other software routine designed {o disable a computer
program automatcally with ffwe passage of time or under the posidve control of 2
person ofher than the licensee of the software, Saif-Help Cods dees nof include
Seftware routines in 3 compuier pragram., if any, designed to permit an owner of
the campuiar program (ar other person acting by auiherity of the ownar) 10 obtain
access 1o a licensee’s computer system(s) (2.g. ramote access) for purposes of
maintenance or technical support,

As used in this Contract “Unauthorized Code™ means any virus, Trojan herse,
spyware. Wi or other Scfiwara routines or compoaenls designed to penmt
unauthorized access fo dissble. arase, or othemwise harm software, squipment,
or data; or fo perform any offier such actions. The Brm Unauihorzed Code does
not include Self-Help Code.

in addiion, Contractor will use up-to-date commercial virus detection softwate to
detect and remove any viruses from any sofiware prior to defivering it & the
Commomeeaifn

The Vendor shall defend the Commonwealth against any ciairn, and indemnify
the Commomvealth against any loss or expense arising out of any breach of the
No Surreptitious Code Wamanty.

Applicable Security Control Framowork Compliance
The ventor must have an awareness and understanding of te NIST Special
Pubficaion 800-53 Sscurity Control Framewerk and eémploy safequards that



maei or exceed the moderate level conirols as defined within the standard.
These conirols must provide sufficient safeguards fo provide reasonable
protections around the Commonwealth’s data to ensure that the confidentiality,
integrily, and availability is maintained at an appropriate level. These include but
are not limited to:

Aceess Control .

The vendor must employ policy and process that provids for stringent control
to limit physical and logical access to systems that house Commonweaith
data to a need to know basis and provide clear separation of duties,
Awsreness and Training

The vendor must provide the appropriate role specific training for staff 2o
ensure that there is awareness and understanding of roles and
responsibiities as they relate to e protections around the Commonweallh's
data.

Audrit and Accountability

There must be sufficient auditing capabllity to ensure that actions are tracked
and there is individual accountability for all actions taken by vendor staff,
Configuration Management

The vendor must work within established baselines that provide minimal
functionality needed to ensure service delivery without exposing unnecessary
rsk. The vendor must also employ structured change control processes that
provide a level of coordination with the client agreed upon in a Service Level
Agreement (SLA). : .
Coniingency Flanning

The vendor must employ contingent planning policy and procedures that
ensure service delivery based on agresd SLA levels while maintaining all
Commonwealth data within the continental Unites States.

ldentification and Authanzation

The vendor must employ appropriate identity and access management
palicies and procedures to ensure that access is appropriately authorized and
managed at a level to ensure that access is provisioned and de-provisioned in
a tmely and efficient manner.

incident Response

The vendor must employ policy and procedures to ensure that an appropriate
response to all identified security incldents are addressed in a timely manner
and are reported to the appropriale parties in an agreed upon SLA
timeframe. The vendor must also ensure that all staff are sufficient trained to
ensure that they can idenfify situations that are ciassified as secwrity
incidents.

Mzintenance

The vendor must employ policy and procedures that ensure that all
maintenance activittes sre conducted only by authorized maintenance staff
teveraging only authorized maintenance taols.

Media Protection
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40.2

The vepdor must employ policy end procedure to ensure that sufficient
protections exist to protect Commonwealth data on all storage media
threughout the media lifecycle and maintain documentation frem media
creation through destrustion. :

= Physical and Enviconmental Conlrols
Tne vendor must araploy physical and environmental policies and procedures
that ensure that the service and delivery infrastructure are located in a
physically secure and environmentally protected environment to ensure ihe
corfidentiality, intagrity, and avallability of Commonwealih data.

» Personnel Securify
The vendar must employ policies and procedures to ensure that all staff that
have access to systemns that house, ransmit, or process Commaonwealth data
have been appropriate vetted and have bsen through a background check at
the fime of hire and perindically thereafler.

+ System and Communications Protections
The vendor must employ physical and logical profection that protect system
communications and communication media from unauthorized access and to
ensure adequate physlical protections from damage.

Procuremant Requirements

Procurament rejquirements are lisied under “Procurement Laws, Prefarence,
Regulations and Policies” and “Response to Soficitation” located on the
eProcurement WWeb page at  htmlVsprocursrnent.kv.gcy and
oiipdiinance kv.gowviservicesfenrosurement/PagesiendarServices. asox
respeciively. The vendor must comply with all applicable statutes, regulaBons
and policles related to this procurement,

Contract Components and Order of Precedence

The Commonwealth’s acceptance of the Contractor's offer in response to the
Soficitation RFP 758 1500000230, indicated by the issuance of a Contract Award
by the Office of Procurement Services, shall create a valid Contract betwesn the
Parties consisting of the following:

Any written Agreement between the Parfies;

Any Addenda to the Solicitation RFP 758 1500000230;

The Solicitation RFF 768 1500000230and all atiachments

Procuremant Siatutes, Regulations and Policies

Any Best and Final Ofier;

Any clarifications concerning the Contractor's propesal in rasponse to the
Solicitationt RFP 768 16000002340;

The Coniractor's proposal in response io the Solicitation RFP 758
1500000230,

N Sk m

In the event of any conflict belween or among the provisions coniained in the
Contract, the order of precedence shall ke as enumerated above.
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final Agreement

This Contract represents the entire agresment beiwsen the parties with respert
lo the subject matter hersof. Prior negotiations, reprasendztions, or agreemenis,
either wittizn or orel, between the parties heretn relzting to ihe subject matter
heroof shail be of no effect upon this Coniract.

Contract Pravisions

i any provision of this Confract {including S2ms Incorporated by refarance) is
daciared or found to be (fegal, unemforcoabla o woid then both he
Commorwealth and the Contractor shall ba rallevad of el obfigations asising
under such provision,  the remainder of this Commct ls capable of
perfermancs, it shall not be affectad by ‘such declaration or finding and shall be
fully performed.

Type of Contract
This Cortract shall e on the basis of a firm fixad unit price.

Contract Usaga

The contractusl agreemsent with the Vendor will in no way obligate the
Commonweaith of Kentucky to purchase any services or equipment under this
Confract. The Commanwealth agraes, in enlering into any contract, to puschase
anly such services in much quanbiies ss necessary io meel tha achual
requirernents as determinad by the Commonweaith.

Addition or Deletion of tems or Sarvices

The Office of Procurement Services reserves tha right to add new and similar
tems, by issling a Contract Modification, to e Conltract with he consent of the
Vendor. Until sich lime as the Vendor receives a Modification, s Yendor shal
not accept Delivery Qrders from any agency referancing such #ams of services.

Changes and Modifications i the Contract

Pursuant to KRS 45A.210 (1} and 200 KAR 5:311, no modification or changa of
ary provision in the Conlbract shall be made, or construed to have been mada,
unless such modification is mutually agreed i In waiting by tie Contracior and
the Commonwealth, and incopocated as g wiften amerdment 1 te Conlrack
and processed through the DFics of Procuremant Services and approved by the
Finance amd Adminisiration Cabinet prior to the effeciive date of such
modlfication of change pursuant to KRS 45A.210[1) and 200 KAR 5:311.
Memorandum of understanding, written clarification, andfor correspondence shall
nol e construed as amendments to the Caniract

if the Contractor finds at zny ime that existing canditions made modification of
the Conbact necessary, Tt shall promplly report such matlers fo e
Commanwsalth Buyar for consideration and decision.
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© 40,1

40.12

40.13

Changes in Scope

The Commenwealth may, at any time by written order, make changss within the
general scope of the Contract. No changes in scope are to be conducted except
at the 2pproval of the Commonwealth.

Confract Conformance
If the Commonweaith Buyer determines that defiverables due under the Contract

are not in conformance with the terms and conditions of the Contract and the

mutually agreed-upon project plan, e Buyer may request the Confractor to
deliver assurances in the form of addifional Contractor resources and fo
demonstrate that other major schedules will not be affected. The Commanweaith
shall determine the quantity and quality of such additional resources and failure
o camply may constitute default by the Contractor. ,

Assignment
The Contract shall not be assigned in whole or in part without the prior wriften
consent of the Cammonwealth Buyer.

Payment

The Commonweaith will make payment within thiry (30) working days of receipt
of Contractor's invaice or of acceptance of gonds andlor services In accordance
with KRS 45,453 and KRS 45.454. '

Payments are predicated upon successiul completion and acceptance of the
described work, services, supplies, or commodities, and delivery of the required
documentation. Invoices for payment shall be submitted to the Agency Contact
Person or his representative.

Contractor Ceoperation in Related Efforis

The Commonwealth of Kentucky may undertake or award other contracts for
additional or related work, services, supplles, or commodities, and the Contsactor
shall fully cooperate with such ather contractors and Commonweaith employees.
The Cantractor shall nat commit ar permit any act $hat will Interfere with the
periormanca of work by any other contractor or by Commonweaith employees.
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40.15

40.16

40.17

Contractor Affiliation : ,

nAjfifate” shall mean a branch, division ot subsidiary that is effectively conirolled
by ancther party. If any afilliate of the Contractor shall taks any action that, if
done by the Contractor, would constitule a breach of this agreement, the same
shall be deemed a breach by such party with like legal effect,

Commonweaith Property .

The Contractor shall be respongible for the proper custody and carg of any
GCommonwealth-owned property fumished for Contractor's use in connections
with the performance of this Contract The Contractor shall reimburse the
Commonwealth for its loss or damage, normal wear and tear excepted.

Confidentiality of Coniract Terms

The Confractor and the Commonweatth agree that all information communicated
batween them before the effective date of the Contract shall ba received in strict
confidence and shall not be necessarily disclosed by the receiving party, its
agents, or employees without prior written consent of the other parly. Sueh
material will be kept confidential subject to Commonwealth and Federal public
information disclosure laws.

Upon signing of the Contract by all Parties, terms of the Contract become
available to the public, pursuant to the provisions of the Kentucky Ravised
Statutes.

The Contactor shali have an appropriate agreement with its Subcontractors
extending these confidentiality requirements to all Subcontractors’ employees.

Confidential iInformation

The Confractor shall comply with the provisions of the Privacy Act of 1874 and
instruct its employess to usa the same degrae of care as it uses with iis own data
to keep confidential information concaming cllent data, the business of the
Commonwealth, iis financial affairs, its relations with its cifizens and iis
employees, as well as any other information which may be specifically classified
as confidential by the Commonwealth in writing to the Contractor. All Federal
and State Requlations and Statutes related io confidentiality shall be applicable
to the Contractar. The Contractor shall have an appropriate agreement with its
employses, and any subconfractor employees, to that effect, provided however,
that the foregoing will not apply to:

A. Information which the Commonwealth has released in writing from being
mazintained in confidencs;

B. Information which at the time of disclosura is in the public domain by having
bean printed an published and available to the public in lbraries or othar
public places where such data is usually collected; or
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C. Information, which, afler disclosure, becomes part of the public domain as
defined above, thorough no act of the Confractor.

Advertising Award

The Contractor shall not refer to the Award of Contract it commercial advertising
in such a manner as to state or imply that the firm or its services are andorsad or
preferred by the Commonwealth of Kenfucky without the expressed written
consent oi the Agency Technical Contact person listed.

Patent or Copyright Infringement

The Contractor shall report to the Commonweaith promptly and In reasonabie
written detail, each notice of claim of patent or copyright infringement based on
the performance of this Contract of which the Contractor has knowiedge.

The Commonwealth agrees to nofify the Contractor promptly, in writing, of any
such clalm, suit or proceeding, and at the Canbractors expense give the
Contractor proper and full information needed fo settle andfor deferd any such
clalm, suit or proceeding.

If, in the Contractor’s opinion, the equipment, materials, or information mentioned
in the paragraphs above is likely to or does become the subject of a claim or
infringement of a Unilad States patent or copyright, then without diminishing the
Confractor's obligation o satisfy any final award, the Contractor may, with the
Commonwealth's written consent, substitute other equally suitable equipment,
materials, and infermation, or at the Contractor’s oplions and expense, obtain the
right for the Commonwealth fo continue e use of such equipment, materials,
and information.

The Commanwezlth agrees that the Conlractor has the right fo defend, or at its
option, to setile and the Contractor agrees to defend at its own expense, or at ifs
option to setfle, any claim, suit or proceeding brought against the Commonwaalth
on the issue of infringement of any United States patent or copyright or any
product, or any part therenf, supplied by the Contractor to the Commanweslth
under this agreement. The Contractor agress to pay any final judgment entered
against the Commonwealth on such Issue in any suit or proceeding defanded by
the Confractor,

If principies of governmental or pubiic law are involved, the Commonweaith may
participate in the defense of any such achion, but no costs or expenses shall be
incurred for the account of the Conftractor without the Conftractors written
consent

The Contractor shall have no fiabiiity for any infringement basad upon:
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A, the combination of such product or part with any other product or part
not fumished to the Commonwealth by the Contractor .

B. the mudification of such product or part unless such modification was
rmade by the Conlractor -

C. the use of such product or part in @ manner for which it was not
designed

Permils, Licanses, Taxes and Commonwaealth Registration

The Contractor shall procure ali necessary permits and licenses and ablide by all
applicable laws, reguiations, and ordinances of all Federal, State, and local
governments in which wuork under this Contract ie performad.

The Cantractor shall maintain cerification of authority to conduct business in the
Commonwealth of Kentucky during the term of this Contract. Such reglstration is
abtained from the Secretary of State, who will also provide the ceriiication
thereof. Additional local registration or license may ba required.

The Confractor shafl pay any sales, use, and personal property taxes arising out
of this Contract and the fransaction contempiated hereby, Any other faxes levied
upen this Contract, the transaction, or the equipment or services delivered
pursuant herete shall be borne by the Corntractor.

EEO Requirements

The Equal Employment Opportunity Act of 1978 applies io All Staie govemment
projects with an estimated value exceeding $500,000. The Contractor shall
comply with all terms and conditicns of the Act.

httsMfirance. ky. gevigenvicesioorosuremenyPagesMendorServices 2spX,

Provisions for Termination of the Contract

This Contract shall be subject to the termination provisions set furth in 200 KAR
5:312. .

Bankrupicy )

In the event the Contractor becomes the subject debtar in a case pending under
the Federal Bankruptcy Code, the Commonwealth's right to terminate this
Contract may be subject to the rights of a trustee in bankruptey fo assume or
assign this Contract. The trustee shall not have the right to assume or assign
this Contract unless the trustee (a) promptly cures all defeuits under this
Contract; (b) promply compensatss the Commonweaith for the moneiary
damages incurred as a result of such default, and (¢} provides adequate
assurance of futre performance, as detemmined by the Commonwealth,

Conformance with Commonwealth & Federal Laws/Regulations



40.25

40.26

4027

This Contract is subject to the laws of the Commonwealth of Kerdticky and where
applicable Federal law, Any litigation with respact to this Contract shafl be
brought in state or faderal court in Franklin County, Kentucky in accordance
with KRS 4§A.245.

Accessibility

Vendnor hereby warrants that the products or services to be provided under this
Contract comply with the accessibility requirements of Seclion 504 of e
Rehabilitation Act of 1973, as amended (28 U.S.C, § 794d), and its imptementing
regulations set forth at Title 36, Cade of Federat Regulations, part 1194. Vendor
further warrants that the products or services to be provided under this Contract
comply with existing federal standards established under Saction 255 of #he
Federal Telecommunications Act of 1996 (47 U.S.C. § 255), and its implementing
regulations set forth at Title 36, Code of Federal Regulations, part 1193, to the
extent the Vendor's products or services may be covered by that act. Vendor
agrees to prempiiy respond to and resolve any complaint regarding accessibiliy
of its products or services which is brought to s attention.

Access to Racords

The contractor, as defined in KRS 45A.030 (3) agress that the coniracting
agency, the Finance and Administrafion Cabinet, the Auditor of Public Accounts,
and the Legislative Research Commission, or their duly authorzed
representatives, shall have access to any books, docwnents, papers, records, or
other evidence, which are direcfly periinent to this contract for the purpose of
financial audit or program review. Records and other prequalification information
confidentially disclosed as part of the bid pracess shall not be deemed as directly
pertinent fo the contract and shall be exempt from disclosure as provided in KRS
61.878(1)(c). The contractor also recognizes that any books, documents, papers,
racards, or cther evidence, received during a financial audit or program review
shall be subject to the Kentucky Open Records Act, KRS 61.870 {0 61,884,

In the event of a dispute between the contractor and the contracting agency,
Attomey General, or the Audltor of Public Accounts over documents that are
eligible for production and review, ihe Finance and Administraiion Cabinet shall
review the dispute and lssue a determination, in accordance with Secretany's
QOrder 11-004. {See Attachment E).

Prohibitions of Certain Confiicts of Intarest

In accordance with KRS 45A.340, the contractor represents and warrants, and
the Commonwesalih relies upon such representation and wamanty, that it
presently has no interest and shall not acquire any interast, direct or indirect,
which would conflict in any manner or degree wiih e performance of its
senvices. The contractor furihes represents and wamanis that in the performance
of tha canfract, no person, including any subcontracier, having any such interest
shall be employed.
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In zccordance with KRS 45A.340 and KRS 11A.(d0 (4), the contractor agrees
tirat it shall not knowingly allow any official or employee of the Commonwesalth
who exercises any function or respansibility in the review or approval of the
undertaking or camying out of this contract fo voluntarily acquire any ownership
interest, direct or indirect, in the contract prior to the completion of the contract

No Contingent Fees

Mo person or seliing agency shall be employed or retained or given anything of
monetary value to solicit or secure this contract, excepting bora fide empioyees
of the Offeror or bona fids established commercial or selling agencies maintained
by the Offeror for the purpose of securing business. For breach or violation of
this provision, the Commonwealth shall have the right o reject the proposal or
cancel the contract without liability. .

Intentionally Left Blank

Cantract Claims .
The Parias acknowiedge that KRS 45A.225 fo 45A.290 governs contrack claims.

Limitation of Liability

The liability of the Commonwealth related %o coniractual damages Is set forth in
KRS 48A245. The Vendor's fiability for damages to the Commonwealth should
be limited to the greater of $1,000,000 or two times the contract purchase, The
faregoing limitation of Habiiity should not apply to claims covered by other specific
provisions calling for liquidated damages or specifying a different limitation of
liabllity, or fo claims for injury fo persons or damage o property caused by the
Vendor's negligence or wiliful o wanton conduet. In no event should the Vendar
be liable for any indirect, special, punitive or consequential damages unless
otherwise specified.

Discrimination {Effective Apsii 8, 2015)

Discrimination (because of race, religion, coler, national origin, sex, sexual
orientation, gender identity, aga, or disability} is prohibited. This section applies
only to contracts utilizing federal funds, in whote or in part. During the
performancs of this contract, the contractor agrees as follpws:

1. The contractor wiil not discriminate against any employee or applicant for
employment because of race, religion, color, riational origin, sex, sexual
orientation, gender idaniity, or age. The contracior furiver agrees 1o comply with
the provisions of the Americans willy Disabiliies Act (ADA). Public Law 101-336;
and applicable federal regulations relating thereto prohibiting discrimination
against otherwise qualified disabled individuals under any program or activity.
The contractor agrees to pravide, upon request, needed reasonable
accomimadations. The contractor will take a#firmative: action to ensure that



applicanis are employad and that employees are treated during employment
without regard to thelr race, religion, color, nationat origin, sex, sexual orientation,
gender identity, age or disability, Such actien shall include, but not be limited to
fiie following; employment, upgrading, demotion or transfer; recndtment or
recrultment advertising: layoft or termination; rates of pay or other fonms of
compensations; and selection for training, inchueding apprenticeship. The
contractor agrees to post in conspleuous places, available to employees and
applicants for employment, notices setting forth the provisions of this non-
discrimination clause.

2. The contractor will, in all soficitations or advertisements for employees pfaced
by or on behaif of the coniractor, state that all qualified applicants will receive
consideration for emplayment without regard to race, religion, calor, naticnal
origin, sax, sexual arientation, gender identlty, age or disability.

3. The contracter will send to each labor union or representative of workers with
which he has a collective bargalning agreement or ofhver contract o
understanding, a notlce advising the said labor union or workers' representative
of the confractor's commitments under this section, and shall post coples of the
notice in conspicuous places available to employees and applicants for
employment. The contractor will take such action with respect to any subconftract
or purchiase order as the administering agency may direct as a means of
enforcing such provisions, Including sanctions for noncompliance.

4. The contractor will comply with all provisions of Executive Qrder No. 11246 of
Sepiember 24, 1965 as amended, and of the riles, regulations and relevant
orders of the Sacretary of Labor.

. The contractor will fumish all information and reports required by Exacutive
Order No. 11246 of Septembar 24, 1965, as amended, and by the rules,
regulations and orders of the Secretary of Labor, or pursuant thereto, and will
permit access ta his books, records and accounts by the administering agency
and the Secretary of Labor for purposes of investigation to ascertain compliance
with such rules, regulations and orders.

8. In the event of the contractor's noncompliance with the nandiscrimination
clauses of this contract or with any of the said rules, regulations or grders, this
contract may ba cancelled, terminated or suspended in whole or in part and the
contractor may be dectared ineligible for further govemment contracis or
federally-assisted construction contracts in accordance with procedures
authorized in Exacufive Order No. 11246 of September 24, 1965, as amended,
and such other sanctlons may be impesed and remedies invoked as provided in
or as otherwise provided by law.

7. The contractor wiil include the provisions of paragraphs (1) through (7) of
section 202 of Executive Order 11248 in every subcaritract or purchase order
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unless exemptad by rules, requiations or orders of the Secretary of Labor, issued
pursuant to section 204 of Execuiive Crder No. 11246 of September 24, 18€5, as
amended, so that such provisions will ba binding Upon each subconfractor ar
vendor. The contractor will take such action with respaci to any subcontract or
purchase order as the administering agency may direct as a means of enforcing
such provisions inciuding sancions for nencompliance; pravided, hawsver, that
in the event a contrzclor becomes involved in, or is threatened with, litigation with
a subeontrachor or vendor as a result of such direction by the agency, the
cantractor may raguest the United States to enter into such fitigation to protect
the interests of the United States,

Agencies to Ba Served

This Contract shall be for use by Kentucky public school districts, the
Kentucky School for the Blind (KSB), the Kentucky school for the Deaf
(KS0) and the KentucRy Education and Workforce Development Cabinet
which inciudes but is not limited to the Kentucky Department of Education
(KDE), the Education Professional Standards Board (EPSB), Kentucky
Education Television {KET) and the Council on Posisecondary Education
{CPE). No shipments shall be made except upon recsipt by Vendor of an official
Delivery Grder from a using agency.

Extending the Coniract Use to Other Agencies

The Office of Procurement Services raserves the right, with the consent of the
Vendor, to offer his Master Agreement fo other staie agencies requlting the
product(s) or service(s).

Term of Contract and Renewal Opfions
The initial term of the Contract shall be for valid !nraugh June 38, 2016.

This Contract may be ranewed at the completion of the initiat Contract period for
two (2} additional two~year perinds upon the mutual agreement of the Parties.
Such muiual agreemant shall take the form of a Contract Modification as
described in Section 40.8 of this RFP.

At the end of the cantract the Vendar shall provide all agency data in a form that
can be converted to any subsequent sysiem of the agency's choice. The Vendor
shali cooperate to this end with the Vendor of the agency’s cholce, in a timely
and sificient manner.

The Commonwealth reserves the right not to exercise any or all renewal options.
The Commonweaith reserves the right to extend the contract for a period less
than the length of the above-referenced renewal period if such an extenslon is
determined by the Commonweaith Buysr to be in the best interest of the
Commaonwealih,
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The Commonweaith reserves the right to renegotiate any tenms and/or conditions
as may be necessary to meet requiremeants for the extended period, In the evert
proposed revisions cannot be agreed upon, efther party shall have the right fo
withdraw without prejudice from sither exercising the oplion or coniinuing the
confract in an extended period.

Basis of Price Revisions
PRICE ADJUSTMENTS: Unless otherwise specified, the prices established by
this Contract shall remain firm for e contract period subject to the following:

A: Price Increases: A price increase shall not accur during the first tweive
{12) months of the contract A vendor may request a price increase afier
twelve (12) menths of the contract, which may be granted or denled by the
Commonwealth. Any such price increase shall be based on industry wide
price changes. The Contract holder must request in wiitng a price
increase at least thiy (30) days prior to the effeciive date, and shall
provide firm proof that the price increase(s) s justified, The Ofiice of
Procurement Services may request addifional information or justification.
If the price increase is denied, the Contract holder may withdraw from the
Contract without prejudice upon written notice and approval by the Office
of Procurement Services. Provided, however, that the Vendor must
continue service, at the Contract prices, uniil 2 rew Coniract can be
estabiished {usually within sixty (60) days).

B: Price Decreases: The Contract price shall be reduced o reftect any
industry wide price decreases. The Gontract holder is required to furnish
the Office of Procurement Servieas with notice of any price decreases as
soon as such decreases are available.

C: BExtended Contract Pericds: K the Coniract provides for an optional
renewal period, a price adjustment may be granted at the fime the
Contract Is renswed, subject to price increase jusiification as required in
Paragraph A “Price Increzses” as shated ahove,

50.5 MNotices

After the Award of Contract, all programmatic communications with regard o
day-to-day performance under the contract are to be made b the Agency
technical contact(s) idertfied.



Agency Technicai Confact Information
Jassica Abbott
Commonwealth of Kentucky
Kentucky Depariment of Education
Office of Knowledge Infarmation Data Services
B00 Maro Street, 21 Floor CPT
Frankfort, KY 40607
Phone: {502) 564-2020 x2448

Email: Jessica.Abbott@education.ly.goy

After the Award of Contract, alt communications of a contractual or tegal nature
are o be made to the Commomweaith Buyer.

Commonwealth Buyer
Susan S, Noland
Commonweaith of Kentucky
Finance and Administration Cabinet
Office of Procurement Services
702 Capitol Avanue, Room 096
Frankfort, KY 40601
Phone: (502)564-5951

Email: Susan.Neland@ky.qov

50.6 Subcontractora

The Contraclor s permilted fo make subcontract(s) with any other party for
fumishing any of the work or services hersin, The Contractor shall be solely
responsible for periormance of the entire Contract whether or not subcaontractars
are used. The Commonweatth shall not be involved in the relationship befween
the prime confractor and the subcontractor. Any issues that arise as a result of
this relationship shall be resoived by the prime confractor. All referances to the
Contractor shall be consfrued o encompass both the Confractor and any
subconiractorz of the Contractor.

80.7 Scope of Work
Provide enterprise server hardware and services that at 2 minimum includes the
following:

1. Vendor Single Point of Contact
The vendor shall name a person thai will be the single point of contact
{8POC) for contract issues.



The SPOC should ba aggressive in sharing contract information, including but
not Emited to schidion npadmaps, pricing and other strategic information to the
KDE and KETS customers.

The coniract holder should ensure that this person and alf salespersons of

thetr product will be knowledgeable in:

s All the datails of the KETS contract.

» The Kentucky school, district office and KDE customer base.

» The most current KETS Master Plan on our Web site and year round
currert events in KETS.

Upon contract award, the Vendor's SPOC shall provide & description of a
copy of procedures for requesting escalation, complaint resotution and
identify the staff avaifable for installations, billing problems, ete. The Vendor
shall upgdate this information annually 2t a minlmum.

Categories
The following categories shafl be established KETS Server and Storage
Hardware & Sefvices:

Server Hardware

Server Hardware installation/Initial Configuration
Maintenance (Server Hardware) Support
Maintenance {Server Sofiware) Suppert
Server Training (Technician/Syskem Admin Trainng)
Server Hardware Accessories

Server Professional Services

Storage (Oplionat) ~

Uninterruptible Power Supply (UPS) (Optiona

KDBE Managed Statewide Enterprise Senver Project

New/Revised Products

Vendors are encouraged to update their product lines and solutions as quickly
as possible. As new models of products andior updates fo solutions within the
scope and spirit of the resulling contracts become available the vendor will
notify the KIDS vendor manager. KIDS regerve the right to approve all new
and revised products and solutions, including pricing prior to the vendor being
able to include it in the KETS coniract. The vendar shali provide an evaiuation
unit of all hardware included on the contract unless waived by the KDE.

Pricing

Contract Pricing. Equitable pricing shail be offered to all KETS customers.
The Commonwealth of Kentucky's public school districts shall purchase from
the KETS Master Agreements for the enterpsise server solutfons and
categories that have been approved by KDE. Vendors shall be zble to



effectively handle this magnitude of sales, mest delivery deadlinez with
quality Enterprise (not Consumer} hardware and support equitably across
every county in our state white meeling the performance standards for the [ife
of the coniract. The Commanwealth requrests hardware that has consistency
in parts and has undargone testing of intamal components to the Enterprise
level verstis the consumer level. It [s mandatory that vendors have capacity to
~ provide contract management and support across avery county in the

Commermwealth. The vendor shall provide on-site support to every school in
every county with the same timelines and costs with no exceplions for
Iocation.

Prometional Pricing: The Kentucky Department of Education may identlfy set
dates where promotional pricing is encouraged by confract holders to KETS
customers. During the promotional period(s) deeper discounts which are
available regardless of quantties purchased may be set by the coniract
holder. This promotional pricing must be submitied and approved by the
KETS vendor manager and be avaliable to all KETS customers. At the close
of a promotion period the discounts would retum to the discount off mamp
appraved prior o the promotional period. Any promotional discount must be
equitable and offered o all KETS customers during that period.

Negotiation of Price: During the life of the contract, KETS customess are
encouraged to negotiate a better price for items or a befter discount jor
product categories available for purchasze from the KETS Master Agreement.
However, once a lower price or better discount has been nagotiated with one
district, it becomes the new stalewide price/discount for that solution/product
category for the duration of the KETS contract Typically, vendors have
special offers o quickly get 7id of inventory that didn't sell as well as
anticipated or is cutdated., If a vendor offers a special price for any time period
(e.g. Ofter ands August 12), that prica for that model for all districts does not
end on August 12. Instead, it has now become the new price or the duration
that the maoda! is on contract The exception to this is the promotional pricing
period set by the Kentucky Depariment of Education. Example: f a large
district like Jefferson County negoliates a lower price for a specific model
from a vendor, it now becomes the new price for every district statewide for
that model from that vendor.

Contract Quotes and Invoicing

WVendor quotes and invoicas shali be submiitted to the cusiorter. Vendar shall
submit involces only for ilems ordered, delivered and accepied by the
custorner. Each quote and invoice shall include at a minimum:

State/KETS contract number

Customer purchase order number

Customer name and address

Date of Order

IIQI.



o

Date of Installaiion (if applicable)
Detailed equipment charges
Hourly rate, if applicable

Grand total for the quote or invoics

> & * %

Leasing

Leasing agreements shall meet ail legal requirements for the Commonwealth
of Kentucky and the Kentucky Department of Education. The Vendor shail
quote hardware warranty coverage for the durafion of the lease period. The
Commonweatih Lease Agreement is included as Attachment J. No changes
or substittiions o the Commanwealth Lease Agreement may be made
without the approval of fhe Kentucky Dapartment of Education and the
Finance Cabinet Office of Procurement Services. Lessee shall not ba
penalized for failure to retum copies of device technical documentation such
as CDs if reasonable efforis have been made to store, track and return tham
at the end of a lease. Information provided by the Vendor of teased items on
ary Lease quote or schedule of squipment shall include the following:
description (including model name and number where applicable), price,
quantity, total quantity price, and fhe KETS contract numbsr. When there is &
residual lease value the Vendor shall clearly identify the residual value per
unit and the total quantity residual value. The residual vaiue must be clearly
identified in the lease quote and lease agreement. Lease payments will be
addressed Yo the contract holder.

Web site

The confract holder shall maintain their own Web site where solutions and
prices offered on the KETS contract may be easily/quickly viewed. This
information must be easily accessible and easily recognized as “KETS Master
Agreement’ pricing. The vendor Web site shall also cleady identify the
contract number and vendor contact information. The vendor shall work with
the KIDS Vendor Manager to safisfy the Wab site requirernents within (90)
ninety days of a contract award.

Wamanty

Vendor shall be required to include thres (3) years of maintenancefwarranty
in the initial purchase cost. After the initial three (3) year period, If hardware
maintenance is desired, it will be the responsibility of the custumer to procure
from either this contract or other approved sources.

Warranty shall meet the foliowing criteria; :

» The KETS cusiomer's primary period of service falls betwaen the hours of
8.00am and 5:00pm customer's [ocal tme, Monday through Friday,
excluding state observed holidays:

s The vendor shall be available to provide warranly service during the
KETS's customer's primary period of service;



+ Extended warranty coverage Up to {24 x 7) shall be avallable If needed;

= Vendor shall have a toll-free number for all calls (no busy signals,
answered by the third ring, hold time no longer than two (2) minutes, and
a call tracking systemn);

= The vendor shall callemail the cusfomer back within cne (1) hour of
placing call to provide applicabls information including ficket number;

+ The three (3) year of warranty coverage Included in the initial server
hardware purchase shall include;

o Vendor résponse within four business hours to begin the
dragnostics/fault determination. Vendor shall perform all fault
detemmination.

o Next business day onsite responsg. Ongite I8 defined that kiwe
vendor goes to the location of the equipment purchased, In a schooi
district office, siale agency, efc. The vendor shall come on-site 0
install any replacement parts or perfonm repair work se that the
server is operational within 24 husiness hours (3 business days} of
the inéial cail.

» Al tachnicians shail be properly cerlified and or licensed to service sesver
hardware;

« The vendor may perform diagnostics and repair remaotely if applicable
versus onsite response with the customer's prior approvat,

» Vendar is not respansible for disaster recovery,

¢ Replacement parts shall be new or reconditlonad, and of equal orbetrer
quality than original parts;

« There shall bs no charge for any shipping and handling of parts or labor
charges for troubles or issues with fhe equipment;

« The vendor shall ensure the cost is the same throughout the state for

Installation;

« The vendor shall be provided aceess o the customsr's building whera the
server equipment is located as required to fulfli customer service
requests.

Warranty Penalties

There shall be a complaint desk at KDE site so our customers can quickly
document vendora that are failing to meet the service requirements of the
confract Quartetiy reports will be prepared and submitted by the vendor ko
the KETS Vendor Manager which will assist us in identifying vendors wiom
have not successfully met service response times. The vendor shall meet
service specifications for a minimum of 97% of total annual service calls.
The vendor is allowed this three percent (3%) fallure rate based on fotal
service calls they receive annually due to vehicle break down, parts that get
lost, addresses being difficult to find, etc.



Vendors who exceed the thres percent (3%) failure rate during the 1* quarter
shall be required to meet with the KIDS Vendor Manager to establish a
comective plan for warranty service. Vendors who exceed the three percent
(3%) failure rate for two (2) consecutive quarters shall be reguired to meet
with ths KIDS Vendar Manager to establish a corective plan for wamanty
service and the KIDS may recornmend a twe (2) week suspension of the
vendor confract fo the OPS, Vendors who exceed the three percent (3%)
failure rate jor three (3) consecutive quarters shall be required to maat with
the KID3S Vendor Manager to establish a comective plan for warranty service
and the KIDS may recommend a three {3) week suspension of the vendor
confract {o the OPS. Vendors who exceed the three percent (39%) faiture rate
for four {4) consecutive quarters shall be required fo meet with the KIDS
Vendor Manager to establish a comective plan for wammanty service and the
K!DS may recommend termination of the vendor contract to the OFS,

The contract holder shall be held solely accountable for all services
conducted under the terms and conditions specified in this warranty. Senvice
calls taken by any technical support center(s) shall be quickly tumed over o
second and third levels of support for quick resalution rather than attempts to
resolve issues st that point. ARl support personnel shall be cariified by the
manufacturer of equipment (for example, if this vendor supplles Vendor X
equipment, support staff shall hold a manufacturer's certification and be
certified by Vendor X to periorm sarvice on Vendor X equipment).

. Vendor's Contract Reporting
" The vendor shall submit the fullowing reporis quarterly fo the Kentucky
Depariment of Education KETS Vendor Manages:

A. Sales Report - The vendor shall maintain accurate records indicating sales
from the KETS contract. Reports will contain the following fields: contract
number, invoice date, cusiomer name, pradlct number, description (must
include model name and number), unit price, list price, guantity
purchasead, tofal price, discount off MSRP.

B. Wamanty/Maintenance Report - The vendor shall maintain accurate
records indicafing service performance of hardware purchased from the
KETS contract. Reports will contain the following fields: Customer name,
sepvice call date, Hardware & Service Description including models and
versions respectively, Wamanly or SLA Cowverage, and Service
Completion Date,

The vendor shall prepare and submit slectronically this information no [ater
thas ten {10) business days after the end of each quarter to the KETS Vendor
Manager. It will be responsibility of the vendor to submit the quarterly sales
reports. The KETS vendor manager or the KDE shall not be responsible for



reminders to submit reports. The KDE Office of KIDS shall report any fallura to
submit andior late submissions of sales reports on the annual contract review.

C. Delivary, Delivery Penaltiss, Delivery Penalty Waiver
A, Delivery
Al deliveries of equipment shall be provided within thirly (30) calendar
days of the vendor's receipt of tha purchase order from the customer,
unless atherwise requested by the purchasing agency in writing. Defivery
is defined as the receipt of goods and completion of installation, if
required.

Customars purchasing from this Contract shall have thirty (30) calendar
days from the date the customer receives a complete order fo notify the
vendar of any issues wilh the order (j.e. missing or damaged parts). The
vehdor may consider the order accepted by the cusfomer after the close of
{he thirty (30} catendar day window.

B. Delivery Penalties
The Vendor agrees fhat when delivery is not made within the contracted
due date, one percent (1%) per day shall be deducted from the Vendor's
invoice for each day the Vendor falis t0 meet the contracted delivery date.

The Vendor agrees that when delivery angdifor installation is not made
within the contracted timeframes, one percent (1%) per day from the total
invoice amount may be deducted from fhe vendor's invaice for each day
the Vendor fails to meet the contracted timeframe. Penalties will continue
o be charged to the vendor untii the delivery and instaliation if applicable
is complete.

C. Delivery Penalty Waiver

The vendor shall not be penalized if within the thirty (30) day delivery
period, thay have supplled KIDS and the customer with a written notice
indicating the parficular modetl ordered is nof aveliable in inventory
anymore and a newes different medel will be shipped In its place. In this -
casge, the vendor must have submitted the new model to KIDS for
evaluation testing untless the evaluation of that mode! is waived by KiDS.
The new model shalt pof be shipped o the customer until which time the
model has been added to the KETS contract.  The vendor shall not use
this penalty waiver to notify custormers falsely with intentions to stall and
send the same unit criginafly ordered. This conduct may result in
termination of contract. Once the vendor recelves notification their new
model is now available for sales; the thiry (30} day clock starts again.



D. National School Lunch Program Compliance
This Contract shall meet the requiremenis of the National School Lunch
Program {NSLP} per Attachment |,



V. Pricing
Product Catagory Discounts

Sefver Discount cff MSRP
Server Hardware - 15%
Server Hardware Instalistion/Initial Confiquration D% .
Maintenance (Server Hardware) Support 15%
tlaintenance (Server Software) Suppoit 15%

t Server Training {Technician/System Admin Training) 0%

' Server Hardware Accessoties 10%

| Server Professional Services 0%

| integrated Siorage (Optional) 15%

 Uninterruptible Power Supply (UPS) (Opticnal) 15%

| KDE Managed Statewide Enferprise Server Project 25%




VI. Approvals

This Contract is subject to the terms and condifions as stated. By executing this Contract, the
parties veridy hat they are authorized to bind this Agreement and that they accapt the terms of
this Agreement

This Contract may be exacuted electronically in any number of cnurttenpaﬂs. €ach of which shali
be deemed to be an original, but all of which together shall constitute one and the same
Coniract

This Contract is invalid untl) properly approved and executed by the Finanoa and Administration
Cabinet

15t Party: Dell Marketing, LP. as Contracting Agent (“Contractor” or “Yendor”, or
nDa! In}

Kevin J. Keisr Commgaers Manager
Pri name } Title
_o5/o6 / go1s”
Sighature Date !

2nd Party: Commonwealth of Kentucky, Kentucky Department of Education (“the
Commonwealth”, or “Customer® or “KDE")

/Z‘/ZW ESA .- //:'_S OCATE émm Ul &e
Printed name ' Title
i s
Signattirg Date

Approved by the Firance and Administration Cabinet
Office of Procurement Sarvices

Dc_ma!d R. Speer ~ Executive Director

Printed name Title
s‘A’Af

ignature - Date /







