KDE Notification System
About
The KDE Notification System (KDE Notify) is a Service provided by the Kentucky Department of Education (KDE). This cloud-hosted solution provides KDE with the capability to notify specific opt-in audiences of new information and content. These notifications will initially include alerts to network outages and interruptions of technology services, but the capabilities are far broader. This system has been developed to be extremely flexible in targeting specific audience segments so that users receive only filtered, highly relevant information specific to their needs.
The KDE Notification System is the culmination of years of technology innovation at KDE and the wealth of feedback we’ve received from our customers during this time. This system is designed to aggregate information from various monitoring systems within KDE, our change management systems, and our telecommunications partners and then disseminate this information via the technologies our customers already use and trust. The KDE Notification System is a cloud-based service, hosted outside of the state of Kentucky, enabling high availability even in the event of a widespread systems outage
Features
KETS Alerts Mobile Applications - KDE has published our KETS Alerts application for Windows, Android, and iOS devices. The KETS Alerts apps target the KETS Service Advisory and KEN Network Alerts services available on our KDE Notify web site, and have enhanced functionality, such as push notifications, that make them the best subscription option for consumers monitoring these services. Learn more.
Twitter - We maintain Twitter accounts for most of our monitoring services, and will automatically tweet all outbound notifications. Please note that Twitter does not have the same filtering capabilities as our other subscription offerings. All service notifications are published to its Twitter feed. We do however add the district and/or school name effected as a hashtag.
RSS - The KDE Notification System publishes RSS feeds that can be tailored to meet our users' wide variety of requirements. By default, each service’s RSS feed will contain all notifications published for that service. We’ve implemented filters for our RSS feeds, enabling customization of the information received. We categorize every notification using a tier system down to the affected district, or even school level if applicable.
Systems Integration
[bookmark: _GoBack]The KDE Notification System exposes a SSL secured web service to facilitate integration with external monitoring systems over the World Wide Web. Our web service is a standard Web Services Description Language (WSDL) compliant SOAP 1.1/1.2 service, with support for basic HTTP GET/POST requests and responses. 
https://notify.education.ky.gov/alertswebservice.asmx
The Create Alert method is used to submit new notifications to our system. This method has seven parameters, of which three are constants (username, password, serviceID) and four are variable (correlationID, title, message, organization).
1. Username – Required, Constant, Provided by KDE
2. Password – Required, Constant, Provided by KDE
3. ServiceID – Required, Constant, Provided by KDE
4. CorrelationID – Required, Variable, Id used to correlate transaction for logging and troubleshooting
5. Organization – Required, Variable (District Name)
6. Title –Required, Variable, Short descriptive title of notification to include organization, status, and description (e.g. Initial  – Adair Co – Network outage)
7. Message – Required, Variable, Status
a. Initial – Service is down
b. Update – (Optional) Status update, service still down 
c. Final – Service is restored
The service provides a SOAP response containing the status of the transaction. The response contains the Status of the request, a Message detailing the Status, and a unique Correlation ID (GUID) for logging and troubleshooting.
Response statuses and corresponding messages:
1. Success
a. Alert Created
2. Failure
a. Invalid Credentials, please check the username and password and try again
b. Invalid ServiceId, Guid should contain 32 digits with 4 dashes (xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx)
c. Invalid Organization, please provide a valid organization name or Id
d. Invalid Message, please provide a valid message
e. Invalid Title, please provide a valid title
f. Unknown Error – HTML encoded System Inner Exception

SOAP 1.2
The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced with actual values.
POST /alertswebservice.asmx HTTP/1.1
Host: notify.education.ky.gov
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:soap12="http://www.w3.org/2003/05/soap-envelope">
  <soap12:Body>
    <CreateAlertSoap xmlns="https://notify.education.ky.gov">
      <username>string</username>
      <password>string</password>
      <title>string</title>
      <message>string</message>
      <serviceID>string</serviceID>
      <organization>string</organization>
      <correlationID>string</correlationID>
    </CreateAlertSoap>
  </soap12:Body>
</soap12:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:soap12="http://www.w3.org/2003/05/soap-envelope">
  <soap12:Body>
    <CreateAlertSoapResponse xmlns="https://notify.education.ky.gov">
      <CreateAlertSoapResult>
        <Status>string</Status>
        <Message>string</Message>
        <CorrelationID>string</CorrelationID>
      </CreateAlertSoapResult>
    </CreateAlertSoapResponse>
  </soap12:Body>
</soap12:Envelope>
HTTP GET
The following is a sample HTTP GET request and response. The placeholders shown need to be replaced with actual values.
GET /alertswebservice.asmx/CreateAlertSoap?username=string&password=string&title=string&message=string&serviceID=string&organization=string&correlationID=string HTTP/1.1
Host: notify.education.ky.gov
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<SoapResponse xmlns="https://notify.education.ky.gov/">
  <Status>string</Status>
  <Message>string</Message>
  <CorrelationID>string</CorrelationID>
</SoapResponse>
HTTP POST
The following is a sample HTTP POST request and response. The placeholders shown need to be replaced with actual values.
POST /alertswebservice.asmx/CreateAlertSoap HTTP/1.1
Host: notify.education.ky.gov
Content-Type: application/x-www-form-urlencoded
Content-Length: length

username=string&password=string&title=string&message=string&serviceID=string&organization=string&correlationID=string
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<SoapResponse xmlns="https://notify.education.ky.gov/">
  <Status>string</Status>
  <Message>string</Message>
  <CorrelationID>string</CorrelationID>
</SoapResponse>
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