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Update — February 16, 2005:

e Before beginning, please click on Start — go to Settings — then Control
Panel and select Add or Remove Programs

e When the next window populates, under Currently installed programs..., scroll
down and select Nortel Networks Contivity VPN Client

e When Nortel Networks Contivity VPN Client item expands, click
Change/Remove (you may be asked if you are sure or if you want to proceed,
select Yes to all questions)

I. KETS Enterprise VPN Client Download, Installation and Configuration.

1. Open Internet Explorer and open the following address:

i. Windows XP -

ftp://ketsftp.kyschools.us/VPN/KETS%20Enterprise%20VPN%2

OClient%20-%20XP .exe

ii. Windows Vista —

Ttp://ketsttp.kyschools.us/VPN/KETS%20Enterprise%20VPN%2

OClient%20-%20Vista.exe
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2. Leftclick on “Run” in the following dialog box:

File Download - Security Warning ﬂ

Do you want to run or save this file?

Mame: KETS Enterprise WPH Clignt, exe
Type: Application, 3.47 ME
From: ketsfrp k12 by, us

Bun Save

potentially karm your computer. [F you do not trust the source, do not

@ YWhile filez from the |ntermet can be uzeful, thiz file type can
run ar gave this software. What's the nsk

3. Several dialog boxes will open and then close during the installation process.

Once the installation is complete you should see the following dialog box:

KETS Enterprise ¥PN ¥4.86

InstallShield Wizard Complete

The Ingtalls hield ‘wizard haz successfully installed KETS
Enterprize YFM. Before vou can use the program, you must
resstart your camputer.

% Nes, | want bo restart my compuber o

{7 Mo, | will restart my computer later,

Remowve any dizks from their drives, and then click Finizh to
complete setup.

< Back | Finizh I Earzel

4. Verify that “Yes, | want to restart my computer now” is selected and left click

on “Finish”. Your system should now reboot.



5. Once the system reboots, left click on the “Start” button and then “Programs”
or “All Programs”. You should see a new folder called “KETS Enterprise
VPN’ which will contain three files/links. Left click on “KETS Enterprise
VPN to start the VPN application.

6. You should now see the following dialog box:

B3 Contivity ¥PN Client 2]
File Edit Options Help

#,ﬂnu *_*}'I Connection |KETS Enterprize YPM j
{ i :?‘b Dezcription IKETS Enterprise WP
’ Dial-up I[Nu:-ne] j ﬂl
User Name ||
Pazzswaord I

[T Sawe Pazzword

Destination Ihu:urizu:un.kde.state.ky.us

Connect I Cloze Save




7. Left click on “Options” and then “Authentication Options” and the following

dialog box should open:

Authentication Options ed |

" zer Mame and Password Authentication

" Digital Certificate Authentication I j

" Group Security Authentication

— Group Secunity Credentialz

Group |D [OUR_GROUP_ID

Group Pazsward I

Group Authentication O phions

{" Challenge Fesponze Taken Optiong >» I
" Besponse Only Token Optiong >» I

+ Group Pazsword Authentication

k. I Cancel | Help |

8. Left click on the box to the right of “Group ID” and type in the Group 1D you
received from your District Technology Coordinator or TPOC.
Left click on the box to the right of “Group Password” and type in the Group

Password you received from you District Technology Coordinator or TPOC.



10. Left Click on *“OK”. You should be returned to the following dialog box:

¥ Contivity ¥PN Client 2]
File Edit Opkions Help

#,ﬂnu *_*}'I Connection |KETS Enterprize YPM j
{ i :?‘b Dezcription IKETS Enterprise WP
’ Dial-up I[Nu:-ne] j ﬂl
User Name ||
Pazzswaord I

[T Sawe Pazzword

Destination Ihu:urizu:un.kde.state.ky.us

Connect I Cloze Save

11. Left click “Save” to save the Group ID and Group Password changes.

12. Left click “Close” to complete the installation.

13. Contact the District Technology Coordinator or TPOC for User Name and
Password information. For problems or issues with network connectivity,

please contact the KETS Help Desk at ketshelp@education.ky.gov or by

phone (866) 538-7435.


mailto:ketshelp@education.ky.gov

I1. Making the connection to the KETS Enterprise VPN Server.
1. Left click on the “Start” button and then “Programs” or “All Programs” then
“KETS Enterprise VPN” to start the VPN application.

2. You should now see the following dialog box:

Contivity VPN Client

File Edit Options Help

S5 M Connection |KETS Enterprize PN |

§ _‘} Dezcription |KETS Enterprize WFM

’ Djal-up |[N one| ﬂ ﬂ

Uzer Mame |hsername

xxxxxxxxxx

Pazsward |

Destination |hu:uri2u:un.kde.state.k_l,l.us

Connect | Cloze Save

3. Left click on the box to the right of “User Name” and enter your user name.
(Note: This will be the same username that you use in your district or
in the KETS Domain if a KDE User. If connecting from a district,
please use the following convention for your username:
<DOMAIN>\username, where <DOMAIN> would be replaced with
your local district domain name.)

4. Left click on the box to the right on “Password” and enter your password.

(Note: this password will be the same password your use to log into the

machine(s) within your district.)



5. Left click “Connect” and the following dialog box will appear:

Contivity ¥PN Client |

\?{} Save changes to current Connection?

| w

6. Click “Save” to save. The client will now remember your user name (you will

still be required to enter your password each time you connect to the VPN
Server.

7. You should now see the following dialog box:

Security Banner x|

Thiz syztem iz to be accessed by ;I
authorized personnel of the Kentucky

Department of Education only. By

accezsing thiz system, pou are

conzenting to be monitored for

lavs enforcement purpozes. Unauthonized

Lze of thiz zyztem may zubject vou to

criminal prozecution and penalites.

IJnauthonzed users should log off

immediatelyl

4 of
Cancel |

8. Left Click on “OK” and the following dialog box will appear:

Contivity ¥PN Client x|

i
l-"—_.@h-’ Contivity WPH Connection Established.

To Dizconnect or monitor the connection,
click on the Contivity %M Client icon
ati the right zide of the T azkhbar.

[T Do not show this message in the future




9. Leftclick on “OK” and this box will close and a KDE logo will appear in the
system tray (lower right hand corner of your desktop). You are now

successfully connected to the KETS Enterprise VPN Server.

[11. Disconnecting from the KETS Enterprise VPN Server.
1. Right click on the KDE Logo in the system tray (lower right hand corner of
your desktop). Then click “Disconnect Contivity VPN”.
2. Contact the District Technology Coordinator or TPOC for User Name and
Password information. For network connectivity issues, please contact the

KETS Help Desk at ketshelp@education.ky.gov or by phone (866) 538-7435.
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KETS Enterprise VPN client FAQ’s

Can the KETS Enterprise VPN client be used from within the Capital
Plaza Tower (KDE), or school district?

Answer: Yes, users can use the VPN client from the KETS Network. A
user within KDE\KETS would have no advantage in using the KETS
Enterprise VPN client; the user would be on their same physical network.

Are there any issues using RAS or other third party dial-up service from
a KETS users’ home to access the KETS network using the KETS
Enterprise VPN client?

Answer: There are no known issues when using VPN with a third party
service.

What is the username that needs to be entered when using the KETS

Enterprise VPN?

Answer: The username that is to be used is the same username utilized
for KDE users and District users. E.G. John Smith = jsmith

What is the password for a KETS user using the KETS Enterprise VPN
client?

Answer: The new VPN client uses AD authentication, eliminating the
need for multiple passwords, therefore your password is the same as what
you log in with everyday.

Do you need to be connected with the old VPN Client to download and
install the new KETS Enterprise VPN client?

Answer: No, the download and documentation are publicly accessible.
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Microsoft Outlook 2003 Authentication Issue

The Outlook 2003 default installation can cause connection issues when using the KETS
Enterprise VPN client. When a KETS VPN user logs into the VPN server, and attempts
to connect to their Exchange email server using Outlook 2003, a default authentication
setting could cause Outlook 2003 to not connect.

Please review the steps necessary to check the authentication method.

e Click on Start - Settings - Control Panel

e From Control Panel click Mail

e Select E-mail Accounts... a new window will appear, click Next

e Make sure “Microsoft Exchange Server” is highlighted and select
Change... at the right

e In the next window select More Settings..., at the lower right, a new
window will appear, click the Security tab at top

e Under Logon network security: make sure only Password Authentication
(NTLM) is selected, if not, select drop down arrow to right and select
Password Authentication (NTLM)

e Click OK (window on top will disappear) then click Next, then click
Finish and then, in the remaining Mail Setup — MS Exchange Settings
window, click Close

e Try connecting to your Exchange email server using Outlook 2003 and
your KETS Enterprise VPN client
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