


	Data Management Best Practices

	Category
	Best Practices
	Law/Reg
	Completed

	Policies
	Establish/Annual Review of policies, procedures and/or guidelines:
· Data Collection, Access & Use
· Data Security & Breach
· Data Retention 
· Data Destruction
· Protection of Pupil Rights Amendment (PPRA) Policy(s)
	




20 U.S.C. § 1232h; 34 CFR Part 98.
	

	Annual Notifications

Family 
Education Rights & Privacy (FERPA) 


and 


Protection of Pupil Rights Amendment (PPRA)
Notification
	Annual Notification to parents and eligible students to include:
1. Right to inspect and review their education records, the right to seek to amend those records, the right to consent to disclosure of PII, and the right to file a complaint with the U.S. Department of Education regarding an alleged FERPA violation.   (Model Notification) Including:
a. The procedure for exercising the right to inspect and review education records and the procedure for requesting amendment of those records.
b. The criterion for determining who constitutes a “school official” and what constitutes a “legitimate educational interest”.
2. Public notice to parents on any use of “directory information” including Types of PII designated as directory information and an explanation of the rights of parents to opt out.  Including notification that student records are disclosed to other schools in which the student seeks or intend to enroll.  (Model Notification)
3. Notice to parents regarding certain rights regarding the conduct of surveys, collection and use of information for marketing purposes and certain physical exams. (Model Notification)
4. Optional Notification to include:
a. What information is being collected about students;
b. Why information is being collected;
c. How information is being protected;
d. What information is shared with third parties;
e. Who parents should contact if they have questions about data practices

	FERPA
20 U.S.C. § 1232g; 34 CFR Part 99 













PPRA
20 U.S.C. § 1232h; 34 CFR Part 98



Source: PTAC
	

	Annual review of data systems
	· Identify and create/maintain master list of systems used within school and district including apps used in the classroom
· Create a process local users must follow before using new apps so that agreements can be verified compliant with FERPA/PPRA and local policies.
	
	

	Internal Data Access
	· Establish internal data request process with approvals to confirm “need to know” before granting system access.
· Is a signed non-disclosure statement on file for all staff with access to personal or confidential data?
· Include best practices on creating and maintaining secure passwords.  
· Establish/follow notification procedures for when an employee leaves so access can be revoked.  
	
	

	External Data Requests
	· Establish external data request process with definitions of FERPA data sharing provisions including directory, official, studies, and audit-evaluation exception. Ensure data exchange agreements are in place before sharing data as applicable.
· Establish/follow local requirements for use/sharing data under “official exception”.
	
	

	Data Sharing Agreements
	· Review of data sharing agreements in place for each data system used.  Determine applicable FERPA condition for sharing – directory, official, studies, or audit-evaluation.
· Maintain MOUs for data sharing under FERPA for studies and audit-evaluation exceptions.  Although, not required agreements are also best practices for data sharing under “official” exception too.  
· Review terms of use to ensure Studies and Audit-Evaluation agreements comply with FERPA, define purpose, limit use to educational purpose, security of records, and identify how records will be destroyed.
· Ensure HB5 & HB341 language has been incorporated into all new agreements on data breach and PII. As agreements with data system vendors are updated HB5 & HB232 language must be added.
· Review terms on data use for apps used in classroom.  Review opt in agreements to ensure all systems represented.
	
	

	Annual Training Plan

	· Forum Guide to Data Ethics Online Course
· FERPA 101:  For Local Education Agencies 
· FERPA 201:  Data Sharing under FERPA
· New employee
· Best practices on data use
· Procedures for requesting data access
· Procedures for requesting approval for use of new app
· Data Standards
· District
· KDE
· Data Security – staff role in protecting and securing data
	
	

	Transparency

	· Include inventory of systems and apps used with overview of what’s included and how each are used.
· Post data sharing agreements in place under FERPA exceptions.
· Post annual notices on-line
· Post data management/governance policies on-line
· Make training resources readily available for new employees.
Inventory and post data collected.

	
	

	Data Quality
	· Establish data stewards to monitor and validate quality data.
	
	

	Data Reporting
	·  Define how data is being used -- data calendar.
	
	

	Data Governance Committee
	· Designated individuals responsible for:
· Monitoring whether data is properly handled from collection to reporting.
· [bookmark: _GoBack]Identifying individuals who have legitimate need for access to data.
· Develop polices concerning the management of the district’s data.
· Identify who is responsible for data elements and expected accuracy
· Review of new agreements or new applications that involve personally identifiable information (PII) and/or education records.
	
	

	Audit/Review
	· Conduct a self-audit to ensure the following areas have been reviewed and any corrective action is taken as necessary
· Physical security
· Servers and other hardware are maintained in a secure location
· Logical security
· Confidential data is stored in a secure network location with access limited to only authorized personnel
· User Access - General
· Procedures and policies have been developed and implemented for departing employees to revoke system access upon separation
· User Access – Infinite Campus
· Verify that only authorized personnel have system admin rights in Campus by running the ad hoc under State Published -Audit All Tool Rights 
· Inactivate any users no longer employed by the district
· Remove any tool rights for employees no longer requiring access to them based on their current job duties
· Data Destruction
· Policies and procedures have been compiled for decommissioning of equipment, including the removal of personal files and data on storage devices through physical or electronic means
· Data Backup
· Procedures and policies are in place to ensure regular data backups of key systems
· Data backups are stored in the cloud or data is regularly taken off-site to a secure location
· Disaster recovery plan is reviewed and updated as necessary
	
	






