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Status Other Best Practices Law/Regulation 
☐ Establish and/or complete an annual review of policies, procedures and/or guidelines 

around; 
• Data Governance policy and/or Data Collection, Access & Use  
• Data Security  
• Data Breach 
• Limited Directory Use Policy 
• Data Retention  
• Data Destruction 
• Acceptable Use Policies – data and internet use 

 

☐ New Employee awareness - set clear expectations for data security and privacy with all 
new employees a part of orientation. Review district policies, annual notifications and 
obtain signatures to confirm understanding as applicable. On-line training tools to help 
with training: 

• Forum Guide to Data Ethics Online Course 
• FERPA 101:  For Local Education Agencies  
• FERPA 201:  Data Sharing under FERPA 

 

 

☐ Annual training plan – reminders for all staff – utilize KDE webpage for resources that 
can be used. 

 

☐ Internal data access process: 
• Establish internal data request process with approvals to confirm “need to know” 

before granting system access. 
• Confirm signed acceptable use policy and non-disclosure documents on file before 

granting access. 

 

Status Mandatory Requirements Law/ Regulation 
☐ Protection of Pupil Rights Amendment (PPRA) Policy 

 
PPRA - 20 U.S.C. § 
1232h; 34 CFR 
Part 98 

☐ Annual Notification - Family Education Rights & Privacy (FERPA) requires a school to 
annually notify parents of their rights under FERPA (Model FERPA  Notification)  

34 CFR Part 99.7  
 

☐ Annual Directory Information notice (Model Directory Information Notification) 
 

§ 9528 of the 
ESEA, 34 CHR 
99.37 

☐ Annual Notification of Protection of Pupil Rights Amendment (PPRA) --. (Model PPRA 
Notification) 

20 U.S.C. § 
1232h; 34 CFR 
Part 98 
20 USC 7908 

☐ Annual Military Recruiter notification – (Notification is often included in the annual 
FERPA Notification.) 
 

§ 8528 of the 
ESEA 
 
 

☐ Notification to parents that education records are forwarded to other agencies or 
institutions that have requested the records and in which the student seeks or intends 
to enroll or is already enrolled as long as the disclosure is for the purposes related to 
the student’s enrollment or transfer. This notice is usually included in the annual FERPA 
notification. 

34 CFR 99.34 

https://nces.ed.gov/forum/ldsguide/book3/ch_1.asp
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/Data%20Security%20Checklist_0.pdf
http://education.ky.gov/districts/tech/Documents/Data%20Security%20and%20Breach%20Notification%20Best%20Practice%20Guide.doc
http://education.ky.gov/districts/tech/Documents/Data%20Security%20and%20Breach%20Notification%20Best%20Practice%20Guide.doc
https://www2.ed.gov/policy/gen/guid/fpco/ferpa/mndirectoryinfo.html
http://kdla.ky.gov/records/recretentionschedules/Documents/Local%20Records%20Schedules/PublicSchoolDistrictRecordsRetentionSchedule.pdf
https://studentprivacy.ed.gov/resources/best-practices-data-destruction
https://nces.ed.gov/pubs2005/tech_suite/app_A.asp
http://nces.ed.gov/forum/dataethics_course.asp
https://studentprivacy.ed.gov/content/online-training-modules
https://studentprivacy.ed.gov/content/online-training-modules
https://studentprivacy.ed.gov/content/online-training-modules
https://studentprivacy.ed.gov/faq/what-policies-must-local-education-agency-lea-develop-under-protection-pupil-rights-amendment
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/lea-officials.html
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/mndirectoryinfo.html
http://www2.ed.gov/policy/gen/guid/fpco/ppra/modelnotification.html
http://www2.ed.gov/policy/gen/guid/fpco/ppra/modelnotification.html
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/military-recruiter_.pdf
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Status Other Best Practices Law/Regulation 
• Promote best practices on creating and maintaining secure passwords.  
• Establish/follow notification procedures for when an employee leaves so access 

can be revoked. 
☐ External data request process to include:  

• Procedures for internal review – individual or team with understanding of annual 
notifications and FERPA exceptions  

• MOUs are executed prior to sharing personally identifiable information. 
• Parent and Eligible Student Rights – ensure established process is followed to 

accommodate parent and eligible student rights to access, seek to amend, and 
consent to disclose data. 

• Data sharing tracking – maintain documentation of any personally identifiable data 
that is disclosed. 

 
 
 
 
34 CFR 99, 
Subparts B,C, and 
D 
 
34 CFR 99, 
Subpart D 

☐ Data Sharing Agreements 
• Maintain a written agreement/memorandum of understanding (MOU) for data 

sharing under FERPA for studies and audit-evaluation exceptions. Although not 
required, agreements are also a best practice for data sharing under the “officials” 
exception too. Include KRS 61.931 and KRS 365.734 language. 

• Ensure data sharing agreements are in place for each data system used. Determine 
applicable FERPA condition for sharing PII – directory, official, studies, or audit-
evaluation. Define purpose, limit use to educational purpose, address security of 
records, and identify how records will be destroyed.  

• Reviews opt in agreements to ensure all systems represented. 

 

☐ Data Inventory 
• Data collection – Ensure that data are collected in accordance with your collection 

and survey notices. 
• Keep accurate and updated data inventories or data dictionary – review/update 

your metadata dictionary. 

 

☐ Security Protocols 
• Implement the Center for Internet Security (CIS) controls for effective cyber 

defense or a comparable IT security framework 
• Data Security Checklist for developing/maintaining successful data security 

program.  

 

☐ System inventory 
• Identify and maintain inventory of systems used within school and district 

including apps used in the classroom 
• Establish district or school review/approval process prior to purchase/use to 

ensure terms of agreement (including on-line apps) are acceptable to school and 
district and meet FERPA and PPRA requirements. 

• Require service providers and educational partners who handle personal 
information on behalf of your organization to follow your security policies and 
procedures as well as state and federal laws. KDE has developed the following 
verbiage, which, if used by any district, must be customized, for inclusion in 
contracts:   
• KDE RFP/Contract Attachment - Data Security and Breach Protocols 
• KDE RFP/Contract Attachment - FERPA and Affidavit of Non-Disclosure 

 

☐ Establish and follow data breach best practices for escalation and notification of any 
issue: 

 

https://apps.legislature.ky.gov/law/statutes/chapter.aspx?id=37294
https://apps.legislature.ky.gov/law/statutes/statute.aspx?id=43327
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/Data%20Security%20Checklist_0.pdf
https://studentprivacy.ed.gov/faq/i-want-use-online-tool-or-application-part-my-course-however-i-am-worried-it-violation-ferpa
http://education.ky.gov/districts/tech/Documents/KDE%20RFP%20Attachment%20-%20Data%20Security%20and%20Breach%20Protocols.docx
http://education.ky.gov/districts/tech/Documents/KDE%20RFP%20Attachment%20-%20FERPA%20and%20Affidavit%20of%20Non-Disclosure.docx
https://education.ky.gov/districts/tech/Documents/DataSecurityandBreachNotificationBestPracticeGuide.pdf
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• Investigate any incidents to determine if they are data breaches.  
• Notify KDE of suspected or confirmed breach to ensure state notification 

procedures are followed. 
• Ensure that parents, eligible students and faculty as applicable are notified of any 

data breaches. 
☐ Data Governance 

• Designate individuals to be responsible for: 
o Monitoring whether data is properly handled from collection to reporting 
o Identifying individuals who have legitimate need for access to data 
o Approving outside requests for data 

• Develop polices concerning the management of the district’s data. 
• Establish data stewards to monitor and validate quality data. 
• Maintain data calendar with clear expectations for data quality validation. 

 

☐ Transparency – make data management practices public or readily available: 
• Maintain inventory of systems and apps used with overview of what’s included and 

how each are used. 
• Document data sharing agreements in place under FERPA exceptions. 
• Post annual notices and data management policies on-line on school/district 

website. 

 

☐ Other optional notifications can include: 
• What information is being collected about students; 
• Why information is being collected; 
• How information is being protected; 
• What information is shared with third parties; 
• Who parents should contact if they have questions about data practices 

 

 

Helpful websites: 

• Kentucky Department of Education – Privacy and Security webpages - 
https://education.ky.gov/districts/tech/pages/data-security-privacy.aspx  

• U.S. Department of Education – Privacy Technical Assistance Center - https://studentprivacy.ed.gov/ 
• FERPA/SHERPA - https://ferpasherpa.org/  
• Future of Education Privacy Forum - https://fpf.org/2019/04/05/future-of-privacy-forum-releases-policymakers-

guide-to-student-data-privacy/ 

https://studentprivacy.ed.gov/resources/checklist-data-governance
https://studentprivacy.ed.gov/resources/transparency-best-practices
https://education.ky.gov/districts/tech/pages/data-security-privacy.aspx
https://studentprivacy.ed.gov/
https://ferpasherpa.org/
https://fpf.org/2019/04/05/future-of-privacy-forum-releases-policymakers-guide-to-student-data-privacy/
https://fpf.org/2019/04/05/future-of-privacy-forum-releases-policymakers-guide-to-student-data-privacy/



Accessibility Report


		Filename: 

		DataManagement_BestPractices.pdf




		Report created by: 

		

		Organization: 

		




[Enter personal and organization information through the Preferences > Identity dialog.]


Summary


The checker found problems which may prevent the document from being fully accessible.


		Needs manual check: 3

		Passed manually: 0

		Failed manually: 0

		Skipped: 2

		Passed: 26

		Failed: 1




Detailed Report


		Document



		Rule Name		Status		Description

		Accessibility permission flag		Passed		Accessibility permission flag must be set

		Image-only PDF		Passed		Document is not image-only PDF

		Tagged PDF		Passed		Document is tagged PDF

		Logical Reading Order		Needs manual check		Document structure provides a logical reading order

		Primary language		Passed		Text language is specified

		Title		Failed		Document title is showing in title bar

		Bookmarks		Passed		Bookmarks are present in large documents

		Color contrast		Needs manual check		Document has appropriate color contrast

		Page Content



		Rule Name		Status		Description

		Tagged content		Passed		All page content is tagged

		Tagged annotations		Passed		All annotations are tagged

		Tab order		Passed		Tab order is consistent with structure order

		Character encoding		Passed		Reliable character encoding is provided

		Tagged multimedia		Passed		All multimedia objects are tagged

		Screen flicker		Passed		Page will not cause screen flicker

		Scripts		Passed		No inaccessible scripts

		Timed responses		Passed		Page does not require timed responses

		Navigation links		Needs manual check		Navigation links are not repetitive

		Forms



		Rule Name		Status		Description

		Tagged form fields		Passed		All form fields are tagged

		Field descriptions		Passed		All form fields have description

		Alternate Text



		Rule Name		Status		Description

		Figures alternate text		Passed		Figures require alternate text

		Nested alternate text		Passed		Alternate text that will never be read

		Associated with content		Passed		Alternate text must be associated with some content

		Hides annotation		Passed		Alternate text should not hide annotation

		Other elements alternate text		Passed		Other elements that require alternate text

		Tables



		Rule Name		Status		Description

		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot

		TH and TD		Passed		TH and TD must be children of TR

		Headers		Passed		Tables should have headers

		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column

		Summary		Skipped		Tables must have a summary

		Lists



		Rule Name		Status		Description

		List items		Passed		LI must be a child of L

		Lbl and LBody		Passed		Lbl and LBody must be children of LI

		Headings



		Rule Name		Status		Description

		Appropriate nesting		Skipped		Appropriate nesting






Back to Top
