ATTACHMENT A
CONTRACT
FOR
KETS INSTRUCTIONAL DEVICES

BETWEEN
THE COMMONWEALTH OF KENTUCKY
Kentucky Department of Education {KDE)
AND
BYTESPEED LLC
MA 758 1600000412

Vandor Contact Information:
Marvin Callce
3131 24™ Ave S
Moorhead, MN 56560
Phone: (218) 227-0463
Email: mcalice@bytespeed.com
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This Master Agreement (“Contract”, “Award” or “Agreement”) Is entered into, by and
between the Commonwealth of Kentucky, Kentucky Department of Education (“the
Commonwealth” or "Customer” or "KDE") and ByteSpeed LLC ("Contractor” or "Vendos”
or "ByteSpeed") as the Prime Vendor.

The Commonwealth and Contractor agres to the following:

l. Scope of Contract
The purpose of this Contract is to provide KETS Instructional Devices and
related services for usage by Kentucky public school districts, the Kentucky
School for the Blind {(KSB), the Kentucky School for the Deaf (KSD) and the
Kentucky Education and Workforce Development Cablnet which Includes but Is
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not limited to the Kentucky Department of Education (KDE), the Education
Professional Standards Board (EPSB), Kentucky Educational Television (KET)
and the Council on Postsecondary Education (CPE).

il. Negotiated Items

1.

@ o & & 0w

Instructional Device Categories Installation/Initial Conflguration Discount - 0%
Discount off MSRP, included in the purchase cost of the device — Refer to Section
IV, Pricing

Instructional Davice Categories Services - 100% Discount off MSRP as 1t [s
included in the warranty provided — Refer to Section IV. Pricing

ByteSpseed shall provide a five (5) year depot warranty on all desktops. The first
three (3) years will be the KDE required three (3) year onsite,

ByteSpeed shall provide the KDE required three (3) year depot warranty on laptops
and shall include a one (1) year warraniy on the battery at no extra cost to KDE.
ByteSpeed shall provide free Imaging, free asset tagging, free lifetime tech support,
and a free parts closet optlon.

Addition to Section 40.5 Type of Contract

Orlginal Language

This Contract shall ba on the basis of a firm fixed unit price.

Negotiated Language
This Contract shall ba on the basis of a firm flxed percentage discount off MSRP.

lll. Terms and Conditlons (Per Section 30 — 50 of RFP 758 1500000349}

SECTION 30 - COMMONWEALTH OFFICE OF TECHNOLOGY (COT)
REQUIREMENTS

301

30.2

Commonwealth Information Technology Policles and Standards
The Vendor and any subcontractors shall be required to adhere to applicable
Commonwaalth policles and standards related to technology use and security.

Compllance with Commonwealth IT Enterprise Architecture and Standards
The Commonwealth IT Enterprise Architecture and Standards reflect a set of
principles for information, technology, applications, and organization. These
standards provide guidelines, policies, directional statements and sets of
standards for information technology. It defines, for the Commonwaealth,
functional and Information needs so that technology choices can be made based
on business objectives and service delivery. The Vendor shall stay
knowledgeabls and shall abide by these standards for all related work,




30.3

30.4

30.5

hitp:/itechnology.ky.gov/governance/Pages/architecture.aspx

Compliance with Commonwealth Security Standards

The software deployment and all Vendor services shall abide by security
standards as outlined in the Commonwealth's Enterprise Information Technology
Policles.

Enterprise Policies
httg:ﬂlechnology.ky.govlcIsolPagesIlnformatlonSecurily:PoIIcIes,StandardsandPr
ocedures.aspx

Finance and Administration Cabinet Commonwealth Office of Technology
Enterprise IT Pollcles
http:/fiinance.ky.qov/services/policies/Pages/default.aspx

Compliance with Industry Accepted Reporting Standards Based on
Security Controls and Trust Principles

The vendor must employ a comprehensive risk and threat management
approach based on defined industry standards for service organizations such as
the Statement on Standards for Attestation Engagements (SSAE 16). The
vendor must undergo annual controls reviews based on these standards and
have the abilily to demonstrate compliance through the applicable reporting
mechanisms assoclated with these reviews. This shall include providing access
to any publicly avaltable reports (l.e. SSAE 16 SOC 3) as well as on sile reviews
of reports availabla specifically for business pariners (l.e. SSAE 16 SOC 2}.

System Vulnerabllity and Security Assessments

The Commonwealth reserves the right to conduct external non-invasive
vulnerability and security assessments of the software and infrastructure used to
provide services prior to implementation and periodicafly thereafter. Upon
completion of these assessments, the Commonwealth will communicate any
findings to the vendor for action. Any cost relating to the alleviation of the
findings will be the responsibility of the vendor. Mitigations will be subject to re-
evaluation after completion. In cases where direct mitigation cannot be
achieved, the vendor shall communicate this and work closely with the
Commonwaealth to identify acceptable compensating controls that will reduce risk
lo an acceptable and agreed upon level. An accredited third parly source may
he selected by the vendor to address findings, provided they will acknowledge all
cost and provide valid documentation of mitigation strategles in an agreed upon
timeframe.



30.6

30.7

30.8

30.8

Privacy, Confidentlality and Ownership of Information

The Commonwealth Office of Technology (COT) is the designated owner of all
data and shall approve all access to that dala. The Vendor shall not have
ownership of Commonwealth data at any time. The Vendor shall be in
compliance with privacy policies established by governmental agencies or by
state or federal law. Privacy policy statements may be developed and amended
from time to time by the Commonwealth and will be appropriately displayed on
the Commonweallh portal (Ky.gov). The Vendor should provide sufficlent
security {o protect the Commonwealth and COT data In neiwork transit, storage,
and cache. All sensitive data, as deflned In Enterprise Standards, must be
aencrypted In-transit.

Software Development

If applicable, source code for software developed or modlfied by the Vendor
specifically for the Commonwealth shall become property of the Commonweaith.

This Is not meant to Include minor modifications to the vendor software to
canfigure the sofiware for Commonwealth use. This is meant to include software
written to add functionality to the vendor product specifically to meet the
requirements of the Commonwaalth where the Commonweaith bears the entire
cost of creating that functlonality.

License Agreements

if applicable, software provided by the Vendor to the Commonwealth should
contain a provision for perpetual licensing with all upgrade options. License
agreements should also contain a provision for the Commonwealth to maintain a
version of the software in escrow in the event the Vendor Is unable to continue
business for financlal or other business reasons.

Software Version Requirements

All commercially supported and Commonwealth approved software components
such as Operating system (OS), Database software, Application software, Web
Server software, Middle Tier soflware, and other ancillary software must be kept
current. In the event that a patch interferes with the solution, the vendor must
present a plan for compliance to the Commonwealth outlining the constraints and
an appropriata plan of action to bring the sclution in to compliance to allow this
patch to be applied In the shortest timeframe possible, not to exceed three
months, unless otherwise negotiated with the Commonwealth.

The vendors shall keep software in compliance with industry standards to support
third party dependencles such as Java, Adobe Flash, Internet Explorer, Mozilla
Firefox, Google Chrome, etc. at currently supported verslon, release, and patch
levels. In the event that a third party dapendency Interferes with the solution, the
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30.10

30.11

vendor must present a plan for compliance to the Commonwealth outlining the
constraints and an apprapriate plan of actlon to bring the solution into compliance
to allow lhis third parly dependency to be updated in the shortest timeframe
possible, not to exceed three months, unless otherwise negotiated with the
Commonwaalth.

Section 508 Compliance

All user Interfaces to the solution(s) provided, shall be warranted by the vendor to
comply with Section 508 of the Rehabllitation Act of 1973 (29 U.S.C. 794d) and
the World Wide Web Consortium's (W3C) Web Content Accesslbiiity Guidelines
(WCAG) 1.0, conformance level Double-A or greater.

No Surreptitious Code Warranty -

The Contractor represents and warrants that no copy of licensed Software
provided to the Commenwealth contains or will contain any Self-Help Code or
any Unauthorized Code as defined below. This warranty is referred to in this
Coniract as the "No Surreptitious Code Warranty”.

As used in this Confracl, "Self-Help Code" means any back door, ime bomb,
drop dead device, or other software routine designed to disable a compuler
program automatically with the passage of time or under the positive control of a
person other than the licensee of the software. Self-Help Code does not Include
Software routines In a computer program, if any, designed to permit an owner of
the computer program (or other person acting by authority of the owner) to obtaln
access to a licensee's computer system(s) (e.g. remote access) for purposes of
maintenance or technical suppaort.

As used in this Contract, "Unauthorized Code" means any virus, Trojan horss,
spyware, worm or othar Software routines or components designed to permit
unauthorized access to disable, erase, or otherwise harm software, equipment,
or data; or to perform any other such actions. The term Unauthorized Coda does
not include Self-Help Code.

In addition, Contractor will use up-to-date commercial virus detection software to
detect and remove any viruses from any software prior to delivering it to the
Commonwealth.

The Vendor shall defend the Commonwealth agalnst any claim, and indemnify
the Commonwealth against any loss or expense arising out of any breach of the
No Surreptitious Code Warranty.




30.12

Applicable Security Control Framework Compliance

The vendor must have an awareness and understanding of the NIST Special
Publication 800-53 Securlty Control Framework and employ safeguards that
mest or exceed the moderate lsval conirols as deflnad within the standard.
These conirols must provide sufficlent safeguards to provide reasonable
protections around the Commonwealth’s data to ensure that the confidentiality,
integrity, and avallabllity is maintained at an appropriale level. These include but
are not limited to: ;

Access Control .

The vendor must employ policy and process that provide for stringent control
to limit physical and logical access to systems that house Commonweaith
data to a nead to know basis and provide clear separation of dutles.
Awareness and Tralning

The vendor must provide the appropriate role specific training for staff to
ensure that there Is awareness and understanding of roles and
responsibililies as they relate o the protections around the Commonwealth's
data.

Audit and Accountability

There must be sufficient auditing capability to ensure that actions are tracked
and there is individual accountabllity for all actions taken by vendor staff.
Configuration Management

The vendor must work within established baselines that provide minimal
functionality needed to ensure service delivery without exposing unnecessary
risk. The vendor must also employ structured change control processes that
provide a [evel of coordination with the client agreed upon in a Service Level
Agreament (SLA).

Contingency Planning

The vendor must smploy coniingent planning policy and procedures that
ensure service delivery based on agreed SLA levels while maintaining all
Commonwaeaith data within the continental Unltes States.

Identification and Authorization

The vendor must employ appropriate Ideniity and access management
policies and procedures to ensure that access Is appropriately authorized and
managed at a level to ensure that access is provisioned and de-provisioned in
a timely and efflclent manner.

Incident Response

The vendor must employ policy and procedures to ensure that an appropriate
response to all identified security incidents ara addressed In a timely manner
and are reported to the appropriate parties in an agreed upon SLA
timeframe. The vendor must alsc ensurae that all staff are sufficient trained to
aensure fhat they can identify situations that are classified as securlty
incidents.

Maintenance




The vendor must employ policy and procedurss that ensure that all
maintenance activities are conducted only by authorized maintenance staff
leveraging only authorized maintenance tools.

» Media Protection
The vendor must employ policy and procedure to ensure that sufficient
protections exist to protect Commonwealth data on all storage media
throughout the media lifecycle and malntain documentation from media
creation through destruction,

» Physical and Environmental Controls
The vendor must employ physlcal and environmental policies and procedures
that ensure that the service and delivery infrastructure are located in a
physically secure and environmentally protected environment to ensure the
confidentiality, integrity, and availability of Commonwealth data.

s Parsonnel Securily
The vendor must employ policies and procedures to ensure that all staff that
have access 1o systems that house, transmit, or process Commonwealth data
have baen appropriate vetted and have been through a background check at
the time of hire and pericdically thereafter.

= Systemn and Communications Profeclions
The vendor must employ physical and logical protection that protect system
communications and communication media from unauthorized access and to
ensure adequate physical protections from damage.

SECTION 40 - PROCUREMENT REQUIREMENTS ]

40.1

40.2

Procurement Requirements ~

Procurement requirements are listed under “Procurement Laws, Preference,
Regulations and Policies” and “Response to Solicitation” located on the
eProcurement Web page at  hitp://eprocurement.ky.gov and

http://finance.ky.qov/services/eprocurement/Pages/VendorServices.aspx
respectively. The vendor must comply with all applicable statutes, regulations

and policies related to this procurement.

Contract Components and Order of Precedence

The Commonwealth’s acceptance of the Coniractor's offer in response to the
Solicitation RFP 758 1500000349, indicated by the issuance of a Contracl Award
by the Office of Procurement Services, shall create a valld Contract between the
Parties consisting of the following:

1. Any written Agreemant betwsen the Parties;

2. Any Addenda to the Solicitation RFP 768 1500000349;

3. The Solicitation RFP 758 1500000349 and all attachments
4. Procurement Statutes, Regulations and Policies



5. Any Best and Final Offer;

8. Any clarifications concerning the Contractor's proposal in response to the
Solicitation RFP 758 1500000349,

7. The Contractor's proposal in response to the Solicitation RFP 758
1500000349. .

In the event of any conflict between ar among the provisions contained in the
Contract, the order of precedence shall be as enumerated above.

40.3 Final Agreement
This Contract represents the entire agreement between the parties with respect
lo the subject matter hereof. Prior negoliations, representations, or egreements,
gither written or oral, between the partles hereto relating to the subject matter
hereof shalt be of no effect upon this Contract.

40.4 Contract Provisions
If any provislon of this Contract (including items incorporated by reference) is
declared or found to be illegal, unenforceable, or void, then both the
Commonwealth and the Contractor shall be relieved of ali obligations arising
under such provision. If the remalnder of this Contract is capable of
performancs, it shall not be affected by such declaration or finding and shall be
fully performed.

40.5 Type of Contract .
This Contract shall be on the basis of a firm fixed percentage discount off

MSRP.

40.6 Contract Usage
The contraciual agreement with the Vendor will in no way obligate the
Commonwealth of Kenlucky to purchase any services or equipment under this
Contract. The Commonwealth agrees, in entering into any contract, to purchase
only such services in such quantities as necessary lo meet the’ actual
requirements as determined by the Commonwealth.

40,7 Addition or Deletion of items or Services
The Office of Procurement Services reserves the right to add new and similar
Items, by issuing a Contract Modification, to this Contract with the consent of the
Vendor. Untl! such time as the Vender receives a Modification, the Vendor shall
not accept Delivery Orders from any agency referencing such ilems or services.



40.8

40.9

40.10

40.11

40.12

Changes and Modifications to the Contract

Pursuant to KRS 45A.210 (1) and 200 KAR 5:311, no modification or change of
any provision in the Confract shall be made, or construed to have been made,
unless such modification is mutually agreed to In writing by the Contractor and
the Commonweallh, and incorporated as a writlen amendment to the Contract
and processed through the Office of Procurement Services and approved by tha
Finance and Administration Cabinet prior to the effective date of such
modification or change pursuant to KRS 45A.210(1) and 200 KAR 5:311.
Memorandum of understanding, written clarification, and/for correspondence shall
not be conslrued as amendments to the Contract,

If the Contractor finds at any time that existing conditions made modification of
lhe Confract necessary, it shall promplly report such matters to the
Commonwaalth Buyer for consideration and decision.

Changes in Scope

The Commonwealth may, at any time by written order, make changes within the
general scope of the Contract. No changes in scope are o be conducted excapt
at the approval of the Commonwaalth.

Contract Conformance

If the Commonwealth Buyer determines that deliverables due under the Contract
are not in conformance with the terms and condillons of the Contract and the
mutually agreed-upon project plan, the Buyer may request the Contractor to
dellver assurances In the form of additional Contractor resources and to
demonstrate that other major schedules will not be affected. The Commonwealth
shall detarmine the quantity and quality of such additional resources and failure
to comply may constitute default by the Contractor.

Assignment
The Contract shall not be assigned in whole or In part without the prior written
consent of the Commonwsaith Buyer.

Payment

The Commonwealth will make payment within thirty (30) working days of receipt
of Contractor's invoice or of acceptance of goods and/or services in accordance
with KRS 45.453 and KRS 45.454,

Payments are predicated upon successful completion and acceplance of the
described work, services, supplies, or commaodities, and delivery of the required
documentatlon. Invoices for payment shall be submitted to the Agency Contact
Person or his representalive.




40.13

40.14

40.15

40.16

4017

Contractor Cooperatlon In Related Efforts

The Commonwealth of Kentucky may undertake or award other contracts for
additional or related work, services, supplies, or commodities, and the Contractor
shall fully cooperate with such other contractors and Commanwealth employees.
The Contractor shall not commit or permit any act thal will interfere with the
performance of work by any other contractor or by Commonwaaith employees.

Contractor Afflllation

"Affiliate" shall mean a branch, division or subsidiary that is effectivaly controlled
by another party. If any affiliate of the Contractor shall take any action that, if
done by the Contractor, would constitute a breach of this agreement, the same
shall be deemed a breach by such party with like legat effect.

Commonwealth Property

The Contractor shall be responsible far the proper custody and care of any
Commonwealth-owned property furnished for Contraclor's use In connections
with the performance of this Contract. The Cantractor shall reimburse the
Commonwealth for lis loss or damage, normal wear and tear excepted.

Confidentiallty of Contract Terms

The Contractor and the Commonwaealth agree that afl Information communicated
hetween them before the effactive date of the Contract shall be received In strict
confidence and shall not be necessarlly disclosed by the receiving party, its
agents, or employees without prior written consent of the other party. Such
materia! will be kept confidential subject to Commonwealth and Federal public
information disclosure laws.

Upon signing of the Contract by all Parties, terms of the Coniract baecome
available to the public, pursuant to the provisions of the Kentucky Revised
Slatutes,

The Contractor shall have an appropriate agreement with its Subcontractors
extending these confidentiality requirements to all Subcontractors' employees.

Confldential Information

The Contractor shall comply with the provisions of the Privacy Act of 1874 and
instruct s employees to use the same degree of care as it uses with its own data
to keep confidential Information concerning client data, the business of the
Commonwealth, its financial affalrs, Its relations with ils citizens and Its
employees, as well as any other information which may be specifically classified
as confidential by the Commonwealth in writing to the Contractor. All Fedasral
and State Regulations and Statutes related to confidentialily shall be applicable
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40.18

40,19

to the Contractor. The Contractor shall have an appropriate agreement with its
employees, and any subcontractor employees, to that effect, provided however,
that the foregoing will not apply to:

A. Information which the Commonweallth has released In wriling from belng
malntained In confidence;

B. Information which at the time of disclosure is in the public domain by having
been printed an published and avallable to the public In librarles or other
public places where such dala is usually collected; or

C. Information, which, after disciosure, becomes part of the public domain as
defined above, thorough no act of the Contractor.

Advertising Award

The Contractor shall not refer to the Award of Contract in commerclal advertising
in such a manner as {o state or imply that the firm or its services are endorsed or
preferred by the Commonwealth of Kentucky without the expressed written
consent of the Agency Technical Contact person listed in Section 50.5.

Patent or Copyright Infringement

The Contractor shall report to the Commonweaith promptly and In reasonable
written deteil, each notice of claim of paient or copyright infringement based on
the performance of thls Contract of which the Contractor has knowledge.

The Commonwealth agrees to nolify the Contractor promptly, in writing, of any
such claim, suit or proceeding, and at the Contraclor's expense give the
Contractor proper and full information needed to settle andfor defend any such
claim, suit or proceeding.

if, in the Conlractor's opinion, the equipment, materials, or information mentioned
in the paragraphs above Is likely to or does become the sublect of a claim or
infringement of a United States patent or copyright, then without diminishing the
Contractor's obfigation to salisfy any final award, the Contractor may, with the
Gommonwealth's written consent, substitute other equally suitable equipment,
materials, and Informatlon, or at the Conlractor's options and expense, obtain the
right for the Commonweelth to continue the use of such equipment, malerials,
and information.

The Commonwaealth agrees that the Contractor has the right to defend, or at its
option, to settle and the Contractor agrees to defend at Its own expenss, or at Its
option to settle, any clalm, suit or proceeding brought against the Commonwealth
on the issue of infringement of any United States patent or copyright or any
product, or any part thereof, supplied by the Contractor to the Commonwealth
under this agresment, The Contractor agrees to pay any flnal judgment entered
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40,20

40.21

40.22

against the Commonwealth on such issue In any sull or proceeding defended by
the Contractor.

if principtes of governmental or public law are involved, the Commonwealth may
participate in the defense of any such action, but no costs or expenses shall be
incurred for the account of the Contractor without the Contractor's wrilten
consent.

The Contractor shall have no liabifity for any infringsment based upon:

A. the comblination of such product or part with any other product or part not
furnished to the Commonwealth by the Contractor

B. the modification of such product or part unless such modification was made
by the Cantractor

C. the use of such product or part in a manner for which It was not designed

Permits, Licenses, Taxes and Commonwealth Registratlon

The Coniractor shall procure all necessary permits and licenses and abide by all
applicable laws, regulations, and ordinances of all Federal, State, and local
governments in which work under this Contract is performed.

The Contractor shall maintain certification of authority to conduct business in the
Commonwealth of Kentucky during the term of this Contract. Such registration is
obtained from the Secretary of State, who will also provide the certification
thereof. Additional local registration or license may be required.

The Contractor shalf pay any sales, use, and personal property taxes arising out
of this Contract and the transaction contemplated hereby. Any other taxes levied
upon this Contract, the transaction, or the equipment or services delivered
pursuant herelo shall be borne by the Contractor.

EEO Requirements

The Equal Employment Opportunily Act of 1978 applies lo All State government
projects with an estimated value exceeding $500,000. The Contractor shall
comply with all terms and conditions of the Act.

hllg:llﬁnance.ky.gov!servlceslegrocurementhagesNendorServices.asgx.

Provisions for Termination of the Contract
This Contract shall be subject to the termination provisions set forth In 200 KAR

5312,
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40.23

40.24

40.25

40.26

Bankruptcy

In the event the Contractor becomes the subject debtor in a case pending under
the Federal Bankruptcy Code, the Commonwealth's right to {erminate this
Contract may be subject to the rights of a trustee in bankruptcy to assume or
assign this Contract. The trustee shall not havs the right to assume or assign
this Conlract unless the trustes (a) promptly cures all defaults under this
Contract; (b) promptly compensales the Commonweaslth for the monetary
damages incurred as a result of such default, and (c) provides adequate
assurance of future performance, as dstermined by the Commonwealth,

Conformance with Commonweaith & Federal Laws/Regulations

This Contract is subject to the laws of the Commonwealth of Kentucky and where
applicable Federal law. Any litigation with respect fo this Contract shall be
brought In state or federal court in Frankiin County, Kentucky in accordance
with KRS 45A.245.

Accessibility

Vendor hereby warrants that the products or services to be provided under this
Contract comply with the accessibility requirements of Section 504 of the
Rehabillitation Act of 1973, as amended (29 U.S.C. § 794d), and its implementing
requlations set forth at Title 36, Code of Federal Regulations, part 1194. Vendor
further warrants that the products or services to be provided under this Contract
comply with existing federal standards established under Section 255 of the
Federal Telecommunications Act of 1996 (47 U.S.C. § 255), and its Implementing
regulations set forth at Tille 36, Code of Federal Regulations, part 1193, to the
extent the Vendor's products or services may be covered by that act. Vendor
agrees to promptly respond to and resolve any complaint regarding accessibilily
of Its products or sarvices which Is brought to its attention.

Access to Records

The contracior, as defined in KRS 45A.030 (9) agrees that the contracting
agency, the Finance and Administration Cabinet, the Auditor of Public Accounts,
and the Legislative Research Commission, or their duly authorized
representalives, shall have access to any books, documents, papers, records, or
other evidence, which are directly pertinent to this contract for the purpose of
financial audit or program review. Records and other prequalification Information
confidentially disclosed as part of the bid process shall not be deemed as directly
pertinent lo the contract and shall be exempt from disclosure as provided in KRS
61.878(1)(c). The contractor also recognizes that any books, documents, papers,
records, or other evidence, received during a financial audit or program review
shall be subject to the Kentucky Open Records Act, KRS 61.870 to 61.884.
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40.27

40.28

40.29
40.30

40.31

in the event of a dispute between the coniractor and the contracting agency,
Attorney General, or the Auditor of Public Accounts over documents that are
eligible for production and review, the Finance and Administration Gabinet shall
review the dispute and issue a determination, in accordance with Secretary's
Order 11-004. (See Altachment E).

Prohibitions of Certain Conflicts of Interest '

In accordance with KRS 45A.340, the contractor represents and warrants, and
the Commonwealth relies upon such representation and warranly, that it
presently has no interest and shall not acquire any Interest, direct or Indirect,
which would confllct In any manner or degree with the performance of its
services. The contractor further represents and warrants that in the psrformance
of the contract, no person, including any subconiractor, having any such interest
shall be employed.

In accordance with KRS 45A.340 and KRS 11A.040 (4), the contractor agrees
that it shall not knowingly allow any official or employee of the Commonwealth
who exerclses any function or responsibility in the review or approval of the
undertaking or carrying out of this contract to voluntarlly acquire any ownership
interest, direct or indiract, In the contract prior to the completion of the contract.

No Contingent Fees

No parson or selling agency shall be employed or retained or given anything of
monetary value to soliclt or secure this contract, excepting bona fide employees
of the Offeror or bona fide established commerclal or selling agencies maintained
by the Offeror for the purpose of securing business. For breach or violation of
this provision, the Commonwealth shall have the right to reject the proposal or
cancel the contract without liability.

Iintentionally Left Blank

Contract Claims
The Paitles acknowledge that KRS 45A.225 to 45A.290 governs contract clalms.

Limitatlon of Liability

The liability of the Commonwealth related to contractual damages is set forth in
KRS 45A.245. The Vendor's flabillty for damages to the Commonwealth shouid
be limitad to the greater of $1,000,000 or two times the contract purchase. The
foregolng limitation of liability should not apply to claims covered by other specific
provisions calling for liquidated damages or specifying a dlfferent limitation of
llability, or to clalms for injury to persons or damage to property caused by the
Vendor's negligence or willful or wanton conduct. [n no event should the Vendor
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40.32

be liable for any Indiract, special, punitive or consequential damages unless
otherwise speclfied in the Contract.

Discrimination (Effective April 8, 2015)

Discrimination (because of race, religion, color, national origin, sex, sexual
orlentatlon, gender [dantity, age, or disability} is prohibited. This sectlon applies
only to contracts utilizing federal funds, in whole or in parl. During lhe
performance of this contract, the contractor agrees as follows:

1. The conlractor will not discriminate against any employee or applicant for
employment because of race, religion, color, national origin, sex, sexual
orlentation, gender Identily, or age. The contractor further agrees to comply
with the provisions of the Americans with Disabilifies Act (ADA), Public Law
101-336, and applicable federal regulations relating thereto prohibiting
discrimination against otherwise qualified disabled Individuals under any
program or activity. The contractor agrees to provide, upon request, needed
reasonable accommodations. The contractor will take affirmative action to
ensure that applicants are employsd and that employees are ire3ated during
employment without regard to their race, religlon, color, national origin, sex,
sexual orientation, gender identity, age or disability6. Such actlon shall
Include, but not be limited {o the following; employment, upgrading, demotion
or transfer; recrultment or recruitment advertising; layoff or terminatlon; rates
of pay or other forms of compensations; and selaction for training, including
apprenticeship. The contractor agress to post in conspicuous places,
available to employees and applicants for employment, notices setting forth
the provislons of this non-discrimination clause.

2. The contractor will, In all solicitations or advertisements for employees placed
by or on behalf of the contractor, state that all qualified applicants wili receive
consideration for employment without regard to race, religion, color, national
origin, sex, sexual orientation, gender identity, age or disability.

3. The contractor will send to each labor union or representative or workers with
which he has a collective bargaining agreement or other contract or
undersianding, a notice advising the said labor union or workers’
representative of the contractor's commitments under this section, and shall
post copies of the notice in conspicuous places available lo employees and
applicants for employment. The contractor will take such actlon with respect
to any subcontracl or purchase order as the administering agency may direct
as a means of enforcing such provisions, Including sanctions for
noncompliance.
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4. The contractor will comply with all provisions of Executive Order No. 11246 of
September 24, 1965 as amended, and of the rules, regulations and relevant
orders of the Secretary of Labor.

5. The contractor will furnish all information and reports required by Executive
Order No. 11246 of September 24, 1965, as amended, and by the rules,
regulations and orders of the Secretary of Labor, or pursuant thereto, and will
permil access to his books, records and accounts by the administering
agency and the Secretary of Labor for purposes of investigatlon to ascertain
compllance with such rules, relegations and orders.

8, In the event of the coniractor's noncompliance with the nondiscrimination
clauses of this contract or with any of the sald rules, regulations or orders, this
contract may be cancelled, terminated or suspended in whole or In part and
the contractor may be declared ineligibie for further government contracts or
federally-assisted construction contractors in accordance with procedures
authorized in Executive Order No. 11246 of September 24, 1965, as
amended, and such other sanctions may be imposed and remedies invoked
as provided in or as otherwise provided by law.

7. The contractor will include provislons of paragraphs (1) though (7) of sectlon
202 of Executive Order 11246 In every subconiract or purchase order unless
exompted by rules, regulations or orders of the Secretary of Labor, Issued
pursyant to sectlon 204 of Executive Order No. 11246 of September 24,
1965, as amended, so that such provisions will be binding upon each
subcontractor or vendor. The contractor will take such action with respect to
any subcontractor or purchase order as the administering agency may direct
as a means of enforcing such provisions including sanctions for
noncompliance; provided, however, that In the event a contractor becomes
Involved in, or is threatened with, litigation with a subcontractor or vendor as a
result of such direction by the agency the contractor may request the United
Stat3es 1o enter into such litigation to protect the Interests of the United
States. ek

40.33 Minimum Wage for the Commonwealth’s Service Providers (Effective July 1, 2015}
The offeror shall pay to any worker diractly performing a service called for in the
contract, and to any person who provides a service ancillary thereto for at least
20% of his or her working time In any given work week, a minimum of $10.10 per
hour, or $4.90 per hour for tipped employees, for those hours worked in
connection with the contract.
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SECTION 50 - SCOPE OF WORK ]

50.1 Agencies to Be Served

50.2

50.3

This conlract shall be for use by Kentucky public school districts, the
Kentucky School for the Blind (KSB), the Kentucky School for the Deaf
(KSD) and the Kantucky Education and Workforce Development Cablnet
which includes but Is not limited to the Kentucky Department of Education
(KDE), the Education Professional Standards Board (EPSB), Kentucky
Educational Television (KET} and the Council on Postsecondary Education
(CPE). No shipments shall be mada axcept upon receipt by Vendor of an officiel
Delivery Order from a using agency.

Extending the Contract Use to Other Agencles

The Office of Procurement Services reserves the right, with the consent of the
Vendor, to offer the Master Agreement lo other state agencies requiring the
product(s} or service(s}.

Term of Contract and Renewal Options
The initial term of the Contract shall be for valid through June 30, 2016.

This Contract may be renewed at the completion of the Initlal Coniract period for
two (2) additional two-year periods upon the mutual agresment of the Parties.
Such mutual agreement shall take the form of a Contract Modification as
describad in Section 40.8.

Al the end of the contract the Vendor shall provide all agency data in a form that
can be converted to any subsequent system of the agency's choice. The Vendor
shall cooperate to this end with the Vendor of the agency’s choice, in a timely
and efficlent manner.

The Commonwealth reserves the right not to exercise any or all renewal options.
The Commonweslth reserves the right to extend the contract for a period less
than the length of the above-referenced renewal perlod if such an extension is
determined by the Commonwealth Buyer to be In the best Interest of the
Commonwealih.

The Commonweaith reservas the right to renegotiate any terms and/or conditions
as may be necessary lo meet requirements for the extended perled. In the event
proposed revisions cannot be agreed upon, either party shall have the right to
withdraw without prejudice from either exercising the option or continuing the
contract in an extended period,
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50.4

50.5

Basls of Price Revisions ;
PRICE ADJUSTMENTS: Unless otherwise specified, the prices established by
this Contract shall remain firm for the conlract perlod subject to the following:

A: Price Increases: A price increase shall not occur during the first twelve (12)
months of the contract. A vendor may request a price increase afier twelve (12}
months of the contract, which may be granted or denied by the Commonwealth.
The Contract holder must request in writing a price increase at least thirty (30)
days prior to the effective date, and shall provide fim proof that the price
Increase(s) Is justified. The Office of Procurement Services may request
additional Information or justification. If the price increase is denied, the Contract
holder may withdraw from the Contract without prejudice upon wrilten nolice.
Provided, however, that the Vendor must continue servica, at the Contract prices,
unlil a new Contracl can be established (usually within sixty (60) days).

B: Price Decreases: The Contract price should be reduced to reflect any industry
wide price decreases. The Contract holder is required to furnish the Office of
Procurement Services with notice of any price decreases as soon as such
decreases are available.

C: Extended Contract Periods: If the Contract provides for an optional renewal
periad, a price adjustment may be granted at the time the Contract is renewed,
subject to price Increase justification as required in Paragraph A “Price
Increases” as stated above.

Notices

After the Award of Contract, all pragrammatic communications with regard to
day-to-day performance under the conlract are to be made to the Agency
technicai contact(s) Identified during the negotiation phase of this procurement.

Agency Tachnical Contact Information
Jessica Abbolt
Commonwealth of Kentucky
Kentucky Department of Education (KDE)
Office of Knowledge Information Data Services
500 Mero Street, 21* Floor CPT
Frankfort, KY 40601
Phone: (502) 564-2020 x 2448

Email: Jessica.Abbott@education.ky.qov

After the Award of Contract, all communications of a contractual or legal nature
are to be made to the Commonwealth Buyer.
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50.6

50.7

Commonwealth Buyer
Susan S. Noland
Commonwealth of Kentucky
Finance and Administration Cabinet
Office of Procurement Services
702 Capitol Avenue, Room 096
Frankfort, KY 40601
Phone: (5§02) 584-5951

Emall: Susan.Noland@ky.qov

Subcontractors

The Conlractor Is permitted to make subcontracl(s) with any other party for
furnishing any of the work or services hereln. The Contractor sheall be solsly
responsible for performance of the entire Contract whether or nol subconiraciors
are used. The Commonwaeaith shall not be involved In the relationship belween
the prime conlractor and the subcontractor. Any issues that arise as a result of
this relationship shall be resoived by the prime contractor. All references to the
Contractor shall be construed to encompass both the Contractor and any
subcontractors of the Contractor. Paymenis for services performed by
subcontractors shall be addressed to the contract holder.

Qualified Vendors

A qualifled vendor is an original equipment manufacturer (OEM) of enterprise
level insiructional devices and related services that meels or exceeds all
technical specifications.

The manufacturer may propose the usage of up to three (3) agents. The
Kentucky Department of Education reserves the right to review and give final
approval to the propased agents andfor any change in agents after the Initial
contract award. The manufacturer is still responsible for ALL aspects of lhe
contract requirements regardless of the usage of an agent(s). A manufacturer
SHALL NOT be allowed to have more than three (3) agents.

For this Contract, an agent is deflned as a company or individual that represents
the manufacturer in marketing, quoting items from contract, purchase order
review & acceptance, delivery and/or warranty and support services of the
manufacturer's product(s). Payment for invoices from contract purchases may be
addressed to either the coniract holder or an agent If the KETS customer is
working directly with an approved agent.
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50.8

Scope of Work
Provide enterprise instructional device hardware and related services that at a
minimum includes the following:

Vendor Single Point of Contact
The vendor should name a person that will be the single point of contact
(SPOC) for contract issues.

The SPOC should be aggressive In sharing contract information,
Including but not limited to solution roadmaps, pricing and other
strategic Information to the KDE and KETS customers.

The contract holder should ensure that this person and all salespersons

of thelr product will be knowledgeable in:

¢ All the details of the KETS contract.

« The Kentucky school, district office and KDE customer base.

e The most current KETS Master Plan on our Web site and year round
current events in KETS.

Upon contract award, the Vendor's SPOC should provide a description of a
copy of procedures for requesling escalation, complaint resolution and
identify the staff available for installations, blliing problems, etc. The Vendor
should update this informatlon annually at a minimum. '

Categorles

The following categories should be established KETS Instructional Devices:

Enterprise Desktops ’

Enterprise Laptops

Instructional Device Maintenance/Warranty Support

Enterpilse Tablats (Opllonal)

Monitors (Optiocnal)

Instructional Device Accessories (Optional)

Instructional Device Installation/Initial Configuration {Optional)

Services (Optional)
Services should include but not be limited to: de-installation, training,
migration, and optimization of products offered or supplied under the
Master Price Agresment. These types of services may include, but are
not limited to: de-installation, factory integration (software or equipment
components), assel management, recycling/disposal, training and
cerlification, pre-implementation design, disaster recovery planning
and support, service desk/helpdesk, and any other directly related
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technical support service required for the effective operation of a
product offered or supplled.

Consumer grade devices, which are defined as devices that are not included
in the manufacturers enterprise line of devices ara not included In this
Contract.

Minlmum technlical specifications are included for enterprise desktops and
laptops in Attachment H.

Categorles Including tablets, instructional device accessories and services
are optional. Vendars may Include these optional categories if avallable.
KETS cuslomers may purchase products or services included in the oplional
categories from elther this KETS contract or other approved sources,

New/Revised Products

Vendors are encouraged to update their product fines and solutions as quickly
as possible. As new models of preducts and/or updates to solutions within the
scope and spirit of the Confract become available the vendor will notify the
KIDS vendor manager. KIDS reserve the right to approve ail new and revised
products and solutions, including pricing prior to the vendor being able to
include It In the KETS contract. The vendor should provide an evaluation unit
of all hardware included on the contract unless waived by the KDE.

Pricing '

Contract Pricing; Equitable pricing shall be offered to all KETS customers.
Kentucky public school districts, the Kentucky school for the Blind and the
Kentucky School for the Deaf may qualify for discounts including but not
limited to operating system or other education discounts. The Commonwealth
of Kentucky's public school districts shall purchase from the KETS Master
Agreements for the instructional device solutions and categories that have
been approved by KDE. Vendors shall be able to effectively handie this
magnitude of sales, meet dellvery deadlines with quality Enterprise (not
Consumer) hardware and support equitably across every county in our state
while meeling the performance standards for the life of the contract. The
Commonwealth requests hardware that has consistency In parts and has
undergone testing of Internal components to the Enterprise level versus the
consumer level, It is mandatory that vendors have capacity to provide
contract management and support across every county in the
Commonwealih. The vendor shall provide on-site support to every school in
every county with the same limelines and costs with no exceptions for
location.
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Promotional Pricing: The Kentucky Department of Education may identify set
dates where promotional pricing Is encouraged by contract holders to KETS
customers. During the promotional pericd(s) deeper discounts which are
avallable regardless of quantitles purchased may be set by the contract
holder. This promotional pricing must be submitted and approved by the
KETS vendor manager and be available to all KETS customers. At the close
of a promotion pariod the discounts would retumn to the discount off MSRP
approved prior to the promotional period. Any promotional discount must be
equitable and offered to all KETS customers during that period.

Operating System Pricing: Vendor may offer the best operating system
pricing available to the KETS customer. This may include but is not limited to
OEM pricing and National Academic (Shape the Future) pricing.

Negotiation of Price: During the life of the contract, KETS cuslomers are
encouraged to negotlate a betler price for items or a better discount for
praduct categories avallable for purchase from the KETS Master
Agreement(s). However, once a lower price or better discount has been
negotiated with ane district, it becomes the new statewide price/discount for
that solution/praduct category for the duration of the KETS contract. Typically,
vendors have special offers to quickly get rid of inventory that didn't sell as
well as anticlpated or is outdated. If a vendor offers a special price for any
time period (e.g. Offer ends August 12}, that price for that modei for all
districts does not end on August 12. Instead, It has now become the new
price for the duration that the model is on contract. The exception to this is the
promotional pricing period set by the Kentucky Department of Educatlon,
Example: If a large district like Jefferson County negotiates a lower price for a
speclilc modsl from a vendor, it now becomes the new price for every district
statewide for that model from that vendor.

Personal Purchases

All staff of KETS customers, including public school staff and students, may
purchase from this contract for their personal use. This specifically Includes
certifled teachers as mandated by KRS 156.690. On-site warranty service for
personal purchases from this contract will take place at the staff member's
school or district office. Applicable taxes and/or shipplng charges may apply
to personal purchases.

Contract Quotes and Invoicing

Vendor quotes and Invoices shall be submitted to the customer. Vendor shall
submit involces only for items ordered, delivered and accepled by the
customer. Each quote and Invoice should include at a minimum:

¢ State/KETS contract number
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Customer purchase order number
Customer name and address

Date of Order

Date of Installation (if applicable})
Detalled equipment charges
Hourly rate, if applicable

Grand total for the quote or involce

Leasing

Leasing agreements shall meet all legal requiremenis for the Commonwealth
of Keniucky and the Kentucky Department of Education. The Vendor shali
quote hardware warranty coverage for the duratlon of the lease parlod. The
Commonwealth Lease Agreement is attached to this Conlract as Attachment
J. No changes or substitutions to the Commonwealth Lease Agreement may
be made without the approval of the Kentucky Department of Education and
- the Finance Cabinet Office of Procurement Services. Lessee shall nol be
penalized for fallure to retum copies of device lechnical documsntation such
as CDs if reasonable efforls have besn made to store, track and return them
at the end of a lease. Information provided by the Vendor of leased items on
any Lease quote or schedule of equipment shall Include the following:
description ({including model name and number where applicable), price,
quantity, total quantity price, and the KETS contract number. When there is a
residual lease value the Vendor shall clearly Identify the residual value per
unit and the total quantity residual value. The residual value must be clearly
identified in the lease quote and lease agreement. Lease paymenis will be
addressed {o the contract holder.

Woeb slte

The contract hotder shall maintain thelr own Web site where solutions and
prices offered on the KETS conlract may be easlily/quickly viewed. The web
site should allow KETS customers to place and view orders. This information
musit be easily accessible and easily recognized as "KETS Master
Agreement” pricing. The vendor Web site shall also clearly identify the
contract number and vendor contact information. The vendor shall wosk with
the KIDS Vendor Manager to safisfy the Web site requiremenis within (90)
ninety days of a contract award.

Warranty

The Vendor should be able to provide various levels of warranly service for all
hardware offered on the contract. Vendor shall be required to include three
{3) years of onsite warranty coverage in the initial purchase cost of desktops
and three (3) years of depot warranty coverage in the initial purchase cost of

23




laptops. Vendor may offer optional upgrades at an additional fee to four (4) or
five (5) year on-site and depot warranty and faster repair times such as next
business day no troubleshooting if available. Afler the inifial three (3) year
perlad, If hardware maintenance [s desired, It will be the responsibllity of the
customer to procure from either this contract or other approved sources.

Depot and on-site warranty shall meet the following criteria:

The KETS customer’'s primary period of service (PPS) falls between the
hours of 8:00am and 5:00pm customer's local time, Monday through
Friday, excluding state observed holidays. The vendor shall be avallable
to provide warranty service during the KETS’s customer's primary period
of sarvice;

Vendor shall have a loll-free number for af calls and a call {racking
system);

The vendor shall calllemail the customer back within one (1) hour of

placing calt to provide applicable information Including ticket number;
The three (3) year warranty coveragse Included in the Initial purchase shall
be either Depot or on-site and is defined as:

o Depot_Warranty: Depot warranty means that upon determining the
hardware requires service, the vendor will provide to the cusiomer a
shipping container by the close of the customer's next business day for
the customer to package and ship the hardware to the manufaciurer’s
authorized repair facilily. Hardware being serviced through depot
warranty musi be fully operational and returned to the customer within
forty (40} business hours upon receipt of the depot shipment from the
customer, Depot warranly periods begin at the time of delivery of the
equipment. The vendor shall be responsible for all shipping costs.

o On-site Warranty: On-site warranty means that the vendor goes lo the
location of the equipment purchased, in a schaool, district office, state
agency, etc. On-site warranty shall be a full on-sile service, parts and
labor warranty to begin at the time of delivery of equipment to the
customer’s site. Hardware being serviced through on-site warranty
must be fully aperational within forty-eight {48) working hours.

All technicians shall be properly certifled and or licensed to service the

hardware;

The vendor may perfarm dlagnostics and repair remotely if applicable with

the customer's prior approval;

Vendor is nol responsibie for disaster recovery;

Products that are delivered but defective "out of the box" shall be repiaced
with new replacements versus initiating warranty service.
Replacement parts shall be new or reconditioned, and of equal or better
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quality than original parts;
« There shall be no charge for any shipping and handling of paris or labor

charges for troubles or Issues with the equipment;

« The vendor shali ensure the cost is the same throughout the state for
installation or warranty services;

« The vendor shall be provided access to the customer's building where the
equipment is located as required to fulfill cuslomer service requests in the
event of onsite service.

o Warranty does not extend to hardware that has been damaged or
rendered defective due to:

o a result of accldent, misuse or abuse;

o aresult of an act of God;

o Operallon oulside the usage parameters stated In the products user
manual;

o modiflcation of the product

o A result of service by anyone other than (manufacturer), contract agent
who Is authorlzed lo provide service, or authorized service provider.
Expendable paris, such as non-rechargeable batteries, carrying cases,
etc. are not covered. Damage due to loss of any programs, data or
removable storage media [s not covered.

Self Maintainer

The vendor must be able to facilitate the customer to become a self-
maintainer of hardware that is purchased from the contract, Being a self-
maintainer allows the customer to have staff certified on the manufacturer's
brand of hardware to provide In-house servicing for hardware programs.
Several districts within the Commonwealth currently are manufacturer
certified to perform such service, which provides for cost savings as well as
the opportunity within some districts for the Student Technology Leadership
Program (STLP) to gain hands-on experience that can be Invaluable
educational experience.

Warranty Penalties

There shali be a complaint desk al KDE site so our customers can quickly
document vendors that are falling to meet the service requirements of the
contract. Quarterly reports will be prepared and submilled by the vendor to
the KETS Vendor Manager which wlll assist us in identifying vendors whom
have not successfully met service response times. The vendor shall meet
service spacifications for a minimum of 97% of total annual service calls.
The vendor is allowed this three percent (3%} fallure rate based on lotal
servics calls they receive annually due to vehicle break down, parls {hat get
lost, addresses belng difficult to find, etc.
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10.

Vendors who exceed the three percent (3%) failure rate during the 1% quarter
shall be required to meet with the KIDS Vendor Manager to establish a
corrective plan for warranty service, Vendors who excesd the three percent
(3%) failure rate for two (2) consecutive quarters shall be required to mest
with the KIDS Vendor Manager to establish a correclive plan for warranty
service and the KIDS may recommend a two (2) week suspension of the
vendor contract lo the OPS. Vendors who exceed the. three percent (3%)
fallure rate for three (3) consecutive quarters shall be required to mest with
the KIDS Vendor Manager to establish a corrective plan for warranty service
and the KIDS may recommend a three {3) week suspansion of the vendor
contract to the OPS. Vendors who excsed the three percent (3%) failure rate
for four (4) consecutive quarters shall be required to meet with the KIDS
Vendor Manager to establish a corrective plan for warranty service and the
KiDS may recommend termination of the vendor contract {o the OPS,

The contract holder shall be held solely accountable for all services
conducted under the tarms and conditions specified in this warranty. Service
calls taken by any technical support center(s) shall be quickly turned over to
second and third levels of support for quick rasclution rather than attempts to
resolve Issues at that point. All support personnel shall be certifled by the
manufacturar of equipment (for example, if this vendor supplies Vendor X
equipment, support staff shall hold a manufacturer's certification and be
certified by Vendor X to perform service on Vendor X equipment).

Vendor's Contract Raporting
The vendor shali submit the following reporis quarterly to the Kentucky
Department of Education KETS Vendor Manager:

A. Sales Report - The vendor shall maintain accurate records indicaling sales
from the KETS confract. Reports will contain the following flelds: contract
number, invoice date, customer name, product number, description (must
include model name and number), unlt price, llst price, quantiy
purchased, tolal price, discount off MSRP,

B. Warranty/Maintenance Report - The vendor shall maintain accurate
records Indicating service performance of hardware purchased from the
KETS contract. Reports will contain the following fields: Customer name,
service call date, Hardware & Service Description including models and
verslons respectively, Warranty or SLA Coverage, and Service
Completion Date.

The vendor shall prepare and submit electronically this information no later
than ten (10) business days after the end of each quarter to ihe KETS Vendor
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11.

Manager. It will be responsibility of the vendor to submit the quarterly sales
reports. The KETS vendor manager or the KDE shall not be responsible for
reminders to submit reports. The KDE Office of KIDS shall report any failure to
submit and/or late submissions of sales reports on the annual contract review.

Delivery, Dellvery Penalties, Delivery Penalty Walver

A. Dellvery
All deliveries of equipment shall be provided within thirty (30) calendar
days of the vendor's recelpt of the purchase order from the customer,
unless olherwlss requested by the purchasing agency in writing. Dellvery
Is defined as the recelpt of goods and completion of instailation, if
required.

Customers purchasing from this Contract shall have thirty (30) calendar
days from the date the customer receives a complete order to notify the
vendor of any issues with the order (i.e. missing or damaged parts). The
vendor may consider the order accapted by the customer after the close of
the thirty {30) calendar day window.

B. Delivery Penalties
The Vendor agrees that whaen dellvery Is not made within the contracted
due date, five percent (5%) per calendar week may be deductad from the
Vendor's involce for each calendar week the Vendor fails to meet the
contracted delivery date.,

The Vendor agrees that when dslivery and/or installation Is not made
within the contracted timeframes, five percent {5%) per calendar week
from the total Invoice amount may be deducted from the vendor’s invoice
for each day the Vendor faifs to meet the contracted timeframe. Penalties
may continue to be charged to the vendor until the delivery and installation
if applicable is complete.

C. Delivery Penalty Walver
The vendor shall nol be penalized if within the thirty (30) day delivery
period, they have supplied KIDS and the customer with a written notice
Indicating the particular model ordered is not avallable in inventory
anymore and a newer different model will be shipped in its place. In this
case, the vendor should have submitted the new model to KIDS for
approval and evaluation testing unless the evaluation of that model Is
waived by KIDS. The new maodel should not be shipped to the customer
until which time the model has been added to the KETS contract. The
vendor should not use this penalty waiver to nolify customers falsely with
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Intentions to stall and send the same unit originally ordered. This conduct
may result In terminalion of contract. Once the vendor recelves
notification thelr new model is now available for sales; the thirly (30) day
clock starts again.

12. National School Lunch Program Compliance

This Conlract shall meet the requirements of the Natlonai School Lunch
Program (NSLP) per Attachment |,

28




IV. Pricing

Instructional Device Categories Dlscount off
MSRP
Enterprise Dasktops 15%
Enterprise Laptops 15%
Instructional Device Maintenance/Warranty 100%
Support
Instructional Device Categories Discount off
MSRP
Enterprise Tablets 15%
Monitors . 10%
Instructional Device Accassories 10%
instructional Device Installation/Initial 0%
Configuration
Services 100%
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V. Approvals

This Contract Is subject to the terms and condltions as stated. By executing this Conlragt, lhe
parties verify that they ara authorlzed to bind this agreement and that they accept the terms of
thls agreament,

This Contract may be exscuted electronlcally in any number of counterparts, each of which shall
be deemed to be an original, but all of which together shall conslitute one and the same
Contract.

This Contract Is invalid until properly approved and exscuted by the Finance and Administralion
Cabinet.

1st Party: ByteSpeed LLC, as Contracting Agent {“Contractor” or “Vendor” or
“ByteSpead”)

?KQ /ﬁ}gnfa}/n;n/ czg aje. - i’?—(‘(‘ Ourt )%Om;%@;
V2 s

Slgnalure ~— Date

2nd Party: Kentucky Department of Educatlon, ("“the Commonwealth” or “Customer” or

IIKDE”]

/97/%/ 06'.%? / /4 oA 7ls é‘mmwnwa’e
Printed name Tille
L % foe /by
Signalure Date = ~

Approved by the Finance and Adminlstratlon Cablnet
Office of Procurement Services

Donald R. Speer Execullve Dlrecior
Printed name Title

Dowdd © Spern. by (20 )5
Signature : :szln, /jfa/tﬁb—- Date
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ATTACHMENT E
SECRETARY'S ORDER 11-004
FINANCE AND ADMINISTRATION CABINET
Vendor Document Disclosure

WHEREAS, In order to promole accountabliity and transparency in governmental
operations, the Finance and Administralion Cabinet believes that a mechanism should be
created which would provide for review and assistance o an Executive Branch agency If said
agency cannot obtaln access lo documents that It deems necessary to conduct a review of the
records of a private vendor that holds a contract to provide goods andlor services to the
Commonwaealth; and

WHEREAS, in order to promole accountabliity and transparency in governmental
operatlons, the Finance and Administration Cabinet belleves that a mechanism should be
created which would provide for review and assistance lo an Executive Branch agency if sald
agency cannot obtain access to documents that It deems necessary during the course of an
audit, investigation or any other Inquiry by an Executive Branch agency that involves lhe review
of documentis; and

WHEREAS, KRS 42.014 and KRS 12.270 authorlzes the Secretary of the Finance and
Administration Cabinet lo establish the internal organization and assignment of functions which
are not eslablished by statule relating to the Finance and Administration Cabinst; further, KRS
Chapter 45A.050 and 45A.230 authorizes the Secretary of the Finance and Administration
Cablnst to procure, manage and control all supplles and services that are procured by the
Commonwealth and to intervene in controversies among vendors and state agencies; and

NOW, THEREFORE, pursuant to the authority vested In me by KRS 42.014, KRS
42,270, KRS 45A.050, and 45A.230, |, Lori H. Flanery, Secretary of the Finance and
Administration Cabinet, do hereby order and direct the following:

I. Upon the request of an Executive Branch agency, the Finance and
Administration Cabinat ("FAC") shell formally review any dispute arieing where
the agency has requested documents from a privale vendor that holds a slate
contrac! and the vendor has refused access to sald documents under a claim
that said documents are not directly pertinent or relevant to the agency's inquiry
upon which the document request was predicated.

Il. Upen the request of an Executive Branch agency, the FAC shall formally review
any situation where the agency has requested documents that the agency deems
necessary 1o conduct audits, investigations or any olher formal inquiry where a
disputs has arlsen as ta what documents are necessary to conclude the Inquiry.
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Upon recsipt of a request by a state agency pursuant to Sections | & Il, the FAC
shall consider the request from the Execulive Branch agency and the posltion of
the vendor or party opposing lhe disclosure of the documents, applying any and
all relevant law lo the facts and circumstances of the matter in controversy. After
FAC's review is complete, FAC shall issue a Determination which sets out FAC's
position as to what documents andfor records, if any, should be disclosed to the
requesting agency. The Determination shall be {ssued within 30 days of recelpt of
the request from the agency. This fime period may be extended for good cause.

If the Determination concludes that documents are being wrongfully withheld by
the private vendor or other party opposing the disclosure from the state agency,
the private vandor shall immediately comply with the FAC's Determination.
Should the privale vendor or other parly refuse to comply with FAC's
Determination, then the FAC, In concert with the requesting agency, shall
effectuate any and all options that it possesses to obtain the documents in
question, including, but not limited to, jointly initiating an action in the appropriate
court for relief.

Any provisions of any prlor Order that conflicts with the provisions of this Order
shall be deemed null and vold.
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ATTACHMENT G
PERSONAL INFORMATION SECURITY AND BREACH INVESTIGATION
PROCEDURES
AND PRACTICES ACT (KRS 61.931, ET SEQ.)

Vendors that receive Personal Information as deftned by and in accordance with
Kentucky's Parsonal Information Security and Breach Investigation Procedures
and Practices Act, KRS 61.931, el seq., {the "Act"), shall secure and protect the
Personal Information by, without limitation, complying with all requirements
applicable to non-affillated third parties set forth In the Act.

"Parsonal Information” is defined in accordance with KRS 61.931(6) as "an

individual's first name or first initial and last name; personal mark; or unique

biometric or genstic print or image, In combination with one (1) or more of the

following data elements: '

a) An account, credit card number, or debit card number that, in combination
with any required securlty code, access code or password, would permit
access to an account; ,

b) A Social Securlty number;

c) Ataxpayer identification number that incorporates a Sacial Security number;

d) A driver's license number, state Identification card number or other individual
identification number issued by an agency;

e) A passport number or other identification number issued by the United States
government; or

f) Individually ldentifiable Information as defined In 45 C.F.R. sec. 160.013 (of
the Health Insurance Portability and Accountability Act), except for education
records coverad by the Family Education Rights and Privacy Act, as
amended 20 U.8.C. sec 1232g."

As provided In KRS 61.931(5), a snon-affilated third party” means “any
person or entity that has a contract or agreement with the Commonwealth
and receives (accesses, collects or maintains) personal information from
the Commonwealth pursuant to the contract or agreement.”

The vendor hereby agrees to cooperate with the Commonwealth in
complying with the response, mitigatlon, correction, investigation, and
notification requirements of the Act.

The vendor shall inmediately notify as soon as possible, but not to excead
seventy-two (72) hours, the contracting agency, the Office of Procurement
Services, the Commonwealth Office of Technology and the NG-KIH
Program Office of a determination of or knowledge of a breach, unless the
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exception set forth in KRS 61.932(2)(b)2 applies and the vendor abldes by
the requirements set forth in that exception.

The vendor hereby agrees that the Commonwealth may withhold
payment(s) owed to the vendor for any violation of the identity Theft
Prevention Reporting Requirements.

The vendor hereby agrees to undertake a prompt and reasonable investigation of
any breach as required by KRS 61.933.

Upon conclusion of an investigation of a security breach of Personal Information
as required by KRS 61,933, the vendor hereby agrees to an apportionment of the
costs of the notification, investigation, and mitigation of the security breach.

In accordance with KRS 61.932(2)(a) the vendor shall implement, maintain, and
update securlty and breach investigation procedures that are appropriate to the
nature of the information disclosed, lhat are at least as stringent as the security
and breach Investigation procedures and practices astablishad by the
Commonwealth Office of Technology:

ht!g:Iltechnology.ky.govfclsoIPagesllnformatlonSecurilyPoIches,SIandardsandPr
ocedures.aspx
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KETS Instructional Device Hardware Minimum Specifications

ATTACHMENT H
KETS Instructional Device Hardware Minimum Specifications

" ENTERPRISE DESKTOP ENTERPRISE LAPTOP
SOLUTION SOLUTION
Processor Ints! or AMD Intel or AMD
installed Memory 4GB (1x4GB DIMM) 4GB (1x4GB DIMM)
Memory Expanslon 16 GB 8 GB
Cache 2 MB, Integrated L2 Cache 2 MB, Inlegraled L2 Cache
Slots 2 PCI/PCI XIPCI Express slots
Hard Drive internal persistent storage " tnternal persistent slorage
Audlo Audio out and microphone Audio out and microphone
Vidao Integrated/shared video Integrated/shared video
Graphics Support Graphics aup;:u_}:;sr:_:z 280x 1024 @
Ports - VGA Graphics 1 VGA Video Port 1VGA V";’:gai‘,’: Lo
Ports « Universal Serlal 1 USB Poris (powered or USB
Bus (USB) 4 JSB (2.0 and 2 USB 3.0) 3.0)
CD/Rom Need in remarks "Does not come | Need in remarks "Does nol come
with CD RW/DVD ROM" with CD RW/OVD ROM®
Display 1024 x 768
Battery N/A 4.5-hour usage without plug In
Input Devices - Mouse 2 Button Optical Mouse ~ USB
Input Devices - j
Keyboard 101 Key Kayboard - USB
Licansed for latest Apple or Laptop - Licensed for latest
Operating System Windows OS Windows OS or Apple OS
Drivers Shall have all standard drivers Shall have all standard drivers
Installad on each unit installed on each unit
Drjver - Network Include, al 8 minimum, network Include, at a minimum, network
Intorface interface, hard disk, video, etc. interface, hard disk, video, slc.
. Configured Ethernet network
Netwark ki d‘;““t‘e:"(‘foﬂ })E}I‘gg‘o?‘ adapter (10/100/4000) or Internal
P wireless (802.11 bi/g/n)
Energy Star Compllant Yes Yes
EPEAT Compltant Yes Yes
Warranty 3 years 3 years
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ATTACHMENT {
COMPLIANCE WITH FEDERAL SCHOOL LUNCH ADMINISTRATION

This Contract shall be governed in all respecits as to validity, construction, capacily,
parformance, or otherwise by the laws of the Commonwealth of Kentucky.

Vendors providing service under this contract assure the Commonwealth that they are
conforming to and otherwise complying with the following:

A

Vendors providing services under this Contract assure the Commonwealth they are
conforming to the provisions of the Civil Rights Act of 1964 as amended.

Vendors shall comply with the Executive Order 11246 of September 24, 1965, entitled,
"Equal Employment Opportunity,” as amended by Executive Order 11375 of Octaber 13,
1967, and as supplemented in Department of Labor regulations (41 GFR chapter 60).
Labor regulations (41 CFR Part 60). (ali construction contracts awarded in excess of
$10,000 by grantees and their contractors or subgrantees).

Vendor shall comply with the Copeland “Anti-Kickback" Act (18 U.S.C. 874) as
supplemented in Department of Labor regulations (29 CFR Part 3). (All contracts
and subgrants for construction or repair

. Vendors shall comply with the Davis-Bacon Act (40 U.S.C. 27682 to 276a-7) as

supplemented by Department of Labor regulations (29 CFR Part 5). (Construction
contracts in excess of $2000 awarded by grantees and subgrantees when required
by Federal grant program legislation)

. Vendor shall grant access by the grantee, the subgrantee, the Federal grantor

agency, the Camptroller General of the United States, or any of thelr duly authorized
representalives to any books, documents, papers, and records of the contractor
which are directly pertinent to that specific contract for the purpose of making audit,
examination, excerpts, and transcriptions.

Vendor shall retain all records for three years after grantees or subgrantees make
final payments and all other pending matters are closed.

. Vendor shall comply with Sections 103 and 107 of the Contract Work Hours and

Safety Standards Act (40 U.S.C. 327-330) as supplemented by Department of
Labor regulations (29 CFR Part 5). {Construction contracts awarded by grantees and
subgrantees in excess of $2000, and in excess of $2500 for other conlracts which
involve the employment of mechanics or laborers)

. Vendors shall comply wilh applicable federal, state, and local laws and regulations

pertaining to wages, hours, and conditions of employment. In accordance with Federal
Law and U.S. Department of Agriculture policy, this institution Is prohibited from
discriminating on the basis of race, color, national origin, sex, age, or disability.
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The contractor further agrees to comply with the provisions of the Americans with
Disabllities Act (ADA), Public Law 101-336, and applicable federal regulations
relating thereto prohibiling discrimination against otherwlse qualified disabled
individuals under any program or activity. The contraclor agrees to provide, upon
request, needed reasonable accommodations. The contractor will take affirmative
action to ensure that applicants are employed and that employees are treated during
employment without regard to their race, religion, color, national origin, sex, age or
disability. Such action shall Include, but not ba limited to the following; employment,
upgrading, demotion or transfer; recruitment or recruitment advertising; layoff or
termination; rafes of pay or other forms of compensations; and selection for training,
including apprenticeship. The contractor agrees to post in conspicuous places,
avaflable to employees and applicants for employment, notices setting forth the
provisions of this non-discrimination clause.

State sales and use tax certificates of exemption forms wiil be issued upon request.
No tax fae shall be included in prices.

. As required by The Jessica Lunsford Act [s.21 of Ch.2005-28, L.Q.F.] If any
Coniractor's employees/independent Contractors or Subcontractors'
employees/independent Contractors will have access to school grounds when
students are present, have direct contact with students, or have access to control of
school funds, such personnel are required to be screened at Level 2, to include
fingerprinis, statewide criminal and juvenile justice records checks through the
Kentucky Department of Law Enforcement and federal ctiminal records checks
through the Federal Bureau of invesfigation.

. Any entity or affiliate who has been placed on the Kentucky State’s disctriminatory
vendor list may not submit a bid on a contract to provide goods or services lo a
public entity, may not submit a bid on a contracl with a public entity for the
construction or repair of a public building or public work, may not submit bids on
leases of real property to a public entily, may not award or perform work as a
contractor, supplier, subconiractor, or consultant under contract with any public
entity, and may not transact business with any public entity.

. Any employee or official of Commonwealth or KETS school districls, elective or
appointive, who shall take, receive, or offer to take or receive, elther direclly or
indirectly, any rebate, percentage of contracl, money, or things of velue as an
inducement or Intended inducement, or in the procurement of business, or the giving
of business, for or to or from, any person, or in open market seeking to make sales
to the school district shall be deemed gullty of a felony and upon conviction such
person or persons shall be subject to punishment or flne in accord with state andfor
federal laws.

. The vendor is legally entitled lo enter into confracts with agencies of the
Commonwealth of Kentucky and is nol in violation of any prohibited conflict of
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interest, including those prohibited by provisions of KRS 164.390, KRS &1.092-
61.096, and KRS 42.990.

. The vendor is fully knowledgeable of KRS 45a.335-45a.490, Kentucky Model
Procurement Code, including the provisions for violation of the Code.

. The vendor shall comply with all applicable standards, orders, or requirements
Issued under section 306 of the Clean Alr Act (42 U.S.C. 187(h}), section 508 of the
Clean Water Act (33 U.S.C. 1368), Executive Order 11738, and Environmental
Protection Agency regulations (40 CFR part 15). (contracts, subcontracts, and
subgranis of amounts In excess of $100,000),




ATTACHMENT J
COMMONWEALTH LEASE AGREEMENT
Term Lease Agreement

THIS TERM LEASE AGREEMENT is mada this day of .20
WHEREAS, The Commonwealth of Kentucky ("Lessee") and ("Lessor”)
desire to enter into a Term Lease Agreement No. , dated

(the "Lease Agreement”) and;
NOW, THEREFORE, the pariies hereby agres as follows:

Lease

Lessor hareby leases to Lessee and Lessee hereby leases from Lessor, all hardware,
software and other property (colleclively, the “Equipment” and individually the "ltem” or
"ltems of Equipment” described in the Equipment-Schedule (Exhibit A) attached herelo
and made a part hereof), Lessee acknowledges responsibility for choosing the
Equlpment to be leased. Lessor hereby afflrms to have the abllity to perform
responsibly in connection with this Lease Agreement. Lessor has the capability in all
respects lo perform fully the Lease requirements, and the experience, Integrity,
perseverance, reliability, capabilily, facllities, equipment, and credit that will assure good
falth performance. '

Order of Equipment

Lessor agrees to arrange for delivery of the Equipment within thirty (30} days of the
date of the Lease Agreament, All Equipment shall be completely configured with
components and software prior to delivery. Lessor shall provide at time of
dellvery to Lessee the operational manuals for all hardware and software
provided by Lessor. Delivery shall include unpacking and setting up Equipment
as requested by the Lessee, Original boxes and packing shall be removed from
the Lessee’s pramises and retained by the Lessor if Lessor requires re-packing of
equipment at the end of the Lease period. There shall be no additional costs for
configuration, delivery, or setup of Equipment, There shall be no additional
charge for any Equipment delivered and installed earlier than other Equipment.

Term

The date of the Lessee’s signing of the Certificate of Acceptance (Exhibit B which shall
be attached hereto and made a part hereof) shall be the “Lease Commencement Date”,
The term of this Lease with respect to each item of Equipment as detailed in the
Equipment Schedule (Exhibit A) shall commence when the Carlificate of Acceptance
(Exhibit B} is signed by Lessee or as otherwise specified herein and shall end upon the
expiration of the number of months specified In the Equipment Schedule (Exhibit A).
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Use

Lessee covenants and represents to Lessor that the Equipment will be used exclusively
for official governmental agency purposes end will not be used at any time during the
Term of this Lease for personal, family, or household purposes.

Lessee's Inspection and Acceptance

The Lessee's acceptance of the Equipment shall be evidenced by the Lessee’s signing
of the Certificate of Acceptance (Exhibit B). Lessee shall inspect each item of
Equipment within five (5) work days of delivery and installation for acceplabliity thereof
and if Equipment Is acceplable shall promptly executs the Certificate of Accaptance
(Exhibit B). Unless within such perlod of time Lessee gives writien nolice to Lessor
specifylng any defect in the Equipment or any other proper objection to the Equipment,
Lessea agrees that it shall be conclusively presumed, as between Lessor and Lesses,
that Lessee has accepted the Equipment and the Lease shall be deemed to commence
on the sixth day after delivery. If Lassee gives such written notice to Lessor, the
Equipment shall be deamed to be unacceptable.

Equipment Location

Lessee shall keep and use the Equipment at the Lessee address location as specified
below, However, Lessee may move the Equipment to another location upon Informing
the Lassor of the new location.

Equipment Maintenance

Lessee must maintain and use the Equipment in compliance with all laws and
regulations-and in accordance with a manufaclurer-approved maintenance program or
agreement. If the Equipment malfunctions, is damaged, lost or stolen, Lessee agrees to
continue to make all payments due under this Lease Agreement and each Schedule.
This does not limit nor sliminate any rights or remedies Lessee may have against the
Equipment manufacturer or supplier related to Equipment malfunction.

Title and Personal Property

The Equipment &t all times shall be and remain the sole and exclusive property of
Lessor during the Lease Temm and Lessee shall have no right, title, or interest hereln.
In the event Lessea purchases missing/unfound Equipment at the end of Lease term,
titie shall transfer to Lessee at thal lime.

Liens and Taxes
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Lessor shall keep the Equipment free and clear of llens and encumbrances. Lessee
shall not be responsible for any taxes {property, local, state, or federal) related to
ownership of the Equipment.

Lease Payments
Lease payments shall be made in accordance with Payment Schedule (Exhibit C
attached hersto and made a part hereof).

The Lease payments for Equipment during the Term shall be payable to the Lassor in
the amounts and sent to the address as specifled on a per scheduie basis on the
Assignment Acknowledgement

Lease payments shall be pald on a basis. First Lease payment shall be due
no less than thirty (30) days after Lease Commencement Date or Lessor billing date,
whichever Is the laler, for all Equipment.

Assignment

LESSEE MAY NOT SELL, PLEDGE, TRANSFER, ASSIGN OR SUBLEASE THE
EQUIPMENT OR THIS LEASE AGREEMENT OR ANY SCHEDULE. Lessor may sell,
assign, or transfer all or any part of this Lease Agreement, any Schedule, and/or the
Equipment. Assignment requires Lessee’s prior written appraval which will not be
unreasonably withheld. The new owner will have the same rights that Lessor had, but
Lessee agrees Lessee will not assert agalnst the new owner any claims, defenses or
set-offs that Lessee may have against Lessor or any supplier. The partles agree that
any assignment will not materially affect Lessee's rights and benefits under this Lease
Agreement or any Schedule.

Loss and Damage

Lessee assumes risks and labilities directly related to loss, theft, damage, or
destruction to any Equipment. No loss, theft, damage, or destruction of the Equipment
shall relieve Lessee of the obligation of Lease payments or any other obligation under
this Lease,

Insurance

Until a Schedule is paid In full and the Equipment has been returned to Lessor, Lessor
- will obtain insurance on the Equipment and Lessee acknowledges that the cosls are
included in the amount due under the applicable lease.

Notices

Lessor shall keep Lassee informed of their current address at all times. Service of all
notices under this Lease shall be sufficlent if mailed lo the party involved at Its
respective address as set forth in the Lease Agreement or at such addresses as such
parly may provide in writing from time to time. Any such notice mailed to such address
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shall be effective when deposited in the United States mail via certifled mail or other
dated deliverance method such as Federal Express or UPS.

Return of Equipment or Purchase of Missing/Unfound Equipment

If Lessee does not exerclse the lease End Purchase Option at the end of any Schedule
term, as extended or renewed (*Termination Date"), Lessee will arrange for Equipment
to be Immediately crated, insured, and shipped, in good working condition, to Lessor by
means Lassor wili designate, with all expenses to be prepaid by Lessee. |f Lessee falls
to return the Equipment to Lesser as agreed, Lessee shall pay to Lessor the regular
Lease payments each month from the Termination Date until the Equipment is returned.
Lessea will be responsible for any damage to the Equipment during shipping.

Funding Out Provision

Lesses presently intends lo continue this Lease hereunder for its entire Lease Term and
pay all Lease payments thereto. Lesses will include in its budget proposal and use all
reasonable and lawful means available to secure the appropriation of money for such
payments. Lessor acknowledges that appropriation is a governmental function which

L essee cannot contractually commit itself In advance and this Lease Agreement does
not constitute such a commitment. However, L.essee reasonably believes that moneys
in an amount sufficlent to make payments will be appropriated.

Other provisions of this Lease Agresment notwithsianding, the Lessor agrees that if
funds are not appropriated to the Lesses or not otherwise available for the purpose of
making payments hereunder, then the Lesses shall be authorized, upon sixty (60) days
written notice to the Lessor, to terminate this Lease Agreement without obligation for the
payment of any cancellation or termination charges. Lesses shall provide supporting
documentation of funding lapse if Lessea initiates termination under this provision.

Non-waiver

No covenant or conditlon of this Lease shatl be walved except by written consent of the
Lesses and the Finance and Administration Cabinet, Office of Procurement Services by
issuance of an officlal Modification.

Warranties

LESSOR IS LEASING THE EQUIPMENT TO LESSEE "AS IS°, WITH NO
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, Lessor assigns
to Lessee for the term of this Lease Agreement and each Schedule any transferable
manufacturer or supplier warranties. Such warranties are the scle covenant and
obligation of the Equipment manufacturer or supplier; thereby Lessor or its assignees
are not liable for any breach of those warranties. Lessee agrees that upon Lessee's
acceptance of the Equipment, Lessee will have no set-offs or counter-claims against
Lessor.
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For the sake of clarily, please distinguish between the general obligations of the
manufacturer in connection with the sale and performance of the Equipment, and the
limited obligations of Lessor, as Lessor, as staled In this Lease Agreement and each
Schedule. Lessee acknowledges any right of return is solely with the manufacturer or
suppller and not with the Lessor. Claims connected to the Equipment’s performance
must be addressed by Lessee directly with the Equipment manufacturer or supplier,
separate and apart from the leasing relationship, and Lessee may not withhold lease
payments during the pendency of such claims.

Default; Damages

If Lessee {a) fails to make any lease payment when due or (b} becomes insolvent or
commences bankruptcy or receiverships proceedings or has such proceedings
commenced against Lessee, or (¢ ) terminates Lessee's existence by merger,
consolidation, sale of substantially all Lessee's assets, or (d) defaulls under any other
agreement Lessee has with Lessor or Lessor's affiliates, or (e) otherwise breaches any
provision of this Lease Agreement or any Schedule, Lessor may accelerate the
remalning balance due on this Lease Agreement and any Schedule and demand the
immadiate return of the Equipment to Lessor. If Lessee does not return the Equipment
to Lessor within (10) days of Lessor's notice of Lessee's default, Lessee will also pay a
liquidated Equipment charge equal to the anticipated Lease-end residual value of the
Equipment. Lessor may also use any remedies avallable to Lessor under the Uniform
Commercial Code or any other applicable law. In the event of court action in which
there Is a final judgment, the losing party will pay all lagal fees and expenses in addltion
to any judgment. Lessor will provide Lessee wih notice and due process of law on any
repossesslon or disposition of the Lease. Ta the extent permitted by law, Lessor will not
be responsible to Lessee for any consequential or incidental damages.  Lessor's delay
or fallure to enforce Lessor's rights under this Lease Agreement and each Schedule wiil
not prevent Lessor from doing so at a later time.

Entire Lease Agreement

The terms and conditions of this Term Lease Agreement, Equipment Schedute (Exhibit
A), Cartificate of Acceptance (Exhibit B), Payment Schedule (Exhlbit C), and the Master
Agreement ( and any Modifications thereto) upon which it is based
shall constitute the entire Lease Agreement belween the Lesses and the Lessor. These
terms and conditions shall not be amended, alterad, or changed axcept by the wrilten
agreement of both parties and issuance of an officlal change order by the Finance and
Administration Cabinet, Office of Procurement Services. Lessee shall not be required to
sign any other lease agreement. Should Lessor request that any Commionwealth officer
or employee sign such documents, and such documents are signed, any such
documents shall ot be binding on the State and shall be causs for termination of the
Lease. This Lease Agreament shall be governed by and construed In accordance with
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the laws of the Commonwealth of Kentucky and any litigation with respact to this Lease
Agresment shall be brought in state or federal court In Franklin County, Kentucky.

THIS LEASE IS SUBJECT TO THE TERMS AND CONDITIONS WRITTEN ABOVE
AND WHICH LESSEE AND LESSOR ACKNOWLEDGE HAVING READ. THIS LEASE
SHALL BE EFFECTIVE UPON ON THE DATE WRITTEN FIRST ABOVE.

LESSOR
By:

Print Name:

Title:

Date: .

Lease Authorized by:

Finance & Administration
Office of Procurement Setvices
Masier Agreement #

Assigned to this Lease

LESSEE
By:

Print Name;

Title;

Date:
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EQUIPMENT SCHEDULE

(Exhlbit A)
This Equipment Schedule (Exhibit A) Is attached to and is governed by the terms and provisions
of the Term Lease Agreement dated . by and between The Lessor,
{Lossae)
and (Lessor).

1. The Equipment leased hereunder is as outlined below:
{attach addillonal pages, if necessary)

Cost Residual
Quantity Make/Model # Serial Numbar(s) PerUnlt  Amount

Detall of Inspection crilerla required at termination of Lease period.

interest Rate as determined by the criteria set out below:

Are manuals for hardware and software to be raturned at end of Lease period?

Yos No If yes, what is tha cost of non-retumed manuals? (Select one)
The per annum Interest rate from which the Lease Rate Factors shall be calculated is the
interest rate based on the three (3) year U. S. Treasury Constani Maturity or other date as shall
be established by the Federal Reserve, as described in the waekly Federal Reserve Statistical
Release H.15 ("Treasury Rate") plus or minus a spread (quoted In Basis Points). This rate shall
be fixed as defined by the base rate +/- spread for the life of any Lease Agreement establiished
during that month. This interest rate shall be all-inclusive and shall not be subjoct to any fees or
other cosls,

5, Lease Terms:

Term - 24 manths 36 months 48 months or 60 months
Payment Period - based on Commencement Date

Residual Value Per Unit- ________ X Quantity = Total Residual Value

(Shall reference Equipment residual total as detalled on Equipment Schedule (1.))
Monthly/Quarterly/Annual Lease Payment - (circle one)
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CERTIFICATE OF ACCEPTANCE

{Exhlbit B)
in compliance with the terms, condilions and provisions of the Term Lease Agreement
dated . ("Lease"”) by and between the undersigned
{"Lessee") and {("Lessor”), Lessee hereby accepts all of the

Equipment for all purposes under the Lease and all attendant documents as of

(Lease Commencement Date).

LESSOR (LESSEE)

Using Agency:

By:
{Authorized Approval By - Name)

Title:

Date:
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TERM LEASE QUOTE FORM

Lease Perfod-____ months

From ti
(Date) {(Date})

Original Equipment Cost

Less Residual Value of Equipment

Ancillary costs (itemize and attach separately) — Total

Total Cosl for Lease

Interest Rate Spread

Monthly/Quarterly/Annual Lease Payment (circle one)

Lease Payment Schedule (Level Payments) - to be attached

This quote Issued as of based on the three (3) year U. S.
Treasury Constant Maturity or other date as shall be established by the Federal
Reserve, as described in the weekly Federal Reserve Statislical Release H.15
("Treasury Rate”) plus/minus a spread to the Base Rate as defined.

BY:

LESSOR

{(Authorized Approval by - Name) (Title}
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[ATTORNEY'S LETTERHEAD]

OPINION OF COUNSEL

RE: Torm Lease Agreement No. , dated as of , 200 , by and
between {"Lessor”) and Commonwealth of Kentucky
("Lesses”)

or its Assignee:

This firm has acted as counsel to Lessee with respect to the Term Lease
Agreement described above (the “Lease") and various related matters, and in this
capacity has reviewed a duplicate original or copy of the Lease, including all
Exhibits and attachments thereto. Based upon the examination of these and
such other documents, records and papers as we deem relavant and necessary
as the hasls for the opinion set forth below, it is this firm’s opinlon that:

Lessee Is authorized and has power under applicable law to enter Into the Lease,
and to carry out its obligations thereunder and the transactions contemplated
thereby.

The Lease has heen duly authorized, approved, executed, and delivered by and
on behalf of Lessee, and Is a valid and binding contract of Lessee enforceable in
accordance with its terms, except to the extent limited by bankruptcy,
reorganization or other laws of general application relating to or affecting the
enforcement of creditors’ rights.

No further approval, consent, or withholding of objections is required from any
tederal, state, or local governmental authority with respect to the entering Into or
performance by Lessee of the Lease and the transactions contemplated thereby.

The authorization, approval, and execution of the Lease and all other proceedings
of Lessee relating to the transactions contemplated thereby have been performed
In accordance with all applicable open meeting, public bidding and all other
applicable laws, rules and regulations.

The entering into and performance of the Lease and other related documents, and
the appropriation of moneys to pay the Lease payments coming due thereunder,
will not result in the violation of any judgment, order, law, rule or regulation
applicable to Lesses, or any constltutional, statutory or other limitation relating to
the manner, form or amount of Indebtedness which may be incurred by Lessee,
nor result in the creation of any lien, charge, security interest, or other
encumbrance upon any assets of Lessee or the equipment pursuant to any
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lndénture, mortgage, deed or trust, bank loan, credit agreement or other

instrument by which the Lessee Is a party or by which It or its assets may be
bound,

There is no litigation, action, suit or proceeding pending or before any court,
administrative agency, arbilrator or governmental body which () Iif adversely
determined, will have a material adverse effect on the ablility of Lessee to perform
its obligations under the Lease, or (i) challenges the organization or existence of
Lassee; the authority of Lessee or its officers or its employees to anter Into the
Lease; the proper authorization, approval and/or the appropriation of moneys to
make Lease payments under the Lease for the currant fiscal year of Lessee; or
the abllity of Lessee otherwise to perform Its obligations under the Lease and the
transactions contemplated thereby.

The person’s slgnature which appears therein or is designated therein is the
appropriate person to execute the Lease and has actual authority to do so.

We acknowledge and agree that Lessor Intends to raly on the above statements
in order to enter into Lease.

Respectiully yours,

By:

Attarney for:

Dated:
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ATTACHMENT K
DATA SECURITY AND BREACH PROTOCOLS
Vendors that receive Personal Information as defined by and in accordance with
Kentucky's Personal Information Security and Breach Investigation Procedures and
Practices Act, KRS 61.931, et seq., (the "Act’), shall secure and protect the Personal
Information by, without limitation, complying with all requirements applicable to non-
affiliated third parties set forth in the Act.

"Parsonal Information” is defined in accordance with KRS 61.931(6) as “an individual's
first name or first initial and last name; personal mark; or unique biometric or genetic
print or image, in combination with one (1) or more of the following data elements:

a)  An account, credit card number, or debit card number that, in combination with
any required security code, access cods or password, would permit access to an
account; '

b) A Social Security number;

c) A taxpayer identification number that incorporates a Soclal Security number;

d) A driver's license number, state identification card number or other individual
identification number Issued by an agency;

8) A passport number or other identification number issued by the United States
government; or

f) Individually Identifiable Information as defined in 45 C.F.R. sec. 160.013 (of the
Health Insurance Portability and Accountability Act), except for education records
covered by the Family Education Rights and Privacy Act, as amended 20 U.S.C.
sec 1232g."

As provided in KRS 61.931(5), a "non-affiliated third party* means "any person or entity
that has a contract or agreement with the Commonwealth and racelves (accesses,
collects or maintains) personal information from the Commonwealth pursuant to the
contract or agreement.”

The vendor hereby agrees to cooperate with the Commonwealth in complying with the
response, mitlgation, correction, investigation, and notification requirements of the Act.

The vendor shall notify as soon as possible, but not to exceed sevenly-two (72) hours,
the contracting agency, the Commissioner of the Kentucky State Pollcs, the Auditor of
Public Accounts, and the Commonwealth Office of Technology of a determination of or
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b)2 applies and
the vendor abidas by the requirements set forth in that exception. If the agency is a unit
of government listed In KRS 61.931(1)(b), the vendor shail notify the Commissloner of
the Department of Local Government In the same manner as above. If the agency is a
public school district listed In KRS 61.931(1)(d), the vendor shall notify the
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Commissioner of the Department of Education In the same manner as above. If the
agency is an educational entity listed under KRS 61.931(1)(e), the vendor shall notify
the Councii on Postsecondary Education in the same manner as above. Notification
shall be in writing on a form developed by the Commonwealih Office of Technology.

The vendor hereby agrees to report, immediately and within twenty-four (24) hours, any
known reasonably believed instances of missing data, dala that has been
inappropriately shared, or data taken off site

¢ to my immeadiate supervisor, Assoclate Commissloner, and

+ td the KDE Office for whom | perform work under the coniract with KDE.

The vendor hereby agrees that the Commonwealth may withhold payment(s) owed to
the vendor for any violation of the Identity Theft Prevention Reporting Requirements.,

The vendor hereby agrees to undertake a prompt and reasonable investigation of any
breach as required by KRS 61.933.

Upon conclusion of an investigation of a security breach of Personal Information as
required by KRS 61.933, the vendor hereby agrees to an apportionment of the costs of
the notification, investigation, and mitigation of the security breach.

In accordange with KRS 61.932(2){a) the vendor shall implement, maintain, and update
securty and breach investigation procedures that are appropriate to the nature of the
information disclosed, that are at least as stringent as the security and breach
investigation procedures and practices established by the Commonwealth Office of
Technology:

http://technology.ky.goviciso/Pages/InformationSecurityPolicies, Standardsand Pracedur
©5,a5pX

Student Data Security

Pursuant to KRS 365.734 (House Bill 232 (2014)), if contractor Is a known cloud
computing service provider (as defined in KRS 365.734(1)(b) as “any person or entily
other than an educational institution that operates cloud computing services®), or,
through service to agency, becomes the equivalent of a cloud compuling service
provider, contractor does further agree that:

. Contractor shall not process student data for any purpose other than providing,
improving, developing, or malnlaining the Integrity of Its cloud computing
services, unless the provider receives express permission from the student’s
parent. The contractor shall work with the student's school and district to
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determine the best method of collecting parental permission. KRS 365.734
deflnes “process” and "student data”.

With a written agreement for educational research, confractor may asslst an
educational institution to conduct educational research as permitted by the
Family Education Rights and Privacy Act of 1974, as amended, 20
U.S8.C.sec.1232g.

Pursuant to KRS 365.734, contraclor shall not in any case process student data
to advertise or facilitate advertising or to create or correct an individual or
household profile for any advertisement purposes.

Pursuant 1o KRS 365.734, contractor shall not sell, disclose, or otherwise
process student data for any commerclsl purpose.

Pursuant to KRS 365.734, contractor shall certify in writing to the agency that It
will comply with KRS 365.734(2},

ATTACHMENT L - Executive Order for Minlmum Wage for the
Commonwealth’s Service Providers
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STEVEN L. BESHEAR
CUYVERNUIK

EXECUTIVE ORDER

Seerctury of State
Frankfort
Kentuchy 2015370
June 8, 2015
il UM WA [OR § EMP) E

COMM E. 1'S S E PROVID

WHEREAS, f(t Is indisputable that oll cidzens and residoals of the
Commonwealih of Kentucky have the inherent nnd inationable rights to enjuy thelr lives
and libecty and to seek sl pursue their safity and happiness; end

AVHEREAS, the current required minimum waga of $7.25 por houe for hooudy
wotkers and $2,13 for tipped empl&yca a3 cstoblished by stale and federal law for all the
cmployers in the Commonwealth is no longer suliicient to provide workees the means to
nchinve those inherent ond inalicneble rights; and

WIZREAS, studics consistently and overwhelmingly show that an Increase in
the mininum wape does not negathvely impoci callestive employment, but instead rugnlts
In faster job growih; und

WHEREAS, minimum wage workers are not typically teenagers warking part
thme but aro adulis trying to make cnds meet  stadistlcs show ihat 87.5% of minfmum
wage workers are adully over the age of 20 and that neecly the seme porcentuge wurk i

least 20 hours 8 week; and

WHEREAS, the Commonwealth of Kentucky conunits sipniticont resourcs to

its employces ond 1o tho nequisition of scrvives to be performed under coniract; and
WHEREAS, it is fhe policy of this edministration to increnso effivicncy and cost

savings in watk performed for the Commonwealth of Kentucky; and
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STEVEN L, BESHEAR
GOVERNOR

EXECUTIVE ORDER

Sccrelary of Siate

Frankfon
Kentucly

WIIEREAS, requiring o higher wage 1o bo pald to fhose working for snd on
pehalf of the Commonwealth of Kentucky will fcad (o increazed morwle, prodoctivity,
and quality of e work performed and an sccompnnylng deseeaso In tumover, Imining,
and supervisory costs; and .

WHEREAS, inceasing tho pay of the lowest-pald workers wiit enable them to bo
more sell-sufflicient and to move toward realizing the drcan.\ af & better life whicti is loo
often unachievoble wilh their current woges, and

WHEREAS, economic forees necessltate 8 imore competitlve wago o attracl and
cetain the best workers in the tmproved Kenlucky job markel; and

WIIEREAS, Federul conlractlng rules now require that warkers unider cerlain
federnlly funded state contracts be paid a minimuny wags of $10.10 per hour aml 54,90
per haur for tipped woskers; and

WIHEREAS, nll indlviduals providing scrvices Lo the Comatonwealth should bho
paid the same mininmim wago regandless of the identity of his ar her employer:

(NOW, THEREFORE, {, Steven L. Deslicar, Governor of tho Communweolth of
Kenlucky, by virtue of the authority vesied in me by Sections 6% and 81 of the
Cunstitutiun of Kenlueky and iy Chapter 12 of the Kentueky Revised Statules, do herehy
DECLARE, ORDER and DARECT that:

1. As of the elfecitve date of thiy onder, all Executlva Branch employues shull bo
paid no Jexs thun S10.10 per hour, or $4.90 per Tour foc those watkers who are
“ipped employees” ns defined by KR3 137.0102){d).

2. All coniracts entered imio or renewed by Bxeentive Branch agencies with elfective
(ohém an of after the effective date of this order shall provide for o minimum wage

A. $10.10 per hous for urdinury workers; und

_ . 5490 per hour for wotkers who arg ™lipped employees™ gs defined by KRS
337.010(2)(d).




STEVEN L. BESHEAR

COVERNOI
EXECUTIVE ORDER
Secretury of State
I-‘.mllll'uﬂ
Kentky 3. The increased minimum wage requirentents of (his onler shall opply to eny

worker dlecctly perfarming (he service colted for In o contruct ond shall also apply
10 nny pesson wha spends at least 20% of his o ler warking tlme In a glven watk
week providing a service ancillary lo Mie services called for In a contract.

4. Nothing in this arder shell excuse noncomplisnce wilh any other Federal or Staty
Inw, dncluding prevalling wage laws, or eny applicsble law or municipal
ordintnce emablishing a minlmwn woge higher than the minlmom wage
estabilshed under tils order,

s. This onder fs not intended 1o, and does nol, create any right or benelit, substantive
ur precedurn), enforceablc ot low or In equity by any party aguinat the
Commonwaalth of Kentucky, ils apencles, officers, ar emplayees, wwl i nat
opplicable lo public universitics.

6. Al cmiployers in the Commonweslth, both publio and privele, are slrongly
encaumged lu implement policies consistent with the terms ol this onder.

All Exceutive Branch ngencics, In conjunction with the Governor's Executive
Cablnet, shall take ull sicpy accessary lo implement thls ondee.

7

This order ta effective Iuly 1, 2015,

TEVEN L. BESHRAR, GOVERNOR
Comuonwenlth of Kentucky

A4S 4 o1 _ /
ALISON LUNDER((AN GRIMES
Scurelnry of Slate




